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Social Engineering: 

What Is It?

Common Techniques

Featuring: Story Time!

Shared Research

Social Engineering Prevention
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Social Engineering: Techniques



Pre-Attack Reconassiance

6



Pre-Attack Reconassiance
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www.familytreenow.com

http://www.familytreenow.com/


Social Engineering: Techniques

8

Contacting target to obtain information 
and build trust needed for future attacks

Ease of Access- Weak Links 

Pretexting 
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Baiting 

Ease of Access- Weak Links 
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Tele-Spoofing/Vhishing
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Physical Spoofing
tailgating/piggybacking

Ease of Access- Weak Links 

Physical impersonation of an employee, 
vendor, or other authorized individual
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Phishing/Smishing 

Ease of Access- Weak Links 

Emails intended to induce action/obtain 
information
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Spear 
Phishing/Smishing 

Ease of Access- Weak Links 

Targeted Emails intended to induce 
action/obtain information
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Whaling

Ease of Access- Weak Links 

Phishing targeted at senior executives
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QR Code 
Phishing/Baiting

Ease of Access- Weak Links 

Link to visit phishing website
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Browser Hijack

Ease of Access- Weak Links 

Notifications, Subscriptions, CAPTCHA 
weaponized 
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Deepfake 

Ease of Access- Weak Links 

Synthetic media to create falsified 
content 
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Shared Research



25

CISCO’s 2021 Cybersecurity threat trends report
suggests that at least one person clicked a phishing link
in around 86% of organizations. The company’s data
suggests that phishing accounts for around 90% of data
breaches.

There’s an uneven distribution in phishing attacks
throughout the year. CISCO found that phishing tends
to peak around holiday times, finding that phishing
attacks soared by 52% in December.
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Social Engineering Prevention
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“A Network of Human Sensors”
“One of the most effective ways you can minimize the phishing threat is through 
effective awareness and training. Not only can you reduce the number of people 
that fall victim to (potentially) less than 5%, you create a network of human 
sensors that are more effective at detecting phishing attacks than almost any 
technology.”

Lance Spitzner

Training Director for the SANS Securing The Human Program
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