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Dedication

William G. Bishop 111, CIA, served as president of The Institute of Internal Auditors from September
1992 until his untimely death in March 2004. With a motto of “I'm proud to be an internal auditor,”
he strived to make internal auditing a truly global profession. Bill Bishop advocated quality research for
the enhancement of the stature and practice of internal auditing. To help enhance the future of this
profession, it is vital for the profession to document the evolution of the profession worldwide.
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Foreword
The 1l1A’s Global Internal Audit Survey: A Component of the CBOK Study

The 2010 TIA Global Internal Audit Survey is the most comprehensive study ever to capture the current
perspectives and opinions from a large cross-section of practicing internal auditors, internal audit service
providers, and academics about the nature and scope of assurance and consulting activities on the
profession’s status worldwide. This initiative is part of an ongoing global research program funded by The
Institute of Internal Auditors Research Foundation (IIARF) through the William G. Bishop 111, CIA,

Memorial Fund to broaden the understanding of how internal auditing is practiced throughout the world.

A comprehensive database was developed, including more than 13,500 useable responses from
respondents in more than 107 countries. The five reports derived from analysis of the survey responses
provide useful information to internal audit practitioners, chief audit executives (CAEs), academics,
and others to enhance the decision-making process involving staffing, training, career development,
compliance with The IIA's International Standards for the Professional Practice of Internal Auditing

(Standards), competencies, and the emerging roles of the internal audit activity.

O Characteristics of an Internal Audit Activity (Report I) examines the characteristics of the internal

audit activity, including demographics, staffing levels, and reporting relationships.

O Core Competencies for Today’s Internal Auditor (Report Il) identifies and discusses the most
important competencies for internal auditors. It also addresses the adequacy, use, and
compliance with The 11A’'s Standards.

O Measuring Internal Auditing’s Value (Report Ill) focuses on measuring the value of internal auditing
to the organization.

O What'’s Next for Internal Auditing? (Report IV) provides forward-looking insight identifying perceived
changes in the roles of the internal audit activity over the next five years.

O Imperatives for Change: The IIA’s Global Internal Audit Survey in Action (Report V) contains
conclusions, observations, and recommendations for the internal audit activity to anticipate
and match organizations’ fast-changing needs to strategically position the profession for the

long term.

The 2010 survey builds upon the baseline established in prior Common Body of Knowledge (CBOK)
studies (i.e., 2006), allowing for comparison, analysis, and trends as well as a baseline for comparison
when The [IA’s Global Internal Audit Survey is repeated in the future.

PRIOR IIA CBOK Studies

The ITA has sponsored five prior CBOK studies. The table on the following page compares the number
of participating countries and usable questionnaire responses used in each CBOK study. While CBOK
studies I through IV were offered only in English, the 2006 and 2010 surveys were available in 17 and

22 languages, respectively.

A Component of the CBOK Study
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Core Competencies for Today’s Internal Auditor

CBOK’s Number of Respondents and Countries Over the Years

CBOK Number of Number of Usable
Number Year Countries Responses

I 1972 1 75
| 1985 2 340
Il 1991 2 1,163
v 1999 21 136
v 2006 91 9,366
Vi 2010 107 13,582

The 2010 IIA Global Internal Audit Survey — Benefits to the Profession

Maximizing the internal audit function is imperative to meet the challenges of today’s business
environment. Globalization and the rapid pace of change have in many ways altered the critical skill
framework necessary for success at various levels of the internal audit function. Internal auditing’s value
will be measured by its ability to drive positive change and improvement. It is imperative for internal
auditing to examine current trends within the profession and thus be able to make recommendations for
changes within the internal audit activity. This should help internal auditing to:

O Deliver the greatest value to its organization.
O Anticipate and meet organizations’ needs.

O Strategically position the profession for the long term.

Research Teams

The following researchers, selected from the responses to the Request for Proposal, were involved

in writing the reports and worked closely with Mohammad J. Abdolmohammadi (Bentley University,
United States) who provided general data analysis from the 2006 and 2010 survey databases as well as
additional analysis based on researchers’ request.

Report |

Yass Alkafaji, Munir A. Majdalawieh, Ashraf Khallaf (American University of Sharjah, United Arab
Emirates) and Shakir Hussain (University of Birmingham, United Kingdom).

Report Il
James A. Bailey (Utah Valley University, United States).

Report 111
Jiin-Feng Chen and Wan-Ying Lin (National Chengchi University, Taiwan, Republic of China).
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Report IV

Georges M. Selim and Robert Melville (Cass Business School, United Kingdom), Gerrit Sarens
(Université Catholique de Louvain, Belgium), and Marco Allegrini and Giuseppe D’Onza (University of
Pisa, Italy).

Report V

Richard J. Anderson (De Paul University, United States) and J. Christopher Svare (Partners in

Communication, United States).
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Executive Summary

Report II provides insight on core competencies for today’s internal auditors, including the use and
effectiveness of The 11A’s International Standards for the Professional Practice of Internal Auditing
(Standards) and of audit tools and techniques during audit engagements. Additionally, this report
provides insight regarding the importance of different types of behavioral and technical skills and certain
competencies internal auditors should possess to successfully perform as practitioners. This analysis

is based on 13,582 responses of IIA members and nonmembers in more than 107 countries. Salient
responses from chief audit executives (CAEs), internal audit staff, and managers are presented in this

document.

Competence and Skills

1. In the wake of the turbulent global economy and the impact on financial markets and corporate viability,

CAEs, internal audit staff, and managers identified three of the top five competencies as:

0 Communication skills (including oral, written, report writing, and presentation).
O Problem identification and solution skills (including core, conceptual, and analytical thinking).
0O Keeping up to date with industry and regulatory changes and professional standards.

2. Understanding the business ranked as the most important overall technical skill in both the 2006 and

2010 surveys.

It is the top technical skill for management and CAEs and the third most important technical
skill for internal audit staff. This response is consistent with the 2006 and 2010 survey rank of
risk analysis and control assessment techniques as important technical skills because a solid
understanding of the business is essential for internal auditing to effectively identify emerging risk

and control issues.

3. CAEs indicate the ability to promote the value of the internal audit as the most important competency

for them to perform their work.

4. The results indicate that keeping up to date is now considered very important at all three professional
levels — not just at the CAE level.

Keeping up to date was the third most important competency for CAEs in both the 2006 and 2010
surveys. For internal audit staff and management, keeping up to date moved from about the bottom

one-third of competencies in 2006 to the fourth highest ranked competency in 2010.
5. Communication skills ranked as the top overall general competency for both the 2006 and 2010 surveys.

Based on the survey results, the general competency rankings for all industries are consistent with

the overall general competency rankings.

A Component of the CBOK Study
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Knowledge Areas and Audit Tools

1. In terms of core knowledge areas, survey results for 2006 and 2010 are similar, indicating the continuing
importance of internal auditors possessing knowledge of auditing, internal audit standards, ethics, and fraud

awareness.

2. In 2010, enterprise risk management (ERM) replaced technical knowledge by industry as the fifth
ranked knowledge competency.

The higher knowledge ranking for ERM is consistent with the technical skill common core
competency of risk analysis and control assessment techniques. It also aligns with the most
currently used (and predicted increase in usage in the next five years) audit tool or technique on an
engagement — risk-based audit planning techniques — as indicated in the 2010 survey. Knowledge
of ERM helps the internal auditor effectively apply risk analysis and control assessment techniques
and risk-based audit planning techniques.

International Standards

1. According to CAEs, only 46.3 percent of their organizations are in full compliance with the Standards
in 2010, compared to 59.9 percent in 2006.

CAEs assessed the adequacy of the guidance provided
by the Standards higher in the 2010 survey than in
the 2006 survey. However, inferences from the 46.3

Internal auditors may improve their core
competencies, benefit their organiza-
tions, and increase their opportunities
for career advancement by identifying

percent reported responses from CAEs are limited

because only 37.2 percent of organizations are fully

compliant with Standard 1300, which would be and prioritizing core competencies and by

the upper percentage boundary for full compliance organizing continuing education develop-

for all of the Standards. The Standards assessed as ment around them.

providing the least guidance and that also had the

fewest organizations fully complying with them were

Standard 1300: Quality Assurance and Improvement Program and Standard 2600: Resolution of
Senior Management's Acceptance of Risks in both the 2006 and 2010 survey.

2. The principle reasons for noncompliance include: small size of the organization or internal audit staff,
cost of using the Standards, amount of time required for compliance, or lack of management/board
support.

It should be noted that the adequacy of guidance of Standard 2600: Resolution of Senior
Management's Acceptance of Risks varies widely from a high of 91.3 percent in the Middle East
and the United States and Canada regions to a low rating of 76.7 percent in the Western Europe
region. The U.S. and Canada region has 72.2 percent of organizations complying with Standard
2600. The Middle East has the next highest Standard 2600 compliance at 53.6 percent. Similarly, a
major reason for noncompliance in Eastern Europe-Central Asia and Latin America regions is that

the Standards are superseded by local/government regulations or standards. The Asia-Pacific and
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Executive Summary

Western Europe regions state that the Standards or Practice Advisories are too complex as a reason
for noncompliance. Similar to the regions, almost all the industries rate each standard approximately
the same except for Standard 2600, which ranges from a high rating of 87.0 percent in the finance
industry to a low rating of 76.8 percent in the wholesale and retail trade industry. The finance
industry also has by far the highest industry compliance percentage with Standard 2600. Reasons
for relatively high compliance with this standard in the finance industry might be attributed to the
industry’s focus on risk management in general and its strong regulatory environment.

3. CAEs stated that only 31.3 percent of their organizations have internal audit quality assessment and
improvement programs in place. They also stated that 34.5 percent of their organizations had an external
quality review in accordance with Standard 1312, while 50.9 percent have never had an external
quality assessment in accordance with the Standards.

The principal reasons for noncompliance parallel the primary reasons for not following the Standards
in general: small size of internal audit staff, cost, and lack of management/board support.

This report contains comprehensive responses from all participants and trend analysis that will help
CAE:s identify and prioritize core competencies and design continuing education programs to develop
and attract talent to build a high quality staff that effectively demonstrates and communicates the value
of internal auditing to their organizations.

A Component of the CBOK Study
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Chapter 1
Introduction

The Institute of Internal Auditors Research Foundation’s (ITARF’s) Global Internal Audit Survey

provides internal audit practitioners and related stakeholders relevant information about internal

auditing’s current role and insights about its future direction. The five reports provide practical resources

for internal auditing’s strategic planning and decision-making processes.

This report identifies and discusses the most important competencies for internal auditors. It also

addresses the adequacy, use, and compliance with The [IA’s International Standards for the Professional

Practice of Internal Auditing (Standards).

What Are Core Competencies and Why Are They Important?

Competencies are skills that are essential to perform certain tasks. While all competencies are

considered by some auditors as important, core competencies consist of the most important essential

skills. This report identifies core competencies as those

rated most important by the survey respondents.

The 11A’'s Code of Ethics requires competency for the
services internal auditors provide. Code of Ethics Rule
4.1 states “Internal auditors shall engage only in those
services for which they have the necessary knowledge,
skills, and experience.” Code of Ethics Rule 4.3 states
“Internal auditors shall continually improve their
proficiency and the effectiveness and quality of their
services.” Internal auditors may spend a significant
amount of time annually on continuing professional
education to improve their internal audit competencies.
By identifying and prioritizing their core competencies
and organizing their competency development process
around them, internal auditors may improve their core
competencies, benefit their organizations, and increase

their opportunities for career advancement.

1. Identify Core Competencies

The survey identifies internal auditor core competencies
in three major areas: general competencies, behavioral
skills, and technical skills. It also identifies important
knowledge areas and audit tools and techniques.

While all competencies are considered

by some auditors as important, core
competencies consist of the most
important essential skills. The common
core competencies consist of the most
important shared skills required by
internal auditors at all three professional
ranks: internal audit staff, management,
and CAE. Internal auditors should
continuously improve these common core
skills over the course of their careers.
The incremental core competencies
consist of the most important skills at
each professional staff level that are

not common core competencies. These
proficiencies consist of specific skills
internal auditors should develop as they
progress through professional ranks from
internal audit staff through management
to CAE.

Chapters 2 through 6 cover each of these major areas. The bar charts in each chapter identify the most

important core competencies, knowledge areas, and audit tools or techniques.
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2. Prioritize Core Competencies

The general competencies, behavioral skills, and technical skills chapters provide charts that rank the

importance of each competency for each professional level: internal audit staff, management, and chief
audit executive (CAE). In addition to providing charts showing the relative ranking for each professional
level, the analysis divides the most important rankings into two groups: common core competencies and

incremental core competencies.

The common core competencies consist of the most important shared skills required by internal auditors
at all three professional ranks: internal audit staff, management, and CAE. Internal auditors should
continuously improve these common core skills over the course of their careers. Chapters 2 through

4 prioritize the most important common core competencies in the areas of general competencies,

behavioral skills, and technical skills, respectively.

The incremental core competencies consist of the most important skills at each professional staff

level that are not common core competencies. These proficiencies consist of specific skills internal
auditors should develop as they progress through professional ranks from internal audit staff through
management to CAE. Chapters 2 through 4 prioritize the most important incremental competencies for

each professional rank in the areas of general competencies, behavioral skills, and technical skills.

3. Organize Core Competency Development Process

The organization’s culture and work environment should promote the continuous development of audit
staff. The organization should provide adequate resources to systematically develop the audit staff’s core
competencies. The organization should implement a monitoring system where it systematically evaluates
competencies, identifies deficiencies, and implements training programs to alleviate the deficiencies.

Internal auditors may benefit by organizing their competency development around common and
incremental core competencies. Internal audit departments may want to provide in-house training for
common core competency development where all professional levels can benefit. The departments
may also want to provide in-house training, seminar, conference, and custom continuing education
opportunities to meet the incremental core competency needs of their internal auditors.

Local 1A chapters may want to prioritize training in the common core competencies that will benefit
all professional ranks in their chapters. They may also want to provide incremental core competency

training where sufficient numbers warrant it.
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Chapter 1: Introduction

References

This study uses the following I1A International Professional Practices Framework descriptions and

acronyms:

Mandatory Guidance:

0 Definition of Internal Auditing

0 Code of Ethics

O The International Standards for the Professional Practice of Internal Auditing
O AS — Attribute Standards
0O PS — Performance Standards

Strongly Recommended Guidance:

PP — Position Papers

PA — Practice Advisories

PG — Practice Guides

PG GTAG - Global Technology Audit Guides
PG GAIT — Guide to the Assessment of IT Risk

O o0oooao
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Chapter 2
General Competencies

General competencies consist of skills that are essential to perform certain tasks. The survey asked

internal auditor survey participants to evaluate the importance of general competencies.

Figure 2-1 summarizes their responses to the following prompt: “Please indicate the importance of the

following competencies for you to perform your work at your position in the organization.”

Figure 2-1: General Competencies — Very Important

Communication skills

Problem identification and solution skills
Ability to promote value of internal audit
Industry, regulatory, and standards changes
Organizational skills

Conflict resolution/negotiation skills

Staff training and development

Accounting frameworks, tools, techniques
Change management skills

IT/ICT frameworks, tools, and techniques

Cultural fluency and foreign language skills

IHJH

0% 20% 40% 60% 80% 100%

Figures 2-2, 2-3, and 2-4 summarize their responses to the following prompt: “Please mark the five most
important of the following competencies for each level of professional rank to perform their work.” The
three charts summarize the responses for the levels of professional rank of internal audit (IA) staff,

management, and CAE, respectively.
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Figure 2-2: General Competencies — IA Staff

Communication skills

Problem identification and solution skills
Accounting frameworks, tools, and techniques
Industry, regulatory, and standards changes

IT/ICT frameworks, tools, and techniques

Ili

Organizational skills

Ability to promote value of internal audit
Conflict resolution/negotiation skills
Cultural fluency and foreign language skills

Staff training and development

Change management skills

]II

o
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Figure 2-3: General Competencies — Management

Organizational skills

Communication skills

Conflict resolution/negotiation skills

Industry, regulatory, and standards changes
Problem identification and solution skills
Staff training and development

Change management skills

Ability to promote value of internal audit
Accounting frameworks, tools, and techniques

[T/ICT frameworks, tools, and techniques

Cultural fluency and foreign language skills

Il
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Figure 2-4: General Competencies — Head of Internal Audit Function

Ability to promote value of internal audit
Communication skills

Industry, regulatory, and standards changes
Conflict resolution/negotiation skills
Problem identification and solution skills
Organizational skills

Staff training and development

IH

Change management skills
Accounting frameworks, tools, and techniques

Cultural fluency and foreign language skills

[T/ICT frameworks, tools, and techniques

LA
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Common Core Competencies

Common core competencies are those ranked as one of the top five competencies for all three levels of

professional rank. Survey results indicate the following three common core competencies:

0 Communication skills (including oral, written, report writing, and presentation).

O Problem identification and solution skills (including core, conceptual, and analytical
thinking).

O Keeping up to date with industry and regulatory changes and professional standards.

Communication Skills

Communication skills ranked as the top overall general competency for both the 2006 and 2010 surveys.
These skills ranked as the most important general competency for internal audit staff and as the second
most important competency for management and CAEs. These high rankings through time and across
professional ranks indicate the enduring importance of continually developing communication skills

from university education through all levels of professional rank.

Practitioners may want to consider using structured evaluation guides such as rubrics to assess their
communication skills, identify deficiencies, and plan improvements. Rubrics are matrix scoring guides
used to evaluate levels of performance for complex and subjective competencies. They measure the
degree to which participants meet stated objectives. Rubrics allow users to break down an overall

competency into its component parts. For example, internal auditors may use written communication
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rubrics to evaluate written work for appropriate context, audience, purpose, relevance, organization,

format, style, syntax, and mechanics. Internal auditors also may use oral communication rubrics to

evaluate presentations for appropriate message, organization, audience, language choices, posture,

gestures, eye contact, and supporting materials. Rubrics provide an achievement metric for each of the

above objectives using a scale. The scale’s range could be from 0 to 4, with 0 representing no

competency and 4 representing mastery. The rubrics allow users to rate competencies and identify

deficiencies. Repeated use of the rubrics allows users to monitor competency development. Internal

auditors may want to use The II1A’s Internal Auditor Competency Framework to develop structured

evaluation guide objectives.

Problem lIdentification and Solution Skills

Problem identification and solution skills ranked as

one of the top three general competencies for both the
2006 and 2010 surveys. These competencies ranked as
the second most important skills for internal audit staff
and the fifth most important skills for management and

CAEs.

Practitioners may develop these skills through the
skillful use of case studies and problem solving rubrics,
which provide internal auditors a systematic process and
evaluation tool for solving problems. Internal auditors
may use problem solving rubrics to evaluate how well
they define problems, identify potential solutions,
propose, evaluate, and implement solutions, and
evaluate outcomes. Managers may use case studies and
problem-solving rubrics to provide their staff insights on

how to effectively solve problems.

Rubrics are matrix scoring guides used to
evaluate levels of performance for complex
and subjective competencies. They
measure the degree to which participants
meet stated objectives. Rubrics allow
users to break down an overall competency
into its component parts, providing

an achievement metric scale for each
objective. Internal auditors can use
rubrics to assess skills in the areas of
written and oral communication, problem
solving, critical thinking, teamwork, and
ethical reasoning. Practitioners may want
to consider using rubrics to assess their
skills, identify deficiencies, and plan
improvements.

Keeping Up to Date with Industry and Regulatory Changes and Professional

Standards

Keeping up to date was the third most important competency for CAES in both the 2006 and 2010
surveys. For internal audit staff and management, keeping up to date moved from about the bottom

one-third of competencies in 2006 to the fourth highest ranked competency in 2010. The results

indicate that keeping up to date is now considered very important at all three professional levels, not just
at the CAE level. Practitioners should assess changes in professional standards and industry regulations

often and update their knowledge accordingly. Practitioners can acquire industry knowledge through

reading trade publications, participating in industry groups, and collaborating with other functions

within their organizations.
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Incremental Core Competencies

In addition to the above three common core competencies that are important for all professional ranks,
internal auditors identified additional core competencies distinctive to each rank. These incremental
core competencies consist of the top five general competencies at each level of professional rank that
are not already identified above as one of the three common competencies. Internal auditors need these
incremental skills as they progress from staff through management to the CAE level. As internal auditors
prepare for professional advancement, they should develop competencies for their next higher level of

professional rank. Survey results indicate the following incremental core competencies:
IA Staff

0 Competency with accounting frameworks, tools, and techniques.

0 Competency with IT/ICT frameworks, tools, and techniques.
Management

O  Organizational skills (including project and time management).

O  Conflict resolution/negotiation skills.
Chief Audit Executives

O Ability to promote the value of the internal audit function within the organization.

0 Conflict resolution/negotiation skills.

Internal audit staff incremental core competencies focus on the accounting and I'T frameworks, tools,
and techniques staff need to perform internal audit tasks. Management incremental core competencies
focus on managing the internal audit function. These skills include organizing projects and budgets and
people-oriented competencies of conflict resolution and negotiation skills. The additional competency
required by the CAE is the ability to promote the value of the internal audit function within the
organization. The ability to promote the internal audit function was the top ranked competency for the
CAE for both the 2006 and 2010 surveys, making it a critical ongoing competency for those leading the

internal audit function.

To address the incremental core competency needs of internal audit staff, individuals should take
university courses in accounting and I'T. Continuing education for staff should include these areas

as well. As staff prepare for management positions, their training programs should develop their
organizational, conflict resolution, and negotiation skills. Managers and CAEs should continue to refine

their conflict resolution and negotiation skills.

The ability to promote the value of the internal audit function within the organization may impact the
resources allocated to the internal audit department. To promote this value, CAEs need to understand
how their department can add value as perceived by management and the board. They should seek input
from other managers on how the internal audit department can help them add value to their areas of
responsibility and to the organization as a whole. CAEs should develop metrics that mirror the rest of

the organization, so management and the board can easily understand their communications regarding
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the value of the internal audit function. They should use the metrics to demonstrate how their efforts
decrease costs and/or increase revenues for the organization. Managers should develop these value

promotion skills to prepare for rank advancement, and CAEs should continually seek training in this

area.
Regions CAES should develop metrigs that

mirror the rest of the organization, so
Appendix 2-1 summarizes the “Very important” responses management and the board can easily
for general competencies by region. All regions ranked understand their communications
the three common core competencies as very important. regarding the value of the internal audit
All regions ranked communication skills as the most function. CAEs should use the metrics to
important general competency. Every region ranked demonstrate how their efforts decrease
problem identification and solution skills as the second costs and/or increase revenues for the
most important competency, except for Latin America organization.

and the Middle East, which ranked them as the third

most important competency. All regions except the

Middle East ranked keeping up to date with industry

and regulatory changes and professional standards as the fourth most important competency. The
Middle East region ranked it second. Based on the survey results, the common core competencies are
considered highly important for every region. Therefore, the recommendations stated in this chapter

apply to internal auditors in all regions.

Industries

Appendix 2-2 summarizes the “very important” responses for general competencies by industry. Every
industry ranked communication skills and problem identification and solution skills as the most
important and second most important competencies, respectively. All the industries ranked keeping up
to date as the third, fourth, or fifth most important competency. Based on the survey results, the general
competency rankings for all industries are consistent with the overall general competency rankings.
Because of these similarities, internal auditors for all industries should consider the recommendations

provided earlier in this chapter.
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Chapter 3
Behavioral Skills

Behavioral skills consist of managing one’s own actions toward others assessed by commonly accepted
standards. The survey asked internal auditor survey participants to evaluate the importance of behavioral

skills.

Figure 3-1 reflects their responses to the following prompt: “Please indicate the importance of the

following behavioral skills for you to perform your work at your position in the organization.”

Figure 3-1: Behavioral Skills — Very Important

Confidentiality

Objectivity

Communication

Judgment

Work well with all mt. leves #
Governance and ethics sensitity
Team player

Relationship building

|

Work independently
Team building
eacersti
Influence
e

Facilitation

Staff management

Change catalyst *

0% 20% 40% 60% 80% 100%

Figures 3-2, 3-3, and 3-4 summarize their responses to the following prompt for internal audit staff,
management, and CAE, respectively: “Please mark the five most important of the following behavioral

skills for each professional staff level to perform their work.”

A Component of the CBOK Study
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Confidentiality

Objectivity

Communication

Judgment

Team player

Work independently

Work well with all mgt. levels
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Influence
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Facilitation
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Leadership
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Communication
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Influence
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Objectivity
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Work independently

o
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Figure 3-2: Behavioral Skills — IA Staff
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Figure 3-3: Behavioral Skills — Management
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Figure 3-4: Behavioral Skills — Chief Audit Executive
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Common Core Competencies

Common core competencies are those ranked as one of the top five skills for all three levels of

professional rank. Survey results indicate the following top two common core behavioral skills:

0 Confidentiality.

0 Communication — sending clear messages.

Confidentiality

In the 2006 survey, practitioners ranked confidentiality and objectivity equally high as the most
important behavioral skill. Confidentiality continued to rank as the top overall behavioral skill in the
2010 survey. It is the top behavioral skill for internal audit staff and CAE and the fourth most important
skill for management. Internal auditors should review The I11A’s Code of Ethics Principle 3 and Rules
3.1 and 3.2 on confidentiality at least annually. The internal audit department should also consider
having all internal auditors sign an annual statement that they have recently reviewed and will abide

by The IIA’s Code of Ethics. It should also include this process as part of their internal audit quality

assessment and improvement program.

Communication — Sending Clear Messages

The high ranking for communication as a behavioral skill reinforces the importance of communication
as the top general competency discussed in the previous chapter. In addition to the recommended

actions for communication discussed in Chapter 2, internal auditors should review the Standards

A Component of the CBOK Study 13
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on communication at least annually. Appendix 1 provides a summary of the Standards related to this
report’s competencies. Tables 1-1 and 1-2 provide references for the Standards’ mandatory and strongly

recommended guidance for communication.

Incremental Core Competencies

As described in the previous chapter, incremental core competencies consist of the top five skills at each
level of professional rank that are not common core competencies. The survey identifies the following
incremental behavioral skills important to the professional ranks of staff, management, and CAE.

IA Staff
0O  Objectivity.
O Judgment.

0 Team player — collaboration/cooperation.

Management
O Leadership.
O Staff management.

0O Governance and ethics sensitivity.

Chief Audit Executives
O Leadership.
0O Governance and ethics sensitivity.

O Influence — ability to persuade.

As mentioned previously, objectivity tied with confidentiality as the top behavioral skill in the 2006
survey. For the 2010 survey, objectivity continues to rank high for internal audit staff and CAEs as their
second and sixth highest rated behavioral skills, respectively. Objectivity ranked relatively high for both
internal audit staff and CAE. In contrast, confidentiality and objectivity ranked relatively lower for
management. With all the additional behavioral skills required to advance from staff to management
ranks, managers need to make certain that ethical conduct continues to be a high priority. Internal
auditors should at least annually review The 1IA’s Code of Ethics objectivity principle and rules and the
objectivity sections of the Standards in a process similar to the one recommended for confidentiality.

Team player collaboration/cooperation is rated as the fifth most important behavioral skill for
internal audit staff, but as the least important skill for CAEs and the second least important skill
for management. These results may reflect the need for staff auditors to promote cooperation with
individuals in the departments they audit to receive timely and quality information for their audits.

Collaboration may also be used at the staff level where auditors participate in group projects.

Chapter 2 discusses how case studies may improve internal auditors’ problem-solving skills. Because
judgment is needed in problem solving, case studies may also develop judgment skills. Internal auditors
may use critical thinking rubrics to evaluate how well they define issues, analyze assumptions, evaluate
evidence, and state conclusions.

A Component of the CBOK Study
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Internal auditors may work on case studies in teams to improve their team player skills. They may use
teamwork rubrics to evaluate team members’ responses to conflict, contributions to teams both within
and outside of team meetings, and promotion of positive team environments that facilitate contributions

from all participants.

Leadership ranked as the top behavioral skill for CAEs in both 2006 and 2010. Leadership moved from
the seventh ranked behavioral skill for management in 2006 to the second ranked skill in 2010. These
results indicate that internal auditors should begin developing their leadership competencies early in
their careers. Leadership development should begin at the staff level to prepare them for management
positions. Staff should seek mentors to help them develop their leadership abilities.

The survey results indicate governance and ethics

sensitivity becomes more important as internal auditors
Internal auditors consider ethical conduct

as the most important behavioral skill.

fifth most important skill for management, and fourth Confidentiality, objectivity, and governance

most important skill for CAEs. Staff should begin and ethics sensitivity ranked as the
first, second, and sixth most important

behavioral skill. Internal auditors should
regularly review The II's Code of Ethics and
assess their personal and organizational
compliance with it.

progress through the professional ranks. It is ranked

as eighth most important behavioral skill for staff,

the development of governance and ethics sensitivity
skills as they prepare for management positions, and
management needs to further refine these skills as they
prepare for CAE positions. Case studies specifically
oriented toward governance and ethics sensitivity issues
can help internal auditors develop these skills. Internal
auditors may use ethical reasoning rubrics to evaluate

their recognition, understanding, and application of ethical issues.

Influence — the ability to persuade — is an important skill for the CAE. This skill, along with
negotiation skills and governance sensitivity, can help the CAE effectively promote the value of internal
auditing, the most important general competency for the CAE. Management needs to begin developing
influence skills, and the CAE should continue to improve them. Practitioners can develop these skills by

taking continuing education seminars in negotiation skills, conflict management, and governance.

Regions

Appendix 3—-1 summarizes the “very important” responses for behavioral skills by region. All regions rated
the common core competencies of confidentiality and objectivity as important. Confidentiality ranked
as the most important behavioral skill for all regions except for the Asia-Pacific region, where it was
ranked second, and the Eastern Europe-Central Asia region, where it was ranked third. Both of these
regions ranked confidentiality as the most important behavioral skill. The Africa, Latin America, and
Western Europe regions ranked objectivity as the second most important behavioral skill. The U.S. and
Canada ranked objectivity as the third most important skill, and the Middle East ranked it as the fourth
most important skill. Based on these results, internal auditors from all regions could benefit from the

strategies to develop confidentiality and objectivity skills stated earlier in this chapter.

A Component of the CBOK Study
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Industries

Appendix 3-2 summarizes the “very important” responses for behavioral skills by industry. All of the
industries except for government and agriculture ranked confidentiality as the top behavioral skill.
Government and agriculture ranked confidentiality as the second most important behavioral skill and
objectivity as the most important skill. All the remaining industries ranked objectivity as the second
most important skill. The survey results indicate that confidentiality and objectivity are common core

competencies for all industries.
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Chapter 4
Technical Skills

Technical skills consist of applying subject matter or terminology in a particular field. The survey asked

internal auditor survey participants to evaluate the importance of technical skills.

Figure 4-1 summarizes their responses to the following prompt: “Please indicate the importance of the

following technical skills for you to perform your work at your position in the organization.”

Figure 4-1: Technical Skills — Very Important

Understanding business
Risk analysis and control assessment techniques

Identifying types of controls

Governance, risk, and control tools and techniques
Business process analysis

Data collection and analysis tools and techniques

|

Operational and management research skills
Problem-solving tools and techniques
Negotiating

Project management

Forensic skills/fraud awareness

Use of IT/ICT and tech-based audit techniques

|

Financial analysis tools and techniques
Statistical sampling

Forecasting

Total quality management

ISO/quality knowledge

Balanced scorecard
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Figures 4-2, 4-3, and 44 summarize their responses to the following prompt: “Please mark the five most
important of the following technical skills for each level of professional staff to perform their work.” The
three charts summarize the responses for the levels of professional rank of staff, management, and CAE,

respectively.
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Figure 4-2: Technical Skills — IA Staff
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Figure 4-3: Technical Skills — Management
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Figure 4-4: Technical Skills — Chief Audit Executives

understaning usives |

Negotiating
Risk analysis and control assessment techniques
Governance, risk, and control tools and techniques
Project management # |
Operational and management research skills
Problem-solving tools and techniques #
Forecasting
Forensic skills/fraud awareness —
Business process analysis
Total quality management —
Balanced scorecard
Identifying types of controls _
Financial analysis tools and techniques
Use of IT/ICT and tech-based audit techniques _
1S0/quality knowledge
Data collection and analysis tools and techniques -

Statistical sampling

o
R

5% 10% 15% 20%

Common Core Competencies

Common core competencies are those ranked as one of the top five skills for all three levels of

professional rank. Survey results indicate the following top two common core technical skills:

0O Understanding business.

O Risk analysis and control assessment techniques.

Understanding business ranked as the most important overall technical skill in both the 2006 and

2010 surveys. It is the top technical skill for management and CAEs and the third most important
technical skill for internal audit staff. These high rankings across time and professional levels indicate
the continuing importance of developing business understanding during one’s university education and
at all levels of professional staff by taking university and continuing education courses in the business
areas of strategic management, operations management, accounting, finance, marketing, and economics.
Internal auditors may gain valuable business understanding through field training where they work for a

short time in their organization’s operational areas.
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The 2006 and 2010 surveys ranked risk analysis and control assessment techniques as important
technical skills. These techniques are the most important technical skills for internal audit staff and
the third and fourth most important technical skills for CAEs and management, respectively. Internal
auditors may improve their risk analysis competency through roundtable discussions with management

where they identify and assess the impact and likelihood of different types of organizational risks.

Incremental Core Competencies

The following incremental core competencies consist of the top five technical skills at each level of
professional rank that are not common core competencies.

IA Staff
O Data collection and analysis tools and techniques.
O  Business process analysis.

0O Identifying types of controls (e.g., preventative, detective).

Management
O Project management.
O Negotiation.

O Operational and management research skills.

Chief Audit Executives
O Negotiation.
0O Governance, risk, and control tools and techniques.

O Project management.

The internal audit staff incremental competencies focus on skills needed for analyzing processes and
controls. Individuals should prepare for staff positions by using case studies to learn how to analyze
business processes and identify preventative and

detective controls. They should also learn how to

apply data collection and analysis concepts using audit e el ands e el

competencies focus on skills needed

for analyzing processes and controls.
Management and CAE incremental
technical skills focus mainly on skills for
managing people.

software to evaluate the effectiveness of controls.

The management and CAE technical skills focus
mainly on skills for managing people. Negotiation skills
ranked high in 2006 and 2010 for the CAE. Negotiation
moved from the ninth ranked management technical
skill in 2006 to the third ranked skill in 2010. Project
management is the second most important technical
skill for management and the fifth most important technical skill for CAEs. These results indicate
negotiation and project management training should begin at the staff level and continue to be improved
at the management and CAE professional ranks.
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Regions

Appendix 4-1 summarizes the “very important” responses for technical skills by region. All regions except
for Latin America and Western Europe ranked understanding business as the most important technical
skill. Western Europe ranked it second in importance. The Latin America region ranked it sixth in
importance, which is considerably lower than the other regions. This result may indicate a different
internal audit environment in Latin America, or it may indicate a need to better educate internal

auditors in this region about the importance of understanding business.

Every region except for Latin America, the Middle East, and Western Europe ranked risk analysis and
control assessment techniques as the second most important technical skill. Latin America and Western
Europe ranked these skills as most important. The Middle East ranked them as the third most important
technical skills. These results show that risk analysis and control techniques are core competencies for

all regions.

Industries

Appendix 4-2 summarizes the “very important” responses for technical skills by industry. All industries
except for finance, agriculture, and government ranked understanding business as the most important
technical skill. Finance and agriculture industries ranked it as second most important, while government
ranked it as the fourth most important technical skill.

Risk analysis and control assessment techniques were ranked first in importance by the finance,
government, and agriculture industries and second by the manufacturing/construction, service,
transportation, and trade industries. Based on these results, all industries consider understanding

business and risk analysis and control techniques as core technical skills.
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Chapter 5
Knowledge

This chapter analyses the core knowledge areas essential for internal auditors. The survey asked internal

auditor survey participants to evaluate the importance of the knowledge areas.

Figure 5-1 summarizes their responses to the following question: “How important are the following areas

of knowledge for satisfactory performance of your job in your position in the organization?”

Figure 5-1: Knowledge — Very Important
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Internal audit standards
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Enterprise risk management
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Auditing was the top ranked knowledge competency for both the 2006 and 2010 surveys. Internal audit
standards moved from the third ranked knowledge area in 2006 to the second ranked knowledge area

in 2010. Ethics dropped from the second ranked knowledge area in 2006 to the third ranked area in
2010. Fraud awareness was the fourth ranked knowledge area for both years. The 2006 and 2010 similar
results illustrate the continuing importance over time of possessing knowledge of auditing, internal audit

standards, ethics, and fraud awareness.

In 2010, enterprise risk management replaced technical knowledge for your industry as the fifth ranked
knowledge competency, although technical knowledge for your industry was still considered the seventh
most important knowledge area. The higher knowledge ranking for enterprise risk management is

consistent with the technical skill common core competency of risk analysis and control assessment
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techniques. It also aligns with the most used risk-based audit planning techniques that are covered in
the next chapter. Internal auditors should have knowledge of enterprise risk management to effectively

apply risk analysis and control assessment techniques and risk-based audit planning techniques.

In preparation for careers in internal auditing, individuals should consider taking university courses in
auditing. These courses should cover topics on internal audit standards, ethics, fraud awareness, and

enterprise risk management. Internal auditors should regularly update their knowledge of these areas.

Regions

All regions rated auditing and internal auditing as the most important and second most important
knowledge areas, respectively. Ethics was the third most important area for every region except Eastern
Europe-Central Asia and Western Europe, where ethics ranked fifth. Internal auditors from all regions

consider auditing, internal audit standards, and ethics to be core knowledge areas.

Industries

All regions rated auditing as the most important knowledge area, internal audit standards as the
second most important knowledge area, and ethics as the third most important knowledge area. Fraud
awareness was rated fourth by all industries except for the finance and government industries, which

rated it fifth. These knowledge areas are important for all industries.
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Chapter 6
Audit Tools and Techniques

This chapter analyzes audit tools and techniques currently used and that are predicted to be used in five
years by internal auditors. The survey asked internal auditor survey participants to evaluate the use of
audit tools and techniques.

Figure 6-1 summarizes their responses to the following prompt: “Indicate the extent the internal audit
activity uses or plans to use the following audit tools or techniques on a typical audit engagement. Mark
if currently used.”

Figure 6-1: Audit Tools and Techniques — Currently Used

Risk-based audit planning
Other electronic communication
Analytical review #
Statistical sampling
Electronic workpapers #
Data mining
Computer-assisted audit technique #
Control self-assessment
Flowchart software # |
Benchmarking
Continuous/real-time auditing
Process mapping applications
[IA's quality assessment review tools #
Balanced scorecard or similar framework

Total quality management techniques —

Process modeling software ‘
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Figure 6-2 summarizes their responses to the following prompt: “Indicate the extent the internal audit
activity uses or plans to use the following audit tools or techniques on a typical audit engagement. In five
years, will not be used; be used less than now; be used about the same as now; or be used more than

”

now.
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Figure 6-2: Audit Tools and Techniques — Used in 5 Years
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Figure 6-3 combines Figure 6-2 responses for audit tools or techniques that will be used more than now
with those that will be used about the same as now. Figure 6-3 also compares these results with the audit

tools and techniques currently used in Figure 6-1.

Figure 6-1 presents the audit tools and techniques currently used. The 2006 and 2010 surveys contain
the same top five audit tools or techniques. Two ranking differences exist between the surveys. First, the
2010 survey reverses the rankings of risk-based audit planning and other electronic communication as
the most used audit tool or technique. Second, the 2010 survey also reverses the rankings of statistical

sampling and electronic workpapers.
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Figure 6-2 shows the audit tools and techniques internal auditors predict will be used in five years. The

top four audit tools or techniques predicted to be used more than now in five years are all technology

based.

Figure 6-3 compares the audit tools and techniques currently used with the ones predicted to be used
in five years. Internal auditors predict substantial increases in the use of all audit tools and techniques.
The three highest ranked audit tools and techniques internal auditors expect to use more or about the
same as now agree with the three highest ranked audit tools and techniques currently used. Electronic
workpapers are predicted to move from the fifth ranked currently used tool to the fourth ranked tool in

five years.

Figure 6-3: Audit Tools and Techniques —
Currently Used Compared to Predicted Use in 5 years
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Computer-assisted audit techniques are predicted to replace statistical auditing in the top five ranking
in five years. One reason for this change may be that computer-assisted audit techniques in some
applications allow the auditor to analyze the entire population, rather than taking a sample and inferring
the results to the population.

Internal auditors predict the use of data mining and continuous/real-time auditing will increase
substantially during the next five years. Based on the 2010 survey results, internal auditors predict major
increases in the use of several technology based audit tools. Internal auditors should assess their ability

to use these tools and prepare a development plan to address deficiencies.
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Regions

All regions ranked risked-based audit planning, other electronic commerce, and analytical review as
their top three audit tools or techniques currently used. All regions ranked risk-based audit planning as
the most used current audit tool or technique. The Eastern Europe-Central Asia, Latin America, U.S.
and Canada, and Western Europe regions ranked other
electronic communication as the second most used
audit tool or technique, while the Africa, Asia Pacific,
and Middle East regions ranked it third. The regions
who ranked electronic commerce as the second most

Internal auditors predict substantial
increases in the use of all audit tools and
techniques, especially in the use of The
[IA's quality assessment review tools and
continuous/real-time auditing.

used audit tool or technique ranked analytical review
third, and the regions who ranked electronic commerce
third ranked analytical review second. Based on these
results, risk-based audit planning, other electronic
commerce, and analytical review are important for all

regions.

The Latin America, Middle East, and U.S. and Canada regions currently lead the use of computer-
assisted audit techniques. The Middle East is the only region whose use of these techniques exceeds its

current use of statistical sampling.

Industries

All industries ranked risk-based audit planning as the most currently used audit tool or technique. All
industries also ranked other electronic commerce as the second and analytical review as the third most

used audit tools or techniques. All industries consider these audit tools and techniques important.
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Chapter 7
Internal Audit Standards

This chapter analyzes CAE responses assessing the adequacy, use, and compliance with The [1A’s
International Standards for the Professional Practice of Internal Auditing (Standards). Survey participants
included 2,940 CAEs.

Standards Adequacy of Guidance

Figure 7-1 summarizes the CAE responses to the following prompt: “If your internal audit activity follows
any of the Standards, please indicate if the guidance provided by these Standards is adequate for your

»

internal audit activity (Guidance is Adequate)

Figure 7-1: International Standards — Guidance Adequate
AS 1100: Independence and Objectivity
AS 1000: Purpose, Authority, and Responsibility
AS 1200: Proficiency and Due Professional Care
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PS 2200: Engagement Planning
PS 2500: Monitoring Progress
PS 2100: Nature of Work

PS 2600: Resolution of Senior Mgt's Acceptance of Risks

AS 1300: Quality Assurance and Improvement Program
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The survey asked academics and others the following question: “Do you believe that the guidance
provided by the Standards is adequate for internal auditing?” Figure 7-2 indicates the percentage of
academics and other nonpractitioners who answered that the Standards’ guidance is not adequate. The

chart compares their answers with CAEs who also state that the Standards’ guidance is not adequate.
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Figure 7-2: International Standards — Guidance Not Adequate
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Standards Use

Figure 7-3 summarizes the responses from 2,922 CAEs to the following prompt: “Does your organization
use the International Standards for the Professional Practice of Internal Auditing (Standards)?

Figure 7-3: International Standards — Standards Used

Yes — all of the Standards
Partial yes — some of the Standards
No

| do not know

0% 10% 20% 30% 40% 50%

Figure 7-4 summarizes the responses from 2, 940 CAEs to the following prompt: “What are the reasons
for not using the Standards in whole or in part? (please mark all that apply)”
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Figure 7-4: International Standards — Reasons for Not Using Standards
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Standards Compliance

Figure 7-5 summarizes 2,886 CAE responses to the following prompt: “Is your organization in full
compliance with the Standards?” The chart compares CAE responses for 2006 and 2010.

Figure 7-5: International Standards — Organization in Full Compliance

2010

2006
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Figure 7-6 summarizes the responses to the following prompt: “If your internal audit activity follows
any of the Standards, please indicate if you believe your organization complies with the Standards (Your

”»

Organization is in Compliance)
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Risk
The possibility of an event occurring that will have an impact on the achievement of objectives. Risk is

measured in terms of impact and likelihood.

Risk Assessment
The identification and analysis (typically in terms of impact and likelihood) of relevant risks to the
achievement of an organization’s objectives, forming a basis for determining how the risks should be

managed.

Risk Management
A process to identify, assess, manage, and control potential events or situations to provide reasonable

assurance regarding the achievement of the organization’s objectives.

Service Provider
A person or firm, outside of the organization, who provides assurance and/or consulting services to an

organization.

Standard
A professional pronouncement promulgated by the Internal Audit Standards Board that delineates the
requirements for performing a broad range of internal audit activities, and for evaluating internal audit

performance.

Strategy

Refers to how management plans to achieve the organization’s objectives.

Technology-based Audit Techniques
Any automated audit tool, such as generalized audit software, test data generators, computerized audit

programs, specialized audit utilities, and computer-assisted audit techniques (CAAT).
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THE IIAS GLOBAL INTERNAL AUDIT SURVEY

Core Competencies for
Today's Internal Auditor

Report I1, Core Competencies for Today’s Internal Auditor, is one of five deliverables
of The IIA’s Global Internal Audit Survey: A Component of the CBOK Study. This
is the most comprehensive study ever to capture current perspectives and opinions
from a large cross-section of practicing internal auditors, internal audit service
providers, and academics about the nature and scope of assurance and consulting
activities on the profession’s status worldwide.

Core Competencies for Today's Internal Auditor identifies the attributes of
an effective internal audit activity and what internal auditors really need
to know to perform their jobs with due care while adding value to their
respective organizations. The analysis is based on 13,582 responses of 1IA
members and nonmembers in more than 107 countries.

Other reports in this series are:
Characteristics of an Internal Audit Activity
Measuring Internal Auditing’s Value
What’s Next for Internal Auditing?

Imperatives for Change: The IIA’s Global Internal Audit
Survey in Action

Item No. 5010.2
US $25 I1A Members
US $45 Nonmembers

This project was made possible through
the generous donations made to the
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Memorial Fund
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