Deloitte.
=E)

The Role of Internal Audit In
Today’s Business L andscape.

Sammie Leung

Senior Manager

Deloitte Touche Tohmatsu
October 14, 2008




About this publication

These materials and the information contained herein are provided by Deloitte Touche Tohmatsu and are intended to
provide general information on a particular subject or subjects and are not an exhaustive treatment of such
subject(s).

Accordingly, the information in these materials is not intended to constitute accounting, tax, legal, investment,
consulting, or other professional advice or services. The information is not intended to be relied upon as the sole
basis for any decision which may affect you or your business. Before making any decision or taking any action that
might affect your personal finances or business, you should consult a qualified professional adviser.

These materials and the information contained therein are provided as is, and Deloitte Touche Tohmatsu makes no
express or implied representations or warranties regarding these materials or the information contained therein.
Without limiting the foregoing, Deloitte Touche Tohmatsu does not warrant that the materials or information
contained therein will be error-free or will meet any particular criteria of performance or quality. Deloitte Touche
Tohmatsu expressly disclaims all implied warranties, including, without limitation, warranties of merchantability, title,
fitness for a particular purpose, noninfringement, compatibility, security, and accuracy.

Your use of these materials and information contained therein is at your own risk, and you assume full responsibility
and risk of loss resulting from the use thereof. Deloitte Touche Tohmatsu will not be liable for any special, indirect,
incidental, consequential, or punitive damages or any other damages whatsoever, whether in an action of contract,
statute, tort (including, without limitation, negligence), or otherwise, relating to the use of these materials or the
information contained therein.

If any of the foregoing is not fully enforceable for any reason, the remainder shall nonetheless continue to apply.
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Objectives

How should Internal Auditors position in today’s environment?
How to be a risk-intelligent Internal Auditor?
How to manage an effective Internal Audit function?

How to demonstrate Internal Audit’s value to stakeholders?
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Today’s environment

Economic Another Economic
Turnmoil Turnmoil

Fraud /
Corruption

More Corporate I

failures Stakeholders Data Privacy

Public Safety

Y Intellectual
Property

| S

Corporate failures

Higher expectations on Corporate Governance

Higher expectations on Internal Audit
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Is Internal Audit adddressing stakeholders’ needs?

=YeY-150 V4 How are we managing business risks?
Audit How are we assured they are being managed appropriately?
ofe salsallnr=- Are we dedicating enough resources to manage our risks?

What unforeseen events might disrupt our strategy and prevent
CEO/COO achievement of our goals?

What risks could materially impact our
financial results?

What could we do to further minimize our legal and regulatory liabilities

General and ensure compliance with laws and regulations?
Counsel

Copyright © 2008 Deloitte Touche Tohmatsu. All rights reserved.



Is Internal Audit adddressing stakeholders’ needs? (2)

How much risk am | allowed to take?
General What is our corporate risk appetite?
MCUECTEN  \What are my risk management responsibilities?

How efficient is our current risk financing strategy?

Risk Does the current risk management strategy adequately capture the key
Managers

risks?

How comprehensively is the company addressing the interests
REBIETeJcl Of stakeholders?

i How well does senior management understand risk?
Rating How great is management's risk awareness?
aCLUEENN  \\Vhat is their ability to manage risks as they emerge?

Copyright © 2008 Deloitte Touche Tohmatsu. All rights reserved.



Definition of Internal Auditing

“Internal auditing is an independent, objective assurance and
consulting activity designed to add value and improve an
organization's operations. It helps an organization accomplish
Its objectives by bringing a systematic, disciplined approach
to evaluate and improve the effectiveness of risk
management, control, and governance processes.”

Source: Institute of Internal Auditors "Defining Effectiveness”
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Ever-increasing responsibilities of Internal Audit...

RISKS? OPPORTUNITIES?

More listened audience
More Regulations

e.g. US SOX, Japan SOX, More supportive
China SOX, India SOX... management
More Pressure from More involved Audit
Investors/ analysts / rating Committee
agencies
More interaction with other

More pressure from Audit business units
Committee

e.g. longer meetings, More versatile job duties

more questions, etc..

The audience has never been more OPEN to understand the value of Internal Auditing
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How should Internal Auditors position themselves?

Traditional Role

— assurance

A focused view:

Assess controls
Ensure compliance

Improve operations

“Find it”
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Contemporary Role

—~— assurance & advisory

A more expansive view:
Provide assurance/comfort

Involve in consulting work
includes:
control design,
process improvements,
system conversions,
risk management, etc..

Challenge the status quo —
e.g. business continuity mgt

“Find it and Fix it”



Internal Audit Maturity Model

Reporting Lines

Mandates &
Objectives

Technology

Fraud Prevention &
Detection

Risk Management

Controller

Compliance
(Financial &
procedural)

Automated
workpapers
Not much IT auditing

Not much addressed

Operational
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CFO/COO

Assurance on
financial control &
compliance

Limited data analysis
GCC review

Reactive

Operational &
Financial

Audit Committee
Chair

Business assurance

Real time monitoring
Consulting to improve
IT infrastructure

Proactive

All enterprise risks
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Risks and Enterprise Risk Management

Risks

Many different examples of “risk” exist, with varying degrees of detail and
precision.

A correct definition should accommodates both the protection of existing assets
and the enhancement of future growth opportunities.

— The potential for loss - or diminished opportunity for gain - caused by
events that can adversely affect the achievement of a company’s
objectives.

Enterprise Risk Management ("ERM")

- ERM is an enterprise-wide, proactive, consistent process driven by an
organization's management to identify, understand and respond to a broad range
of strategic, operational, compliance, and financial risks that threaten the
achievement of its objectives.
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Linking Internal Audit activity to Business Objectives

Business Business Operations
Objectives Processes

risks
W

Inte_rnal Review & Regulations
Audit Recommend

Compliance
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The role of Internal Audit in Enterprise Risk Management

Establish Goals and

Objectives How risks
How risks are

followed up &
managed

are identified
and assessed

Continuously Improve and Allocate Ownership and
Refine the Risk Establish Risk

Management Process Shareholder Management Plans
Value

Monitor Effectiveness of Establish Assurance
the Risk Management processes for Risk
Process Management Plans

How risks are
reported
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Roles 1A can undertake

Facilitating identification and
evaluation of risks

Coaching managment in
responding to risks
Coordinating ERM activities
Consolidating the reporting on
risks

Maintaining and developing the
ERM framework

Championing establishment of
ERM

Develop risk management
strategy for Board approval
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The role of Internal Audit in Enterprise Risk Management (2)

Roles 1A should NOT
undertake

Setting the risk appetite
Imposing risk management
processes

Management assurance on
risks

Taking decisions on risk
responses

Implementing risk reponses on
managment'’s behalf
Accountability for risk
management
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A Blue Print of the Risk Intelligent Organization

CORPORATE GOVERNANCE
Board / AC /7 Committees

Senior Corporate Risk Monitoring
Management or Chief Risk Officer

1

Risk Informed
Decision-Making, Business +—»
Planning & Capital Allocation

Internal
Audit

Validation,
Challenge,
Assurance,

Business Unit [Pl Risk Aggregation, Monitoring e & Support

Management & Reporting
LCGEIS

Priority Risk Issues &
Mitigation Plans

Aamemmme 4 Risk & Control Self-Assessment

Consulting
Support

Performance Indicators/Risk Metrics
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Risk-based approach in real life Internal Audit Activity

Did you Did you Did you Did you
Perform risk review your revisit, and assess fraud
assessment contracted update if risks in your
for audit service necessary, audit

plan? What providers? your annual projects?
were you risk audit plan

assessment during the

basis? year?
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Did you
revisit, and
update if
necessary,
your audit
plan during
the audit?
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How to manage an effective Internal Audit Function?

Teams with other internal &
external resources

A clear charter aligning
activities with mission

Performance measurement &

Meeting organization’s _
Quality Assessment Program

needs

Report directly to AC 1NN C=\YAW Continuous Education

(education program) Lessons
Learnt

Management suppor - Leverage technology

Communication & education

Provide thought leadership
on issues of controls, RM,
fraud, governance...

Deploy best available 1A
methodology
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Performance measurement of Internal Audit

Assess audit activity against audit plan

Percentage of recommendations implemented

Report lapsed time

Cost-saving opportunities and actual cost recoveries
Client/Auditee/Stakeholder survey

Informal management and audit committee feedback

Staff training and certifications

Internal audit staff turnover

Number and fequency of management requests for assistance

Result of external quality assessment review

Copyright © 2008 Deloitte Touche Tohmatsu. All rights reserved.

18



Some key messages ....

Expanded role of Internal Auditing

Get buy-in from management and Audit Committee

Education program may help
Demonstrate the values to management (earn you credits)

Manage your headcount

guest auditor program and external consultants

Take a new look on risks...

Have you looked at your contractors?

Have a robust performance measurement program

Perform quality assessment review
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Further Information

Questions Re Successful Implementation of 11A Standards™

What are you doing to align and build strong relationships with key
stakeholders (audit committee and management)?

What are you doing to develop and attract the right resources that link to
the significant business risk?

What are you doing to ensure you have a proactive quality assessment and
improvement program?

What are you doing to ensure you understand what value means to your

key stakeholders and to bring that value through your work (focus, plan,
measure, and report)?

How does your internal audit function stay knowledgeable regarding the
company’s key strategic initiatives and related risks?

*11A Standards - International Standards for the Professional Practice of Internal Auditing
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Further Information (2)

Questions Re Successful Implementation of 11A Standards

How are you assessing your company’s risk management and governance
processes?

How are you embracing and leveraging technology and innovation in your
internal audit process to bring leading practices to the table, and improve
the effectiveness and efficiency of your function?

How do you timely communicate and educate your key stakeholders about
critical business risk?

How does your follow up process and related reporting to key stakeholders
ensure that issues have adequate management responses and are 2500
addressed timely?

Do you have the ability to directly speak out and communicate to key
stakeholders issues representing unacceptable risk or inappropriate
actions?
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