Business Impact Analysis, Disaster Recovery Plan

RATING SCALE 

1 = YES 


2 = Being Implemented 



3 = In Development 


4 = NO

	Factors
	Rating/Value

1 2 3 4
	Prelim Score
	Action Item
	Notes
	Final Score

	A. BUSINESS IMPACT ANALYSIS (BIA)

	1.
	A business impact analysis has been conducted on all applications and systems to determine the business processes impacted.
	1 2 3 4
	
	
	
	

	2.
	Backup planning includes identification of all critical date, programs, documentation, and support items (critical resources) required to perform essential tasks during recovery period.
	1 2 3 4
	
	
	
	

	3.
	The BIA is reviewed and updated regularly, with special attention to new technology, business changes, and migration of applications to alternative platforms.
	1 2 3 4
	
	
	
	

	4.
	Critical period timeframes have been identified for all applications and systems.
	1 2 3 4
	
	
	
	

	5.
	Senior management has reviewed and approved the prioritized list of critical applications.
	1 2 3 4
	
	
	
	

	B. DISASTER RECOVERY PLAN (DRP)

	1.
	A corporate disaster recovery plan coordinator has been named and a mission statement identifying scope and responsibilities has been published.
	1 2 3 4
	
	
	
	

	2.
	A worst-case scenario DRP to recover normal operations within prescribed timeframes has been implemented and tested.
	1 2 3 4
	
	
	
	

	3.
	Listings of current emergency telephone numbers for police, fire department, medical aid, and company officials are strategically located throughout the facility and at off-site locations.
	1 2 3 4
	
	
	
	

	4.
	The backup site is remote from hazards that endanger the main data center.
	1 2 3 4
	
	
	
	

	5.
	Contracts for outsourced activities have been amended to include service providers' responsibilities for DRP.
	1 2 3 4
	
	
	
	

	6.
	Procedures are in place to ensure that adequate supplies of critical preprinted forms are available in the event of an emergency.
	1 2 3 4
	
	
	
	

	7
	Lead times for communication lines and equipment, specialized devices, power hookups, construction, firewalls, computer configurations, and local area network implementation have been factored into the DRP.
	1 2 3 4
	
	
	
	

	8
	At least one copy of the DRP is stored at the backup site and is updated regularly.
	1 2 3 4
	
	
	
	

	9.
	Automatic restart and recovery procedures are in place to restore data files in the event of a processing failure.
	1 2 3 4
	
	
	
	

	10.
	Contingency arrangements are in place for hardware, software, communications, software, and staff.
	1 2 3 4
	
	
	
	

	C. TESTING

	1.
	Backup and recovery procedures are tested at least annually.
	1 2 3 4
	
	
	
	

	2.
	Training sessions are conducted for all relevant personnel on backup, recovery, and contingency operating procedures.
	1 2 3 4
	
	
	
	

	3.
	Appropriate user representatives have an active role in creating and reviewing control reliability and backup provisions for relevant applications.
	1 2 3 4
	
	
	
	

	4.
	Appropriate user representatives participate in the DRP tests.
	1 2 3 4
	
	
	
	

	D. OTHER ISSUES

	1.
	Provisions are in place to maintain the security of processing functions in the event of an emergency.
	1 2 3 4
	
	
	
	

	2.
	Insurance coverage for loss of hardware and business impact is in place.
	1 2 3 4
	
	
	
	

	TOTAL SCORE
	
	
	
	
	


	Interpreting the Total Score
	Use this table of risk assessment questionnaire score ranges to assess resolution urgency and related actions.

	If the SCORE is
	AND
	The Assessment 

Rate is . . .
	ACTIONS might include . . .

	21 to 36
	· Most activities have been implemented.
	Superior
	· DRP is in place and has been tested.

	
	· Most employees are aware of the program.
	
	· Employees are trained in DRP roles.

	
	
	
	· BlAs are reviewed annually.

	
	
	
	· DRP coordinator has been identified.

	37 to 52
	· Many activities have been implemented.
	Solid
	· DRP is written.

	
	· Many employees are aware of the program and its objectives.
	
	· Employees are aware of their roles in the DRP.

· Management supports and has budgeted for FRP.

	
	
	
	

	53 to 67
	· Some activities are under development.
	Fair
	· DRP task force has been formed.

	
	· Most management endorses IP objectives.
	
	· Critical applications assessment has begun.

	
	
	
	· Critical resources are being identified.

	
	
	
	· Backups are stored off-site.

	68 to 84
	· Policies, standards, procedures are missing or not implemented.
	Poor
	· Audit has identified a weakness in DRP.


Note: The above questionnaire is by Thomas R. Peltier, from his book Information Security Risk Analysis, pp. 157-182. Copyright © 2001 CRC Press LLC. Reprinted by permission. From Auerbach Publications, ISBN 084931127
