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	A.
	
	
	

	
	Review policy and procedures to determine that controls are adequately documented.
	
	

	
	Ensure that employee overdrafts are handled in compliance with Bank policy.
	
	

	
	Validate that salary increases are approved by the appropriate individuals.
	
	

	
	Determine that individuals are hired in accordance with bank policy and regulations.
	
	

	
	Determine that individuals are hired in accordance with bank policy and regulations.
	
	

	
	Validate that personnel information is properly secured.
	
	

	
	Determine that there is adequate reconciliation between the payroll transmitted to the external processor and the bank’s record.
	
	

	
	Review the reconciliation for the payroll related general ledger and/or demand deposit accounts and ensure they are properly prepared.
	
	

	
	Determine that system user controls dictated in the external provider's SAS 70 are in place ad working.
	
	

	
	Determine that only authorized individuals have access to set up new employees or make changes to existing employees in the human resources (HR) and payroll system.
	
	

	
	Determine that only authorized individuals can process bi-monthly payroll.
	
	

	
	Determine that there is an effective output review in place to detect fraudulent or erroneous.
	
	

	
	Review prior internal audit reports, external audit management letter, and all regulatory reports and determine if all findings have been properly addressed.

	
	

	B.
	Policy and Procedures
	
	

	B-1
	Verify that management has reviewed, updated, and approved all HR policies and procedures on an annual basis.
	
	

	B-2
	Verify that department policies and procedures cover all critical processes within HR.
	
	

	B-3
	Obtain the latest employee's overdraft report. Judgmentally select the five largest overdrafts for review.
	
	

	B-4
	Verify that management has assessed or waive bank charges.
	
	

	B-5
	Select five days to test employee overdrafts and determine if the Bank returned the check or paid the checks.
	
	

	B-6
	Obtain an employee change report and judgmentally select six latest payroll period. From the payroll period, select the changes in employee's record due to salary increase.
	
	

	B-6
	Verify that salary increase was properly approved by management.
	
	

	C.
	New Hires
	
	

	C-1
	Obtain and review the bank’s new hire policy. Determine that it is revised annually.
	
	

	C-1a
	Review changes in policy since last audit. Determine in conjunction with chief audit executive (CAE) whether any changes need to be made to audit program.
	
	

	C-2
	Determine that the HR department received and updated new banking regulations for new hires/bank employees.
	
	

	C-3
	Select a sample of 15 newly hired employees from a new employee report and verify that a bank "New Hire Checklist" was completed.
	
	

	C-4
	Confirm that personnel information for all employees is properly secured and maintained.
	
	

	C-5
	Verify that employees files contain/indicates the following for employees selected in step C-3:
	
	

	
	a. Signed code of conduct agreement;
	
	

	
	b. Signed employee handbook acknowledgement;
	
	

	
	c. Signed overdraft policy acknowledgement (part of the employee handbook acknowledgement);
	
	

	
	d. Completed/signed employee employment application;
	
	

	
	e. Background check was performed and received
	
	

	
	f. Finger printing was performed and sent to FBI. 
	
	

	
	g. Were the required fields (social security number, full name, date of birth, address, rate and type of pay) input into the payroll system correctly (tested via change reports).
	
	

	
	h. Completed a reference report form;
	
	

	
	i. Signed direct deposit form (if applicable).
	
	

	
	j. Signed life insurance Form (if applicable).
	
	

	
	k. Signed information and training materials (if applicable).
	
	

	
	l. Signed information and training materials (if applicable).
	
	

	
	m. Signed employment at will statement (if applicable).
	
	

	
	n. Signed code of conduct policy regarding acceptance of gifts, fees, legacies, and loans (if applicable).
	
	

	
	o. Employee personnel data form (if applicable).
	
	

	
	p. Copy of conscientious employee (whistle blower) procedures (if applicable). 
	
	

	
	q. Signed dress code guide (if applicable).
	
	

	
	r. Signed W-4.
	
	

	
	s. Signed paid time off policy acknowledgment (part of the employee handbook acknowledgement) (if applicable).
	
	

	
	t. Results of Sexual Harassment Test (if applicable).
	
	

	
	u.
Offering employment letter (if applicable).
	
	

	
	v.
Resume.
	
	

	D.
	Reconciliation
	
	

	D-1
	Select a sample of pay periods for review.
	
	

	D-2
	Obtain the payroll reports used by the accounting department to fund the payroll account for these pay periods and verify that the accounting department received the amount that should be funded for payroll and funded the account. 
	
	

	D-3
	Verify that the accounting department prepared a monthly general ledger and payroll reconciliation.
	
	

	D-4
	Obtain the payroll reconciliation and confirm that reconciliation was adequately prepared. Trace amounts to the general ledger and to the payroll reports.
	
	

	D-5
	Verify that management has reviewed and signed the monthly reconciliations.
	
	

	D-6
	Verify that all aged items are properly monitored and resolved on a timely basis.
	
	

	E.
	Third Party Monitoring (if applicable)
	
	

	E-1
	Obtain a copy and review the most current third party SAS 70 Type II report.
	
	

	E-2
	Verify that management has reviewed this SAS 70 Type II report. 
	
	

	E-3
	Determine the rating and whether significant exceptions were identified by the external auditors.
	
	

	E-4
	Review the external auditor’s opinion and test the bank’s controls for any exceptions noted by the external auditor.
	
	

	E-5
	Identify client consideration controls and determine if applicable to the bank.
	
	

	E-6
	If so, test to ensure that the bank has implemented. 
	
	

	E-7
	See E-6.
	
	

	E-8
	Contact the third party vendor supervisor and determine if the vendor analysis for 2007 was completed. 
	
	

	F.
	Employee Master File Change
	
	

	F-1
	Obtain the payroll report for seven bi-weekly payrolls and verify that supervisors or managers approved the employee data Change form(s). Select several changes to make sure they were posted properly to ensure that there is approved documentation to support the change.
	
	

	F-2
	Review the payroll matrix and evaluate each user's access to the payroll system to determine if it is reasonable and consistent with assigned job functions.
	
	

	F-3
	Verify that access to the payroll system is limited to HR/payroll personnel.
	
	

	
	Obtain the payroll personnel change report for seven bi-weekly payrolls (utilize selection from step F-1) and verify that two individuals are reviewing the changes as evidenced by signatures.
	
	

	G.
	Employee Termination
	
	

	G-1
	Obtain 30 timesheets for payrolls between and ensure timesheets were approved by the employee's manager. Trace hours reported on a test basic to the payroll register.
	
	

	H.
	Bonus and Commission
	
	

	H-1
	Obtain six bi-weekly payroll registers and select a sample of 15 commissions paid to employees.   
	
	

	H-2
	Verify that commissions paid to employees were approved by appropriate management and agrees to supporting documentation and trace amount of approved commission to the payroll register.
	
	


