Privacy Controls Review

Work Program

Audit Objectives

1. Examine management direction and support for privacy controls to safeguard against unauthorized use, disclosure or modification, damage, or loss.

2. Assess that controls provide reasonable assurance that system implementations and changes of significance are authorized, secured, and appropriately tested before being moved to the production environment.

3. Evaluate adherence to policies and procedures to support the privacy control objectives.

4. Ensure controls are in place to account for all information technology (IT) components, prevent unauthorized alterations, verify physical existence, and provide a basis for effective privacy controls.
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	Section A: Management direction and support for privacy control awareness.
	
	

	
	A. Management has performed a comprehensive assessment of all privacy threats and how they affect its projects/clients.

1. Obtain existing policies and guidelines relating to privacy controls.

2. Discuss who has created these policies and guidelines.

3. Discuss what privacy control related risks and issues these policies and guidelines address.

4. Discuss if the policies and guidelines are endorsed and supported by upper management.

5. Understand how these policies and guidelines could address specific privacy control related risks and issues.
	
	

	
	B. Client teams are involved to ensure that the privacy policies and guidelines are relevant and practical to be incorporated into the business operations.

1. Discuss if there were a security organization defined.

2. Does the security organization include key process owners?

3. Is there a consistent way for process owners to contribute to privacy controls and guidelines?

4. Understand how regular the security organization reviews privacy policies and guidelines.
	
	

	
	C. The privacy control related policies and guidelines addresses the following areas:

· Privacy controls definition and expectations.

· Information classification standards (organize).

· Roles and responsibilities. 

· Formal guidelines on the collection, storage, retrieval, reporting, transmission, and erasure of information.

· Documentation requirements on company activities. 

· Incidents management and communication channels. 

· Disclosure guidelines. 

· Information technology (IT) tools and methods to enforce privacy. 

· Penalties for non-compliance. 

1. Review existing privacy control related policies and guidelines. Expect clauses in the security policy to manage non-conformances.

2. Understand how the standards and procedures defined are communicated and followed.

3. Are company employees required to acknowledge (e.g. signing of non-disclosure agreements upon their employment) their understanding of privacy control related policies and guidelines?
	
	

	
	D. Policies and procedures exist for the handling, distribution, and retention of data and reporting output.

1. Review the policies and procedures for the handling, distribution, and retention of data (e.g. outdated, terminated, or inactive clients' data and reporting output).

2. Determine whether the policies and procedures are adequate for the protection of data. Do we evaluate and store it in appropriate storage media/location?

3. Where information is distributed or kept at non-company owned locations, is there formal agreement established to ensure that the third party would ensure for appropriate storage security and access controls?

4. What is the guideline for company employees to copy information onto electronic devices (e.g. computer), or retain printed reports away from designated storage media / locations?

5. Establish if there were standard tools for encryption, compression, and deletion of private information on electronic devices.
	
	

	
	Section B: Implementation and changes to computer applications that process private information.
	
	

	
	A. Client is duly informed and formally agree on the purpose and usage of data before it is collected/used by the company client service team. 

1. Discuss what are the types of data collected and the need to collect such information.

2. Understand how data is collected. Are reasons to collect information documented?

3. Discuss how private information might be used. Do we specify what will be used and the purpose to the client? Is all information that is collected used?

4. Discuss if there is an existing agreement, guideline, or a set of required procedures followed to formally inform the client of data collection and usage. Are there evaluations performed with the clients on alternatives to the collection of information (e.g. working at client place instead of collecting the information)? Is the client aware of such alternatives?

5. Understand if there is an existing form and procedure to inform the client or seek client approval before information is collected or used.
	
	

	
	B. Requests for program changes, system changes and maintenance (including changes to system software) are standardized, documented, and subject to formal change management procedures.

1. Determine that a documented change management process exists and is maintained to reflect the current process that supports privacy policies.

2. Consider if change management procedures have considered the setup and implementation of systems that do not jeopardize the existing system security and privacy controls.

3. Prior to implementation, consider whether change requests are properly initiated and approved.

4. Select a sample of changes made to applications/systems to determine whether they were adequately tested and approved before being placed into a production environment. Establish if system security and privacy controls are included in the approval process.

5. Trace the sample of changes back to the change request log and supporting documentation.

6. Evaluate procedures designed to ensure only authorized/approved changes are moved into production.
	
	

	
	C. A process to evaluate possible risks that affect privacy controls before creation or changes are implemented is in place. 

1. Discuss on checklist, procedures that are used to evaluate possible risks relating to privacy controls.

2. Who in the client team is responsible to evaluate and impose applicable privacy laws to the design of systems and processes? If no applicable laws are applied, are company privacy controls and standards imposed to projects?

3. Discuss the involvement of clients to determine alternatives than collection of private information by the company.
	
	

	
	D. Approval process is established to authorize changes to IT facilities that affect privacy controls.

1. Obtain the application portfolio and network diagram from IT.

2. Understand existing approval process to create or change IT facilities.

3. Obtain two samples to validate that the control and procedures are in place.
	
	

	
	E. Interfaces with other systems are tested to confirm that data transmissions are complete, accurate, and valid.

1. Select a sample of system development projects and significant system upgrades.

2. Determine if interfaces with other systems were tested to confirm that data transmissions are complete, e.g., record totals are accurate and valid.

3. Consider whether the extent of testing was sufficient and included recovery in the event of incomplete data transmissions.
	
	

	
	F. Emergency change requests are documented and subject to formal change management procedures.

1. Determine if a process exists to control and supervise emergency changes (including data changes).

2. Determine if an audit trail exists of all emergency activity and that it is independently reviewed.

3. Determine that procedures require that emergency changes be supported by appropriate documentation.

4. Establish that back out procedures are developed for emergency changes. 

5. Evaluate procedures ensuring that all emergency changes are tested and subject to standard approval procedures after they have been made.
	
	

	
	G. Emergency change requests are documented and subject to formal change management procedures.

1. Understand the involvement of clients in accepting the final solution.

2. Establish that there is a testing (staging) environment to ensure that application addition/changes do not affect the production data and applications.
	
	

	
	H. Controls are in place to restrict migration of programs to production only by authorized individuals.

1. Evaluate the approvals required before a program is moved to production. Consider approvals from system owners, development staff, and computer operations. Consider proper documentation on which program(s) has been changed (version control) and if user acceptance testing is completed.

2. Confirm that there is appropriate segregation of duties between the staff responsible for moving a program into production and development staff. Obtain and test evidence to support this assertion.
	
	

	
	I.  The conversion of data of significant is tested between its origin and its destination to confirm that it is complete, accurate, and valid.

1. Obtain a sample of system development projects and significant system upgrades.

2. Determine if a conversion strategy was documented. Consider whether it included strategies to “scrub” the data in temporary storage (physical/electronic) after conversion.

3. Review the conversion-testing plan. Consider whether the following were considered: data transformations, input of additional data not provided by the client and edits.
	
	

	
	Section C: Privacy controls in daily operations
	
	

	
	A. The organization of client service team has roles and responsibilities to enforce privacy controls.

1. Establish that there are proper roles and responsibilities defined in each client team setup to manage privacy.

2. Client team members are given personal identifiable IDs and computer accounts.

3. Client team members are aware of company data privacy and code of conduct policies.

4. Regular training on data privacy and code of conduct is given to client team members.

5. Establish that procedures to grant access to private information according to user’s roles and responsibilities are in place.

6. Establish that procedures to manage and report privacy incidents are in place.
	
	

	
	B. Client service team has forms and procedures in place to ensure that activities (collection, organization, record, store, retrieval, report, transmit, and erasure), either online or offline, are recorded and traceable. 

1. Obtain existing forms and procedures that enforce privacy controls.

2. Understand how information is securely stored physically and in IT systems.
	
	

	
	C. Data is protected, logically and physically, in storage and during transmission against unauthorized access or modification.

1. Determine if there are adequate controls to protect sensitive information, both logically and physically, in storage and during transmission against unauthorized access or modification. 
	
	

	
	C. Information is collected base on client's agreed purpose and usage. Each change in purpose of collecting information should be duly communicated to the client before such information is collected.

1. Discuss if forms and procedures are in place to inform and get approval from client when data is collected beyond the purpose that was formally agreed. Consider exceptions and how such exceptions would be communicated.

2. Establish if standard methods and electronic mediums are used to collect information - Do we provide web-based applications to collect data online?

3. Discuss if there is a reporting form or procedure in place to manage loss of data in transit. (Client should be informed of such incident).

4. Review procedures to discard unwanted information (e.g. duplicate batches of data received).
	
	

	
	E.  Collected information is duly organized, arranged, sorted, deposited, and recorded by an assigned client service team member.

1. Establish if there were forms or procedures in place to account for data movement within the company office.

2. Discuss if there were guidelines to determine how information should be processed upon receipt. That is, how it is organized, sorted, deposited, and recorded by an assigned client service member.

3. Discuss if there were procedures/checklist for the client service member to ensure that the guidelines are followed.

4. Understand if reviews of such records and procedures are regularly performed to ensure that information is secured and activities traceable.
	
	

	
	F.   Information contained in physical reports, forms or systems are retained in appropriately secured storage media/location:
1. Determine if backup tapes, thumb drives, floppy disks etc. are appropriately managed to ensure security, availability, and traceability.

2. Discuss procedures to relocate, discard, or replace data kept in storage media/location.

3. Discuss who has access to storage media (onsite and offsite).

4. Establish if forms and procedures are in place to track movements of storage media. For storage locations, who has access to keys or access codes? How is assignment of such duties performed?

5. Do we have proper records of storage media and archive locations?

6. Discuss the procedure to destroy unwanted information kept in storage media/locations.
	
	

	
	G.  Data uses; including disclosure and printouts, do not deviate from specified purpose.

1. Discuss if forms and procedures are in place to record information usage, purpose of usage.

2. Establish if there is a process to consider the need to filter, de-identify, or aggregate information before it is used/printed out.

3. Determine if designated printers are setup to print sensitive information. Review if the printers are kept in a secured location.

4. Establish if client team members who process sensitive information have appropriate password and inactive logout screen savers in place.

5. Determine what are the considerations/remediation on security weaknesses of transmission media and conduits for possible disclosure risks are made before information is transmitted electronically.

6. Determine if non-standard tools and methods are used for encryption, compression, and deletion resulting in unauthorized access or disclosure of information.

7. Understand procedures to discard unwanted reports or soft copies.
	
	

	
	Section D: IT systems, applications and physical security
	
	

	
	A.   A framework of security standards has been developed that supports the objectives of the privacy controls and security policy.

1. Consider whether the following are addressed/covered by company security standards:

· Security organization. 

· Asset classification and control. 

· Personnel security. 

· Software security. 

· Physical and environmental security.

· Workstation security.

· Computing environment management. 

· Network environment management. 

· System access control. 

· Business continuity planning.
· Compliance.
· System development and maintenance.
2. Determine if there are processes in place to communicate and maintain these standards.

3. Establish if new employees are required to read and understand Company security policies. 
	
	

	
	B.   Procedures exist and are followed to setup and authenticate all users to the system.

1. Discuss new account request forms and procedures. Review the process to request and grant access to systems and data and confirm that the same person does not perform these functions.

2. Determine if forms and procedures are in place to assign IT equipment to employees.

3. Discuss critical functions, administrator rights and controls in the application.

4. Determine if an authorization matrix is used to define/maintain user access rights to the computer system.

5. Inquire whether access controls are reviewed for significant systems and subsystems on a periodic basis by management.

6. Assess the adequacy of how exceptions are reexamined, and if the follow-up occurs in a timely manner.

7. Confirm that procedures exist for the registration, change and deletion of users from systems and subsystems on a timely basis and the procedures are followed.

8. Select a sample of new users and determine if management approved their access and the access granted agrees with the access privileges that were approved.

9. Select a sample of terminated employees and determine if their access has been removed, and was done in a timely manner.

10. Select a sample of current users and review their access for appropriateness based upon their job functions.
	
	

	
	C.   Procedures exist and are followed to maintain the effectiveness of authentication and access mechanisms (e.g., regular password changes).

1. Discuss existing system controls (password length, expiry, history, complexity, inactive logout, notification of multiple sign on attempts, and account lockout) established to support security and privacy efforts.

2. Validate that attempts to gain unauthorized access to significant systems and subsystems are logged and are followed up on a timely basis.

3. Assess the nature and extent of such events over the past year and discuss with management how they have responded with controls to prevent unauthorized access or manipulation of kept in computer systems.
	
	

	
	D.  Where network connectivity is used, appropriate controls, including firewalls, intrusion detection, and vulnerability assessments, exist and are used to prevent unauthorized access.

1. Determine the sufficiency and appropriateness of perimeter security controls including firewalls and intrusion detection systems.

2. Discuss how the configuration of such network devices is managed.

3. Inquire whether management has performed an independent assessment of controls within the past year (e.g., ethical hacking, social engineering).

4. Obtain a copy of this assessment and review the results, including the appropriateness of follow-up on identified weaknesses.

5. Determine if antivirus systems are used to protect the integrity and security of significant systems and subsystems.

6. When appropriate, determine if encryption techniques are used to support the confidentiality of financial information sent from one system to another.
	
	

	
	E.   Access to facilities is restricted to authorized personnel and requires appropriate identification and authentication.

1. Obtain polices and procedures as they relate to facility security, key and card reader access — and determine if those procedures account for proper identification and authentication.

2. Observe if the physical location is suitably arranged and not obvious externally.

3. Access pins and passwords are changed regularly.

4. Discuss and evaluate procedures for non-Company persons to access computer room/local area network (LAN).

5. Determine if the existing user(s) with access to the office, data center/computer room is valid and based upon their job responsibilities.
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