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Agenda 
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Follow our party of adventurers on 
their quests to save the village of 

Lake Imin. 

Adventure 
Party

Penetration Test

Stages

Presenter
Presentation Notes
We’ll be walking through a story of a D&d campaign and while we do so, we’ll take a look at different stages of a pentestAdd comments



What are your 
backgrounds?
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Presenter
Presentation Notes
Raise your hand if you test on behalf of internal auditRaise your hand if you are part of an internal audit teamDetail this regarding risk, updating methodologies, coverage, etcRaise your hand if you are part of the technical team performing pentests or are the boots on the ground on the other side



Definitions

Hacking

• Using a computer in a way 
that is not intended in order 
to accomplish an objective.

• Can be extended to people 
hacking or social 
engineering and physical 
lock bypass as well.

Party

• A group of adventurers, 
such as the characters 
within our D&D story.

Attacker

• A malicious actor, either 
real or emulated, who 
performs hacking. Can be 
an external or internal 
threat actor.



Book I
AN ADVENTURE BEGINS

Presenter
Presentation Notes
Book 1



Our Party
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Presenter
Presentation Notes
Let’s meet our party of adventurers



Our Party
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KANALIA WITHERS - THE DRUID

Ability Modifier

Strength 3

Dexterity 1

Constitution 4

Intelligence 1

Wisdom 2

Charisma -2

Presenter
Presentation Notes
Kanalia is the leader of our party.She’s great at keeping the team on track.She also has a pet goat named Fred.



Our Party
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CALADIN WESTRIA THE III- THE ROGUE

Ability Modifier

Strength 3

Dexterity 4

Constitution -2

Intelligence 1

Wisdom 0

Charisma 2

Presenter
Presentation Notes
Despite his noble background, Caladin is the rogue of our party. He’s proficient at stealing and looking for traps.He excels at being sneaky and talks his way out of sticky situations when he’s not.



Our Party
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TIM - THE WIZARD

Ability Modifier

Strength -2

Dexterity 1

Constitution 2

Intelligence 4

Wisdom 3

Charisma 1

Presenter
Presentation Notes
Following Caladin Westria the III, we have our wizard – TIM.He shoots fire balls



Our Party
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SIR HEMANINE TIFY - THE PALADIN

Ability Modifier

Strength 4

Dexterity 2

Constitution 3

Intelligence -2

Wisdom 0

Charisma 1

Presenter
Presentation Notes
Sir Hemanine is the muscle of our party. He takes his job very seriously, but he isn’t allowed to lead because he can’t read a map.



Our Party
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SIR POPPIN TIFY – THE BARD 

Ability Modifier

Strength 1

Dexterity 1

Constitution 3

Intelligence 0

Wisdom -2

Charisma 4

Presenter
Presentation Notes
Brother to Sir Hemanine, Poppin takes a more whimsical approach to life. Exceling in the arts, he keeps the party entertained and gives enemies strife.He’s a smooth talker and a really good… bard.
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The Party

Caladin Westria 
the III

The Rogue

Sir Hemanine 
Tify

The Paladin

Sir Poppin Tify

The Bard

Kanalia Withers

The Druid

Tim

The Wizard

Presenter
Presentation Notes
That is our partyDiversityStrengths and WeaknessesRaise your hand if you play D&D or a similar table-top role-playing game



Agenda 
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The Tavern

Presenter
Presentation Notes
Raise your hand if you play D&D or a similar table-top role-playing gameYou’re going to like where this is coming from!Like any worthy adventure, we begin our journey in a tavern. Our group of misfits have banded together after reading a quest posting on the local Help Wanted bulletin.Here they plan their route, choose their equipment, and do their best to convince Sir Hemanine that the gnome barkeeper cannot be used as a bludgeoning weapon.Our adventurers decide to take on a quest to investigate a small cave on the outskirts of townThey have been told that there lies a bandit hideout.These bandits have attacked merchants visiting the villageAnd so, the adventuring party start their journey to the bandit lair



Planning
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Walt Disney

Presenter
Presentation Notes
Similar to the Tavern, Planning of a pentest…Every organization has different approaches to planning.At the end of the day, every pentest needs a defined scope.Reference the gnome bartender and tool usageResults vs goalHaving the right team is importantLegalityScopePermission to TestType of pentestInternalExternalPurpleRedWeb AppCoverageAnonymous contextAuthenticated contextPrivileged contextSocial EngineeringTravelExclusionsTips and TricksInternal Audit/ IT/IS save previous year planning to determine changes moving forward for a successful planning phase



Book II
BANDITS IN THE NIGHT

Presenter
Presentation Notes
Book 2



Agenda 

19

The Bandit Cave

Presenter
Presentation Notes
The party make their way down the trail until they find a small cave in the side of a hillJust as described in the quest posting, there are ruins nearbyThe party wanders in to find a single hooded banditThe figure quickly defends himself against the party’s attacksEven sword swings and magic seem to bounce off the hooded figureSuddenly the entire party is engulfed in darkness, and when it subsides, the bandit is nowhere to be seenPursuing the noises deeper within the cavern, the party makes haste
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Roll for Investigation (Intelligence)

Caladin Westria 
the III

+1

Sir Hemanine 
Tify

-2

Sir Poppin Tify

+0

Kanalia Withers

+1

Tim

+4

Presenter
Presentation Notes
After a short walk they find themselves face to face with a door with strange runes on itRoll for Intelligence!Have one of Tim and Sir Hemanine roll selectionsSir Hemanine believes the door is a pull, not a push. Despite his efforts, he only manages to scrape his favorite knee guard on the stony floor.Tim points out that this door can be opened by standing on all 4 pressure plates spread around the roomFollowing his directions, the other party members each take a pressure plateUpon opening, Tim crosses through the door and pulls one final lever, locking the door in place for the rest of the party to followLink in the corner to roll a d20



Technical Penetration Testing
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Walt Disney

Presenter
Presentation Notes
Similar to delving into a dungeonEvery party needs their wizardKeeping up with modern techniquesADCS, printspooler, PetitPotamEDR evasion techniques & Command and Control infrastructure management5 Years from now, the landscape will look completely different (again)The most important aspect of any pentest is showing impact through attack chains, but this can result in issues that are interwound Story – Attack chainCompromising a user by guessing their passwordUsing that user to kerberoast service accountsOffline password attack against the hashes to gain the service account’s passwordCreating a fake machine account on the domain with that service accountIdentifying a vulnerable Active Directory Certificate that can only be used by machine accountsUse the newly created machine account, you request a vulnerable ticket to gain domain adminVery situationalSome effective ways to reduce risk in the modern landscapeStrong PasswordsStrong SMB and LDAP configurationsEffective logging and monitoringAuditCoverageTreasure and Loot along the wayDisabling trapsChecking each roomLooking for additional enemies to avoid ambushChanges with timePoking trap with a 10ft pole, but get hit wish a dart



Book III
SABOTEUR OF BILGEWATER KEEP

Presenter
Presentation Notes
Book 3



Agenda 

23

The Courtyard

Presenter
Presentation Notes
It’s eerie as usually there would have been one goblin, skeleton, or overly friendly creature by nowFinally, at the end of this dungeon is a doorOpening the door, the party looks upon a courtyard?Well that wasn’t expectedIt’s safe to say, this is related to our notorious bandits, and so our party continues onAs the party is about to step out into the courtyard, they notice nobles wearing fine clothing walking towards the mansion in the middle of the courtyardIt looks like a party has started
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Roll for Stealth (Dexterity)

Caladin Westria 
the III

+4

Sir Hemanine 
Tify
+2

Sir Poppin Tify

+1

Kanalia Withers

+1

Tim

+1

Presenter
Presentation Notes
Sneaking up toward the mansion, the party comes face to face with a sleeping guardRoll for Dexterity!The party works together to navigate the bushes, sneaking past not only the sleeping guard, but additional guards as well



Physical Security
&

Social Engineering
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Walt Disney

Presenter
Presentation Notes
Similar to sneaking into the bad guy’s hideoutStealth and a lot of charismaAll it takes is one person not confronting, one door missed during physical security improvements, or one person not verifying an unknown personAspectsResearch with open-source intelligencePhysical tools for bypassing locksSocial engineering ploy or story for why I am thereStory – PhysicalDoor physical lock bypassStory – SocialSitting down at an unlocked computerAuditThrough our experiences, security isn’t always looked atMalicious threat actor gaining accessCover everything including the physicalsampling



Book IV
PARTY AT THE ROYAL MANSION

Presenter
Presentation Notes
Book 4



Agenda 
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The Party

Presenter
Presentation Notes
Sir Poppin pulls out a small bag, and reaches his entire arm inside.Out he pulls outfit after outfit from his bag of holdingWithin, Sir Poppin had fine clothing for the entire partyThe party infiltrates the party among the nobles, looking for cluesBlending in requires guise, cunning, and not making a scene
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Roll for Deception (Charisma)

Caladin Westria 
the III

+2

Sir Hemanine 
Tify

+1

Sir Poppin Tify

+4

Kanalia Withers

-2

Tim

+1

Presenter
Presentation Notes
But… Caladin is confronted by a man he had insulted years before.Given his noble upbringing, he made many an enemyRoll for Charisma!Caladin failing rollReference back to having the right teamSir Poppin Tify sweeps into the conversationClaim to be part of the management’s not only does he calm the disgruntled member of high society, he discovers the identity of one Alister Wayne who arrived unacceptably late to his own partyHe also discovered that Alister wears a cloak that only a legendary fire sword can slash through and where to find it



Book V
INTO THE DEPTHS

Presenter
Presentation Notes
Book 5



Agenda 
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Ashok’s Dragon 
Carving Sword:

The Legendary Fire 
Sword

Presenter
Presentation Notes
Learning that the legendary sword is found at the bottom of the village’s lake,The party delves into the bottom depths of Lake Imin to obtain the fire swordOnce below the waves, the party swiftly finds an underground cavern.The cavern is small, and at its center stands a sword in a stoneThe party draws the sword and the metal begins to flame.At the base of the sword is a cloud of steam.As the sword leaves its stone sheath, the steam subsides, and out from the hole begins gushes of water.
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Roll for Athletics (Strength)

Caladin Westria 
the III

+3

Sir Hemanine 
Tify
+4

Sir Poppin Tify

+1

Kanalia Withers

+3

Tim

-2

Presenter
Presentation Notes
Water begins filling the room, and the party flees back into the waterRoll strength!Due to the new torrent of currents, Tim begins to struggle as they swim towards the surface.Luckily Sir Hemanine grabs a hold of him and swims for the both of themThe party now posses the Fire Sword and are ready to fight the Big Bad!Adjusting to the scenario = adjusting to the cybersecurity industry



Conclusion Meeting
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Walt Disney

Presenter
Presentation Notes
At the end of pentest fieldwork, generally, there will be a meeting to discuss the resultsThroughout the fieldwork, there may be a lot of different events or issues to discussIt’s really important to clearly describe or even show the attack paths presentEspecially the pentest’s “Fire Sword”New tooling is always coming out due to how quickly the landscape of our industry changesThis means that the defensive teams also have to make their best efforts to adjust with the times as wellNot only are these attack vectors discussed, but also other issues that may have been observed.Pentesters only have visibility into so much of the environment, so this meeting also offers to help identify mitigating controls, controls that may have been lifted, and ultimately discuss the risk This type of meeting may differ heavily from one organization to anotherIt may occur at different points in the process of the pentestIt may be a single meeting, or split into multipleThis changes between organizations and also between different types of pentestsAttacker needs to find the 1 thing that gets throughAudit approach – identifying problems, but also actionable solutionsUltimately, all parties should leave this type of meeting without any additional questions as they venture into the phase of reporting



Book VI
SHADOWS BENEATH

Presenter
Presentation Notes
Book 6



Agenda 
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The Battle for

Lake Imin

Presenter
Presentation Notes
So our party has identified the Big Bad as one Alister WayneThey have obtained their legendary fire swordThey are ready for their showdown to save the villageOur heroes find the bandit mastermind back inside his cave, prepping yet another attack on upcoming merchants.As they confront him, Alister creates a portal and jumps inside and our daring party jumps in after him.It was a long and grueling battle, but finally, Kanalia lands a hit and defeats Alister using the ADCS Fire Sword!The party saved the village of Lake Im In!! (I mean Imin)



The Report
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Walt Disney

Presenter
Presentation Notes
Where you’re brining value from a technical perspective, but also especially from an audit perspectiveWhen it comes to pentesting, the Report is our big final boss of the pentesting campaignThis is where all our efforts from planning, to the technical fieldwork, to the physical and social engineering, and our meetings all come togetherThis item, and supporting documentation show what was performed, the results, and give recommendations for how to resolve the issuesImproving the overall security postureEvery organization has a different approach to this process



Epilogue

36

Presenter
Presentation Notes
Campaign epilogueOur heroes defended the village and allowed merchants to safely continue visiting Lake IminSir Poppin and Sir Hemanine decided to start a very successful local micro brewery. Caladin Westria the III restored his family’s honor and began restorations on his family home that had fallen into disrepairTim learned the spell create water to help him put out the fires he started with his favorite spell FireballAnd Kanalia received the bandit’s cave and manor, creating a home for any adventurer traveling through the areaWhile our D&D party was a diverse group of individuals, a pentester is often filling every role of our pentesting party with the help of their teamTeam members who specializeDiverse and experienced team



Questions?
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Thank you

Jessica Ackerman

Jessica.Ackerman@crowe.com

Presenter
Presentation Notes
I’m Jessica Ackerman and thanks for coming to my talk.



Welcome To The 10th Annual Hacking Conference
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