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Distinct Enterprises

Require Varying

Solutions




true stories — beware & be
aware



Third (4t, 5t Etc.) Party Devastation

“The Biggest Hack of 2023 Keeps Getting Bigger” — Wired Magazine
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bad guy statistics
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Cost of a Data Breach

Cost of a data breach by industry

Heatthicare:
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Total cost of a data breach
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Share of data breaches

United States
USD 9.48 million

United States
USD 9.44 million

originated from a software

) Middle East
supply chain attack : o

USD B8.07 million

Middle East
USD 7.46 million

Canada
USD 5.13 million

33%

Canada
USD 5.64 million

Germany

Only one-third of breache
USD 4.67 million

were identified by the

United Kingdom
USD 5.05 million

organizations’ internal

security teams and tools Japan

USD 4.52 million

Type of data compromised

Germany
USD 4.85 million
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Time to identify and contain the breach
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Figure 4. Measured in USD millions
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Share of breaches that
involved data stored in
cloud environments—
public cloud, private
cloud or across multiple
environments
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Figure 5. Measured in days

USD 250,000

20% of organizations that experienced
a data breach paid this much or more
in fines
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Figure 9a. More than one response permitted
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Cost of a data breach for organizations that
deployed robust risk-based analysis

Time to identify and contain a data breach

Time to identify and contain a data breach when using an MSSP
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engage and understand



Cyber Security Encompasses Everyone: The C-Suite Must
Engage and Stay Involved
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Understand Risk Management and Risk
Quantification Inside the Enterprise

People, Property, Information
An RSSEI /s what we’re trying to protect.

Threat — Anything that can exploit a vulnerability, intentionally
or accidentally, and obtain, damage, or destroy an asset.
A TREEat /s what we’re trying to protect against.

Vulnerability — Weaknesses or gaps in a security program that can be
exploited by threats to gain unauthorized access to an asset.

A VIRErEbiliRY is a weakness or gap in our protection efforts.

Risk — The potential for loss, damage or destruction of an asset as a result of
a threat exploiting a vulnerability.

RiSK is the intersection of assets, threats, and vulnerabilities.


https://www.threatanalysis.com/2010/05/03/threat-vulnerability-risk-commonly-mixed-up-terms/
https://www.threatanalysis.com/2010/05/03/threat-vulnerability-risk-commonly-mixed-up-terms/
http://asirfvg.wordpress.com/2014/09/30/cern-data-center/
https://creativecommons.org/licenses/by/3.0/

Is This a Risk or a Threat
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This i1s a Threat




Countless Risks Exist in Cyber Security — How to Ensure Coverage

Insider Threat
Data Leakage
Phishing

Access Management
Ransomware
Worms

Trojans

Key Loggers

Data Breach
Version Control
Third Parties
Cloud Abuse
Insecure Software
Man In The Middle

Patch Management

Denial of Service

Passwords

Biometric Compromise

Threat Vectors
Network Penetration
Lateral Movement
Privilege Escalation
Impersonation
Social Engineering
Shoulder Surfing
Dumpster Diving
Tailgating

Shadow IT Systems

Clear Text

Five Steps of Risk Management Process

Identify
potential
risks

Analysing
the risk

Evaluating
the Risk

Risk

Management
Process

Risk Management Process

Monitoring &
Reviewing
the Risk

Treating
the Risk


https://www.invensislearning.com/blog/risk-management-process-steps/

level up cyber security throughout
the organization




Who Owns What, Who Does What, Who Knows What

Jp—
Governance = Leadership a

Engage
Listen
Decide
Delegate
Follow Up
Track
Shift as Necessary
Reward
Act and Keep Acting
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Relationship  Vendor Project
Manager Manager Manager
Team Lead Executives Partner

Account
Manager

Project Lead



ldentify and Understand Those Responsible, Accountable,
Supporting, Consulted and Informed (RASCI)

Task Description System Cloud Application Hardware
Integration Operations | Support Support

Provision, install, and initially
configure (IP address,
connectivity, etc.) the SIEM
SaaS System

Once able to remotely connect,
take over the configuration of
the SIEM SaaS System and
customize it based on Client
requirements, including Log
Source integration, Use Case
implementation, Dashboard
customization, Offense
Manager, and reporting.
Installation of licenses on the
SIEM console Task Vendor Executive Hlu.:hu:n. IT &
Installation of SIEM apps that Mgt P— S
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SIEM console S

user roles

apps

. . . Enscube contract

configure all Client-premise

physical Event Collector Mmanage el system

appliances and configure as
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Understand Legal Requirements and Comply(ance)

California Consumer Protection Act (CCPA)
General Data Protection Regulation (GDPR)
Defense Federal Acquisition Regulation (DFARS)
Payment Card Industry Data Security Standard (PCI-DSS)

Health Insurance Portability and Accountability Act (HIPAA)
Sarbanes-Oxley (SOX) Federal Trade Commission Act §5

Gramm-Leach-Biley Act (GLBA) ~ Children’s Online Privacy
Protection Act (COPPA)




Standards and Frameworks to the
Rescue in a Complex Arena

ust one mitigation breaks the chain
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Characteristics of the Maturity levels

Focus on process
impr-:we ment

Processes measured
ed and controlled

Processes characterized for the

organization and is proactive.
(Projects tailor their processes from
organization’s standards)

Processes characterized for projects
and is often reactive.

Processes unpredictable, _
poorly controlled and reactive |&$ c MMI
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SO
A v
ISO is an independent,
international NGO with a
membership of 165 national
standards bodies. ISO has

developed over 23400
International Standards .

SEC Adopts Rules on
Cybersecurity Risk
Management, Strategy,
Governance, and Incident
Disclosure by Public
Companies - 2024



conclusion: go forward with solutions that
make a difference



Take a Gilant Step Forward In
the Cyber Security Journey

CYBERSECURITY GLOBAL CYBERSECURITY SPENDING
VENTURES $1.75 TRILLION CUMULATIVELY 2021 TO 2025
SPENDING BY YEAR $ IN BILLIONS OF DOLLARS $458.9B
$399B
$347B

2021 2022 2023 2024 2025

$301.8B
$262.4B l
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Businesses Must Understand Technology and NOT be Driven
by Technology — Focus on the Problems at Hand
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Organization Wide, Organization Deep



https://silentbreach.com/training.php
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thank you
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