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● PhD candidate Nelson Mandela 
University 

● Founder & Managing Director of 
Popcorn Training 

● MSc in Cyber Psychology
● Diploma in Business Analysis 

(FTI-Institute)
● BA in International Economics 

(EMA Munich) 

QUICK BIO

Roger A. Grimes
CISO Advisor, KnowBe4

39 Years+  in Cybersecurity, 8+ years at KnowBe4 

● Started fighting computer viruses in 
1987 with John McAfee

● Previously worked for Microsoft, 
Foundstone, and McAfee

● Previously VP of IT, Network 
Manager, 20 years pen testing, 
cybersecurity instructor

● Consultant to world’s largest to 
smallest companies plus militaries 
for decades

● Career goal - wants to “Fix the 
Internet”

● Written 16 books and over 1,600 
magazine articles

QUICK BIO

● Over 42K LinkedIn followers
● 5.4k X followers
● Writes 1-3 original articles a week 
● Posts 1-3 times a day
● WSJ, CNN, Newsweek and NPR’s 

All Things Considered
● Member of Cloud Security Alliance, 

WEF, MIT Forum

● CPA, CISSP, CISM, CISA
● MCSE: Security, MCP, MVP
● CEH, TISCA, Security+, CHFI
● BS in Business Administration 

(Accounting major/Econ minor)

SOCIAL PRESENCE 50+ CERTIFICATIONS 
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https://www.amazon.com/dp/B0GGB7Y855/
Free PDF download: https://www.knowbe4.com/hubfs/AI-Quantum-Book-Roger-Grimes.pdf

https://www.amazon.com/dp/B0GGB7Y855/
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Agenda
● Current State
● What Really Is AI?
● Impact on Vulnerabilities
● How You Need to Update Your 

Patch Management Program

6
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Current State
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How Hackers Hack

5/11/2026

?

?

?
• Social Engineering
• Software or Firmware Vulnerability
• (Technical) Impersonation/Authentication Attack
• Intentionally Malicious Program/Instructions/Scripting
• Human Error/Misconfiguration
• Eavesdropping/MitM
• Side Channel
• Information Leak
• Brute Force/Computational
• Data Malformation
• Network Traffic Malformation
• Insider Attack
• 3rd Party Reliance Issue (supply chain/vendor/partner/etc.)

• Physical Attack



Most Popular Initial Breach Root Causes

https://blog.knowbe4.com/hands-on-defense-unpatched-software-causes-33-of-successful-attacks

Software and Firmware Vulnerabilities Account for 33% - 40% of Successful Attacks
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● 48K+ new threats in 2025
● More than a 132/day, accumulating day after day

And this is 
just publicly 

known 
vulnerabilities

Tens of Thousands of Vulnerabilities Per Year

10
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● Most vulns are ranked 7 or higher on a scale from 0-10

Most are High Criticality

11

https://www.cvedetails.com/cvss-score-charts.php
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● Luckily, most announced vulnerabilities are not exploited

https://www.cisa.gov/known-exploited-vulnerabilities-catalog

Less Than 1% Exploited In Real World

12
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● If exploited, mean time from CVE to first exploitation in wild is 1.6 days

Vulnerabilities Are Exploited in Days

13

https://zerodayclock.com/

Trend is clear, 
it will get worse



© 2026 KnowBe4, Inc. All rights reserved. 

● Whoops…in just a few weeks it’s down to 10 hours

Vulnerabilities Are Exploited in Hours

14

https://zerodayclock.com/

Trend is clear, 
it will get worse
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● Zero-days (0-days) are vulnerabilities not yet known to the public and/or vendor 
for which a patch may not yet exist at time of public announcement 

Most Vulnerabilities Are Zero Days

15

https://zerodayclock.com/

Trend is clear, 
it will get worse

Became that way in 2025
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● Average time from patch availability to patching has been 
declining for decades

● Today, the (mean) average patching speed is 1 week after the 
vendor releases patches

● Popular software is patched faster than less popular software
● Software is patched faster and more often than firmware
● 20% - 24% - percentage of vulnerable instances are not patched 

in the first year or ever

Faster, But Not Fast Enough Patching

16
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What You Should Already Be Doing

17
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What Really Is AI?

18
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What Really Is AI?

● A general-purpose, probabilistic pattern-
matching engine

● It takes data in, finds patterns (i.e., 
“tokens”), calculates the likelihood of 
pattern, and outputs results based on query 
(i.e., prompt)

19
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Agentic
General Definition
● Software/service that uses separate, stand-alone, but 

cooperating “modules” to meet a common goal

What Is Agentic AI?

20
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Agentic
General Definition
● Software/service that uses separate, stand-alone, but cooperating 

“modules” to meet a common goal

● Real-world allegory: Like building a house

What Is Agentic AI?

(construction manager, plumbers, 
electricians, concrete people, roofers, 
painters, flooring, inspectors, etc.)

21
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Agentic AI

What Is Agentic AI?

22
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General Impact of AI

AI Attacks
Doesn’t do everything magically better

But already excels at:
● Pattern-Matching
● Automation
● Speed
● Pervasiveness
● Predictive vs. Reactive
● Remembering (context)
● Hyper-Personalization

23
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Impact on Vulnerabilities

24
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AI Attacks

2 Major Categories of Attack
● Attacks from AI Against You
● Attacks to the AI You Use

25
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AI Attacks

Attacks From AI
Traditional Attacks Made Better+

26

● Far Better Social Engineering
● Deepfakes
● OSInt Bots
● Hackbots
● Better Bruteforce Attacks Against 

Non-Random Targets
● Hallucinations

● Unexpected Emergent Behavior
● Data Leaks
● Data Theft
● Privacy Invasions
● Tool Mis-Uses
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AI Attacks

Attacks Against AI

27

● Prompt injections
● Data poisoning
● Context poisoning
● AI identity attacks
● Supply chain attacks
● Jailbreaking
● Abusing AI system prompts
● Model/weight manipulation
● Label poisoning
● Memory poisoning
● Improper input handling
● Improper output handling

● Excessive agency
● Unbounded consumption
● Attacks against AI browsers
● Attacks against AI-browser add-ins
● Privacy risks
● Ad-driven attacks
● API attacks
● MCP attacks
● A2A attacks
● Malicious models
● and more
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AI Attack Example

MCP Attacks
Model Context Protocol
● MCP connects AI, AI agents, 

tools, and data
● Is and will be hugely attacked

28
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AI Attack Example

MCP Attack Example
1. You’re running Claude Desktop AI agent on your desktop

2. It reads, summarizes, and helps you with email

3. Attacker creates a prompt injection attack and sends it in 
email to you

4. Your AI intercepts email, “consumes” it, and the attacker gets full 
access on your system

29
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RealWorld MCP Attack Examples

30



© 2024 KnowBe4, Inc. All rights reserved.    31

© 2026 KnowBe4, Inc. All rights reserved. 

Anthropic Mythos

AI is Finding Lots of Vulnerabilities

31
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Anthropic Mythos

AI is Finding Lots of Vulnerabilities

32

This is actually a 

good thing as you 

can use AI to find 

and fix your 

vulnerabilities faster
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AI is Finding a Lot of Vulnerabilities

But More Bad News
● AI enables more attacks which require great complexity to 

accomplish
● Attackers can more easily and frequently implement harder-to-exploit 

attacks

● Attack complexity is no longer a barrier

● Result: Attackers will be more successful, more often

● Patching and testing takes time, so it creates a permanent 
negative asymmetry for defenders

33
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AI is Creating a Lot of Vulnerabilities

Unsafe At Any Speed
● AI is allowing more coding faster

● So far, AI (vibe coding) is making as many vulnerabilities as 
humans did

● Just based on sheer lines of code with consistent vulnerability 
rates, we will have more vulnerabilities

● Maybe, one day, AI will create fewer vulnerabilities in the code 
it writes, but we are not there yet

34
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AI is Creating a Lot of Vulnerabilities

Prepare for a Massive Wave of 
Patches
● A ton of patches will be coming

● Patching workflows could become 
overwhelming

● Stress, anxiety, burnout coming your 
way

35
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Vulnerabilities in the Age of AI
I Predict Over 100K Vulns 
This Year
● Half from what AI finds

● Half from what AI codes

36



© 2025 KnowBe4, Inc. All rights reserved. 

Fully Agentic AI Attacks

https://www.nbcnews.com/tech/security/hacker-used-ai-automate-unprecedented-cybercrime-spree-anthropic-says-rcna227309

37
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Malicious Agentic AI Deepfake Threats

Overview
• One day instead of being human-led…
• They will just run themselves
• Morph and update code and capabilities as needed
• Contain its own vulnerability scanner
• Have its own break-in engine
• Be able to become who it needs to be
• Be able to move from A-Z efficiently

• This isn’t a possibility…this is what will happen

38



© 2026 KnowBe4, Inc. All rights reserved. 

AI Hacking Bot

Everything 

hackers do 

today, but 

automatic, 

better, faster, 

changing as 

needed

Highly 

Autonomous

Malware

39
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Vulnerabilities in the Age of AI

Even Good Guys Practicing Responsible Disclosure 
and Pro-Active Patching Will Decrease Patching 
Cycles
"Responsible disclosure” cycles are decreasing

1. AI will see the patch

2. Figure out the vulnerability

3. Make the exploit

4. Start sploiting

40
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Vulnerabilities in the Age of AI
Patching Will Decrease Patching Cycles
Example – Copy Fail

● Linux kernel vulnerability responsibly disclosed on April 29, 2026, 5 
weeks after initial discovery

● Allows any unprivileged user to gain root access on every major Linux 
distribution using a 732-byte Python script with 100% reliability

● Vulnerability existed since 2017

● Took a good guy 1 hour to find with AI

● Hundreds of millions of Linux distributions not patched when 
disclosure was made

41

https://byteiota.com/copy-fail-cve-2026-31431-732-bytes-to-root-on-all-linux/



© 2026 KnowBe4, Inc. All rights reserved. 

Vulnerabilities in the Age of AI

Patching Will Decrease Patching Cycles
Example – Copy Fail

● Linux kernel vulnerability responsibly disclosed on April 29, 2026, 5 
weeks after initial discovery

● Allows any unprivileged user to gain root access on every major Linux 
distribution using a 732-byte Python script with 100% reliability

● Vulnerability existed since 2017

● Took a good guy 1 hour to find with AI

● Hundreds of millions of Linux distributions not patched when 
disclosure was made

42

https://byteiota.com/copy-fail-cve-2026-31431-732-bytes-to-root-on-all-linux/
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Vulnerabilities in the Age of AI

Patching Will Decrease Patching Cycles
Example – Copy Fail (discoverer released because of fear of AI 
discovering patching bits)

43

https://x.com/brian_pak/status/2050255258098766101
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Vulnerabilities in the Age of AI
My Predictions –At Least to Mid-Term Years
● More vulnerabilities, more exploits

● Most hacking will be fully autonomous hackbots

● More vulnerabilities, exploited faster

● Higher criticalities

● More zero days as a percentage of total vulns

● More exploited zero days

● Higher % of CVEs used in attacks

● More victims
44
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Vulnerabilities in the Age of AI
Attacks Against the AI You Use
New Mindset Needed

● Many new types of vulnerabilities (ex. Attacks against the AI 
you use) coming your way!

● You have to update how you think about vulnerabilities

● Vulnerability is the interaction and intersection of many things

● More supply chain attacks

● More interaction attacks

45
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Updating Your Patch Mgmt Program

46
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Defenses

47

Summary

● All is not lost

● Good guys invented AI

● Good guys use AI more

● Nearly every cybersecurity defense will use AI

● Your patching will need to use AI
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Defenses

48

https://labs.cloudsecurityalliance.org/mythos-ciso/
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Main Conclusion

49

● The patching cycle 

will significantly 

decrease

● You will have hours 

to a day to patch

● One day, less vulns
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Update Your Defenses

● You will need AI to fight AI
● Good bot vs bad bot
● Protect Your Agents to 

Protect Yourself

50
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Patch Management in the Age of AI

Use Agents to:
● Find vulnerabilities in your environment

● Risk-rank them

● Fix those vulnerabilities according to risk of vuln and asset risk

● Test fixes and resolve problems

● Maybe, one day, AI will create fewer vulnerabilities in the code 
it writes

51
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Update Your Defenses

Agentic Defenses
● Use AI to find and fix your vulnerabilities
● Always have human-in-the-loop at critical decisions
● Don’t give too much trust too early
● Lots of testing

● Use AI that cares about coding securely

52
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Threat Model Your AI

AI Development Frameworks
● MITRE ATLAS Matrix 
● NIST AI Risk Management
● UK Guidelines for secure AI development
● ISO/IEC 42001 international standard 
● Google Secure AI Framework 
● OWASP GenAI Security project
● OWASP Top 10 for LLM Applications

● Mostly for AI developers, but great for threat modelers
● You should be THREAT MODELING your AI development and use!

53
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Patch Management in the Age of AI

My Predictions
● Temporary big spike in vulns found and inserted in code

● Temporary big spike in vulns inserted in code from AI

● Huge backlogs of vulns and fixes

Then 

● Numbers will decline, perhaps significantly

● But time to patch will shorten permanently

54
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Vulnerability Mgmt in Age of AI

Update Risk Management
● Re-think risk management

● Faster  - meet attacker’s speed

● Is critical risk really critical?

● Re-evaluate tolerance for 
operational interruption due to bad 
patches

● Automate security assessments

55
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Vulnerability Mgmt in Age of AI

Faster Patching
● Faster, immediate patching

● You will need AI-enabled patching 
tools

● “Hot patching”, “micro-patching”??

● Enterprise-Wide Auto-patching??

● Better patching recovery??

56
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Vulnerability Mgmt in Age of AI

Continuous Vuln Scanning
● You’re always scanning for vulns

● Don’t let the attacker be the only 
one

● Faster and more aggressive on 
high-risk assets and networks

57
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Vulnerability Mgmt in Age of AI

Other Things Beyond Patching
Don’t rely only on patching to stop vuln attacks

● Aggressive Logging (and AI to figure out important stuff)

● Aggressive intrusion detection

● Aggressive incident response

● THREAT MODEL!!

● Other protections (e.g., “inline patching”, application-level 
firewalls, etc.)

58
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Vulnerability Mgmt in Age of AI

Other Things Beyond Patching
Don’t rely only on patching to stop vuln attacks

● Defense-in-Depth

● PHISHING-RESISTANT MFA

● Increased focus on 3rd Party Risk Management, especially 
Supply chain, especially AI integrations

● Segmentation

● Egress filtering

● Deception technology (honeypots)
59
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Vulnerability Mgmt in Age of AI

Conclusion
● Not the end of the world

● But now is NOT the time to wait and see

● Need more AI…on defender’s side

● Figure out how to defend against attacks against the AI that 
you use

● Continuous vuln scanning

● Faster patching

● More more than patching

60
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Questions?

Tel: 855-KNOWBE4 (566-9234)    | www.KnowBe4.com    | Sales@KnowBe4.com

Roger A. Grimes– CISO Advisor, KnowBe4
e: rogerg@knowbe4.com

LinkedIn: https://www.linkedin.com/in/rogeragrimes/ (over 42K followers)

X/Twitter: @RogerAGrimes

Mastodon: https://infosec.exchange/@rogeragrimes

YouTube: @CyberSecWTFRants

Bluesky: rogeragrimes@bsky.social

Reddit: u/rogeragrimes
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