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The Missing Piece

From Shel Silverstein, the celebrated author of The Giving Tree and
Where the Sidewalk Ends, comes The Missing Piece, a charming fable

that gently probes the nature of quest and fulfillment.
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J/I;(ﬁ C’f'ffem It was missing a piece. And it was not happy. What it finds on its search for
the missing piece is simply and touchingly told. This inventive and

heartwarming book can be read on many levels, and Silverstein’s iconic

MI”ING drawings and humor are sure to delight fans of all ages.
PIEC E So it set off in search
of its missing piece.
And as it rolled

it sang this song—

Oh I'm lookin’ for my missin’ piece

T

I’'m lookin’ for my missin’ piece
Hi-dee-ho, here | go,

Lookin’ for my missin’ piece! 8



Like the missing piece Agentic Al is an Agent.

Who built the missing piece? In this case Shell
Silverstein. Any other day it might be you who is
the engineer/author/creator.

The missing piece has been built but for what
purpose”?

How will it be utilized?

What is its perfect use-case?



Traditional Al vs. Agentic Al

Traditional Al Agentic Al
Requires prompts from Takes action to achieve
humans and/or a defined outcome,
explicitly programmed often without direct
rules. human input.

« Pattern recognition Percelving environment
« Prediction

« Classification within

Reasoning

Executing actions

Learning from outcomes

structured datasels




Why is it important to talk about SSO in the
age of Al?

SSO is created based on a user. Is Al auser?
Agentic Al is an agent. Can agents be
secured? Typically yes but if they are Agentic
Al is that the same or different?

I’ll share several use-cases I’ve encountered
recently in the form of a story.
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The Road

Like the missing piece, the road
Is also defined by the
author/the engineer the
creator.

The Road is SSO.
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SP-initiated SSO

0O)
User tries to access
app

Q-

App generates token
/ assertion

-8-

User is logged in
to app

@

Redirects to identity
provider

Identity provider
authenticates user

App verifies response

Identity provider generates token
[ response

descupe




AD as an identity provider for SSO

g Logon Request | SAML Request » j
Logon Access Granted SAML Response ?
-
End user AD Authentication in
ADSelfService Plus Server




Featured Single Sign-On (SSO) Solutions At A Glance
Free Plan Available: Leader:
JumpCloud s | Okt

Sponsored @ _

G2 takes pride in showing unbiased reviews on user satisfac

Highest Performer: Easiest to Use:
. Descope m Rippling IT

——

and reports. We do not allow paid placements in any of our ratin
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Zillions of options are available today when you will search for Single Sign-On. Some are on-premises, while others are cloud-based.
Cloud-based SSO is gaining a lot of popularity today. Enterprises and Higher Eds are choosing cloud-based SSO over on-premises ones.
What is the reason behind this switch? Before we try to unveil the devils of on-premises SSQ, it is important to understand what on-

premises SSO is.

Password Hashes

User Accounts

I Active Directory

Authencation

M | Authencation

On-premises (on-prem) SSO is installed on servers on the premises (in the company) of the person using SSO, rather than at a remote

facility such as a cloud or server farm. Although on-premises SSO is lot secure in comparison to cloud SSO but unfortunately
organizations have to incur a huge cost in maintaining these servers.






The Missing Pieces We Meet
Youhadjl

» -
IS me at Hello
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Water Utility Company




Spoke to Local Water Organization about SSO

Security have SSO on-prem

They are never going to cloud

Building their own data centers and back-up centers
Talked about ransomware, hackers, code obfuscation
Fear

government regulation even at state level
Employees/contractor negligence most dangerous of
all
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THE BOSTON GLOBE BOSTON.COM BOSTON MAGAZINE

- BOSTON=
-

NEWS LOCAL NEWS NATIONAL NEWS POLITICS OBITUARIES CRIME KAREN READ TRAFFIC B S&SD

'60 Minutes’ spotlights Chinese
hacking of Massachusetts town’s
utility network

A national security segment revealed how hackers
infiltrated the local utility network as part of a wider
Chinese operation.




Strategic Factor

Primary Driver

Deployment
Speed

Fit &
Customization

Financial Model

Architectural
Control

Data Governance

Risk Profile

BUILD Al

Competitive advantage / intellectual
property (IP)

Longer time-to-value (requires 12+
months)

100% tailored to unique workflows

High upfront CapEx (talent &
infrastructure)

Full ownership of data, models, and
roadmap

Maximum security (mandatory for
sensitive/regulated data)

High execution risk (maintenance,
talent retention)

BUY Al

Utility / standard business
function

Near-immediate deployment
(weeks to months)

High “80% fit” / limited
extensibility

Lower initial OpEx
(subscription/usage fees)

Vendor-dependent / potential for
ecosystem lock-in

Requires vendor to meet strict
compliance standards

Low development risk (proven
performance)
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Fed Contractor ITR




IDENTITY, CREDENTIAL, AND ACCESS MANAGEMENT (ICAM)

The set of tools, policies, and systems that an agency uses to enable the right individual to access the right
resource, at the right time, for the right reason in support of federal business objectives.

IDENTITY MANAGEMENT

CREDENTIAL MANAGEMENT
@ ® A
' — 00

— L4

How an agency collects, verifies, and manages o
; 3 SR = How an agency issues, manages, and revokes
attributes to establish and maintain enterprise
identities for employees and contractors,

credentials bound to enterprise identities.

@—».’me@\/—»

ACCESS MANAGEMENT
FEDERATION

The technology, policies,

standards, and processes
that allow an agency to
accept digital identities,

attributes, and credentials

managed by other agencies.

GOVERNANCE

The set of practices and
systems that guides

ICAM functions,

How an agency authenticates enterprise identities
and authorizes appropriate access to protected
services.

activities, and outcomes.
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Telco Early Adopter
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Comments
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Most recent ¥

2 Mathieu Lajante, PhD 3 - 3rd+ 2mo
Principal, BomaliQ Inc. | Mapping the Fricti...
This article is a brilliant illustration of propaganda
for the platformization of work, where cloud and
platform owners extract value through a triple tax:
- Toll fee: "Sign up for the paid version," the author
suggests. ...more

Something Big Is Happening

Like - €€ 112 Reply - 13 replies

\ Matt Shumer @ @ @
=) . .
‘3’ GP at Shumer Capital, Previously CEO and Co-Founder of OthersideAl Sgepreviousreplies

Bryan Sacks -« 3rd+ 2mo
Feb'ua’y s Adjunct Professor at Drexel University
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Investment in moving data and in some cases
rebuilding from scratch. It’s athree year
commitment and a few million dollars.
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HIPAA Compliance




Knowledge powers call center providing
answers about medical leave, mental health

Before SSO the information was kept on One
Note without any security, or Al

More secure
Plan: Faster, safer, more accurate search
results driven by purposeful Agentic Al
recognizing patterns based on HIPAA laws
and customer trends
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Insurance Company ITSM




Internal and External Customers served by
the same ITSM platform:
Blogs, articles, Knowledge for agents

Encryption versus SSO



Forms containing HIPAA information could
use MFA on top of encryption as a solution.
What do you think?
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© Faster,more efficient

© Bulk encryption

© Key management

© Key exhaustion

\

%
Client gas
TCP handshake
o ittt »| —— ‘
q---Cetfcae® ?’
Sess’i10n ey T
exchange
T e -

Cons

© Enhanced Security

O Transparency

\

O Slow processing

O Loss of private key




Future:
What happens to a pay model if there are no or

less users or if agents are real people or worth
thousands of people?

Consumption model
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The Human Element







There are no agents without humans
iInforming it






