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About me…
Fayyaz Rajpari, Managing Partner @Intelliguards

23 Years in Cyber

Financial / Insurance Industry 

➢ Security engineer
➢ Security Architect
➢ Incident responder

Tech Industry

➢ Technical sales (SE / SA)
➢ Product management (SIEM / Threat 

Intelligence / NDR)
➢ Consulting and Leadership roles

Passionate about Blue Teams, 
Threat Intelligence & Blockchain 
security.



About me…

Alex Lanstein – Chief Evangelist @StrikeReady

Based in Boston, formally the “city of champions”

20 Years in Cyber

15 years at FireEye 

➢ Started in QA (via helpdesk worker in college)
➢ Product came of age as APT became mainstream
➢ Ended career running targeted threat detection program across products 

and services

Meta/FB    

➢ Countered espionage threats on platform from three south asian 
countries, as well as two commercial surveillance companies



Threat Intelligence 

The "cyclical practice" of planning, collecting, processing, analyzing and disseminating information that 
poses a threat to applications and systems. Threat intelligence collects information in real-time to 
showcase the threat landscape for identifying threats to a computer, application or network. This 
information is gathered from a number of resources and compiled into a single database enabling visibility 
into vulnerabilities and exploits actively being used on the internet (in the wild) by threat actors. 

Security Operations

A security operations center (SOC) is responsible for protecting an organization against cyber threats. 
SOC analysts perform round-the-clock monitoring of an organization’s network and investigate any 
potential security incidents. 

Source: https://www.wikipedia.org/



Threat Intelligence in 2000s… 10 years later…

~15 years later to present…



Drives decisions at the executive level and 
who the company should be defending 
against and why.  (Ex: Curated Reports and 
Articles)

Standard operating procedures used by 
Adversaries for their ultimate goals and how
they carry out their mission.  (Ex: Tactics, 
Techniques, and Procedures)

Indicators of compromise and/or attack 
discovered and implemented directly in 
security controls.  The what in response and 
prevention.  (Ex: hashes, domains, ips, URLs)



Depth

Breadth

Confidence



source: https://www.abuseipdb.com/statistics

source: https://www.abuseipdb.com/statistics

source: 

https://www.virustotal.com/gui/stats



Accuracy     Precision       Skill



ATOMIC IOCs COMPUTED IOCs ANALYTICS / AI

IP Addresses File Hash Values Curated Detections

Domain Names Service Hashes Automated Detections

URLs SSH Keys Automated Response

User Names SSL Keys Predictive Intelligence

Email Addresses NTLM/Kerberos

User Agents JA3/JA3S

Applications 

(FTP/RDP/HTTP/Other)

JA4



If Alexa can…

● Tell me what’s on my calendar
● Turn on/off my lights, tvs, and electronics
● Order me things
● Tell me how the day is outside
● and guard my home…

Why can’t I guard my company and get answers to the hard stuff that the bad guys did 
or trying to do!

All Automatically!



Predictive Analyst answers

possible use for Alex 
slides? 

Questions on Threat 
Intelligence and answers 
→



What does 
“success” 

look like for 
Threat 

Intelligence 
in a SOC?

Alex Lanstein
Director / Threat Research

StrikeReady

(bing/dalle3)



There are hundreds of quality 

intel sources who publish 

every day 

- Government CERTs

- Security vendors

- Independent researchers

- ISACs

- And of course … paid 

intelligence providers

And your boss could wave 

any of them around the SOC
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“Create an image of a boss in a security operations center waving a 

piece of paper”

OSINT Database of links

Sandbox for URLs

Website Fingerprinting

Passive DNS Database

Open source honeypot database

Attack Surface (Greynoise)

Attack Surface (Shodan)

Threat Intelligence (identities and creds)

https://haveibeenpwned.com/

https://www.virustotal.com/

https://polyswarm.network/

Malware and Botnet Tracker (Abuse.ch)

Open source Sandbox reports

Open source sandbox (beware Russian!)

IOC Browser Extension (Recorded

Future)

IOC Browser Extension (Mandiant)

(adobe firefly)

https://osintframework.com/
https://urlscan.io/
https://sitereport.netcraft.com/
https://passivedns.mnemonic.no/
https://honeydb.io/
https://viz.greynoise.io/
https://www.shodan.io/
https://www.hudsonrock.com/threat-intelligence-cybercrime-tools
https://haveibeenpwned.com/
https://www.virustotal.com/
https://polyswarm.network/
https://abuse.ch/
https://tria.ge/reports/public
https://app.any.run/submissions/
https://go.recordedfuture.com/express
https://go.recordedfuture.com/express
https://chrome.google.com/webstore/detail/mandiant-advantage-threat/aghmgfkjfbkcockededacdhemkpgdcko?hl=en
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When your boss asks you about a report — what are they really asking?

● Did we get hit by “this thing”, and we blocked it?

● Did we got lucky this time, or were we not vulnerable because one of our layers mitigated the 
damage?

● If we had have gotten hit by this
○ Were we vulnerable to any part of it? 
○ Would our tools have detected it?
○ If our tools detected it, would our humans have recognized this was an important 

detection?

Lastly, and perhaps most importantly:

“Did we get hit by this thing, or a close variation, and our tools did 
not detect it?”



Need to extract:

● IPs

● Domains

● Email addresses

● Hashes

● File Paths/behavior

Did we get hit by “this thing”, and we blocked it?



Goal: search across all 
deployed technology to 
search for alerts that 
specifically match 
indicators from an intel 
report

Did we get hit by “this thing”, and we blocked it?



Did we got lucky this time, or were we not vulnerable 

because we prepared?

Goal: understand systematic weaknesses that 

the threat actor took advantage of

Shadow
IT

Unknown 
Systems

Credential 
Stuffing

Embedded 
CVEs

Visibility 
Gaps

CVEs



Would our tools have detected it?  Would our humans have 

recognized this was an important detection?

Goal: simulate the threat

1) download a payload through your detection stack (firewall, ips, 

proxy, etc)

2) beacon out to c2s through your infrastructure

3) Execute payloads on a workstation running your EDR

If there aren’t detections across the stack

- Triage!  Tuning, Alert/log centralization, YARA, snort ...

If there are detections:

- Would a human have noticed and triaged this alert?

- Many vendors play fast&loose with detection questions



● Did we receive any email from this sender, whether it was 
blocked or not?  Is anyone communicating with it?

● Did any system make a request to the domain or IP?  What 
process did it?

● Did this IP scan any of our public facing systems?  Did they 
register for an account on any of our hosted products?

● Did we see this hash downloaded anywhere, or does this hash 
currently exist anywhere?  (imagine the scenario where the 
reported hash is a top level archive)

● Did seeing this threat alert make you realize you do not have 
visibility in a certain segment?

Did we get hit by “this thing”, or a variant, and we missed it?



Did we get hit by “this thing”, or a variant, and we missed it?



Did we get hit by “this thing”, or a variant, and we missed it?



Are we an “apex” SOC?



Are we an “apex” SOC?









https://www.linkedin.com/in/frajpari

@FayyazR
fayyaz@intelliguards.com

THANK YOU

https://www.linkedin.com/in/alexlanstein/

alex@strikeready.com

mailto:fayyaz@intelliguards.com
mailto:Alex@strikeready.com
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