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• 34 years plus in computer security, 20 years pen testing

• Expertise in host and network security, IdM, crypto, PKI, 

APT, honeypot, cloud security

• Consultant to world’s largest companies and militaries for 

decades

• Previous worked for Foundstone, McAfee, Microsoft

• Written 13 books and over 1,200 magazine articles

• InfoWorld and CSO weekly security columnist 2005 - 

2019

• Frequently interviewed by magazines (e.g. Newsweek) 

and radio shows (e.g. NPR’s All Things Considered)

About Roger

Certification exams passed include:

• CPA

• CISSP

• CISM, CISA

• MCSE: Security, MCP, MVP

• CEH, TISCA, Security+, CHFI

• yada, yada
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Roger’s Books



About Us
• The world’s largest integrated Security 

Awareness Training and Simulated Phishing 

platform

• We help tens of thousands of organizations 

manage the ongoing problem of social 

engineering

• CEO & employees are industry veterans in 

IT Security

• Global Sales, Courseware Development, 

Customer Success, and Technical Support 

teams worldwide

• Offices in the USA, UK, Netherlands, 

Norway, Germany, South Africa, United 

Arab Emirates, Singapore, Japan, Australia, 

and Brazil
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Biometric attributes are used to authenticate people in digital systems

Common Types: 

• Fingerprints, face, retina, iris, palm, geometry, veins, voice, touchless, etc.

• Behavioral: typing (keystroke dynamics), cursor movements, etc.

• Experimental: Smell, brainprint, etc.

• DNA   the          ultimate??

• Can be used 1FA or MFA 

Biometric Basics
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Why Are Biometrics Used?

• Always on you

• Supposedly universally unique or darn close anyway

• Measured attributes usually change slowly over time for most people

• Can be measured quickly

Biometric Basics
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Biometric Basics
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Biometric Basics
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Biometric Basics

https://www.acuitymi.com/post/the-2021-biometric-digital-identity-investment-explosion
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• Some biometric solutions are great and accurate

• Many aren’t

• Most are not as accurate as believed by customer

• Most are not as accurate as claimed by vendor

• All can be hacked

• But anything can be hacked…including biometrics

• Some biometric solutions are far more resilient than others

Biometric Basics
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Biometric systems are generally set to one of two id modes:

• One-to-many (1:N)

• Compare submission to large group to find one person, identification

• One-to-one (1:1)

• Ex. Using your fingerprint to logon to your phone, verification

• Generally, one-to-one mode is easier

Biometric Basics
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Basic Process

• Capture

• Storage

• Usage

Biometric Basics

From Chapter 16 of Hacking Multifactor Authentication book
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Problem Summary

• Accuracy

• Security/Hacking

• What to do if biometric attribute stolen?

• Shared systems can promote disease transmission

• Privacy issues, government intrusion, etc.

• Bias

Biometric Basics
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Problems

Accuracy

• Biometrics can have a high number of:

• False-Negatives/False Reject Rate (Type I error)

• False-Positives/False Accept Rate (Type II error)

• Cross-Over Error Rate (CER)

Biometric Basics
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Problems

Accuracy

• What Everyone Wants: Low number of false-negatives and false-
positives

• But, in most cases, as you lower false-negatives you raise false-
positives and vice-versa

• In general, if you have to make a trade-off:

• Want low false-negatives for verification

• Want low false-positives for identification

Biometric Basics
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Problems - Accuracy

Edge Cases - Some people can never use a particular biometric solution

• People born without fingers, eyes, mute, etc.

• Biological dupes may exist (i.e., twins, etc.)

• Eye diseases cause constant change

• Adermatoglyphia – born without fingerprints

• Facial hair changes, new scars, tattoos, weight gain, etc.

• Play guitar, work with abrasive materials, paint, garden, etc.

• Glasses, masks, lighting, angles, etc., undermine accuracy

Biometric Basics
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Problems

Accuracy

• Some/most vendors claimed accuracy rates are suspect
• They will tell you how the biometric attribute involved, itself, is “unique 

in the world”
• They will tout the involved hardware’s “great” potential accuracy rate
• They will point to the theoretical boundaries of what their solution is 

capable of

• But the only accuracy you should care about is the solution’s 
complete, end-to-end, accuracy as used in the real world

Biometric Basics
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Biometric Basics
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Accuracy –Example: Fingerprints

• “Your fingerprints are unique in the world!”

• Likely a true statement, but we aren’t even sure about that

Biometric Basics

What is actually stored and used is far less unique in the world
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Accuracy –Example: De-Tuning

• Biometric readers in most popular consumer devices and even in 
corporate environments are intentionally significantly “detuned” to 
lower false-negatives

• Because people get mad if the system doesn’t recognize them or if 
they have to do repeated submissions

• This increases the chances of false-positives significantly

Biometric Basics
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Accuracy –Example: Fingerprints

• False-positive fingerprint matches on real-world biometric systems 
are fairly common

• Example real world: 500-person organization, had:

• Multiple fingerprint matches among employees

• Several employees had to use different fingers than first one 
requested to achieve separation

• At least 1 employee just couldn’t use the system

Biometric Basics
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Accuracy –Example: Fingerprints

• False-positive fingerprint matches on real-world biometric systems are 
fairly common

Example real world: My cell phone
• Supposedly the standard is 1:50,000 accuracy
• My cell phone has been unlocked by a customer’s fingerprints
Other Examples
• https://www.cnbc.com/2022/08/26/google-pixel-6a-fingerprint-issue-

my-friend-unlocked-my-phone.html
• https://www.youtube.com/watch?v=RqkydbXgbMA
• https://www.youtube.com/watch?v=-kflCMQWxiY (around 15:50)

Biometric Basics
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Accuracy –Example: Fingerprints

• December 2014

• The largest study of real-world fingerprint solutions 

• https://nvlpubs.nist.gov/nistpubs/ir/2014/NIST.IR.8034.pdf

• 733 participants

• Most accurate “miss rate” was 1.9%

• Most solutions were 5%-15%

• But in general, fingerprint technology gets better every year

Biometric Basics
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Accuracy –Example: Windows Hello Facial Recognition

• I’ve had many people over the years email or come up to me to say 
that Windows Hello logged in their young son or daughter as them, 
even though they look nothing alike

Biometric Basics

https://www.reddit.com/r/Surface/comments/5h1zb5/windows_hello_does_also_unlock_with_my_daughters/
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Accuracy –Example: Windows Hello Facial Recognition

• More stories

Biometric Basics

https://www.reddit.com/r/Surface/comments/5h1zb5/windows_hello_does_also_unlock_with_my_daughters/
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Problems

Accuracy

• NIST Face Recognition Vendor Test (FRVT) is a multi-year, 
ongoing evaluation of face recognition algorithms applied to large 
image databases sequestered at NIST.

• Since 2017, over 450 algorithm applications submitted so far

• https://www.nist.gov/programs-projects/face-recognition-vendor-
test-frvt-ongoing

• https://pages.nist.gov/frvt/reports/11/frvt_11_report.pdf

Biometric Basics
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Problems

Accuracy

• A “false non-match rate” or FNMR is the rate at which a 
biometric solution says the same person is not the same 
person

Biometric Basics
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Problems

Accuracy

• A “false non-match rate” or FNMR is the rate at which a 
biometric solution says the same person is not the same 
person

Biometric Basics

NIST wants false match rate = 0.00001 as a goal or 1:100,000 errors

1.0 = 100%, Lower numbers are better
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Problems

Accuracy

Biometric Basics

https://pages.nist.gov/frvt/reports/1N/frvt_1N_report.pdf
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Problems

Accuracy - Twins

https://nvlpubs.nist.gov/nistpubs/ir/2022/NIST.IR.8439.pdf

Biometric Basics

“All of the algorithms submitted 
to the FRVT verification track are 
unable to distinguish between 
identical twins.”
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Accuracy –Example: Voice-Recognition

1. Attacker captures victim’s voice
 Multiple times is better

2. Uses deepfake technology to create new phrases

3. Uses against people or voice-recognition technology

Biometric Basics
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Accuracy –Example: Voice-Recognition

• Red team tried to get past Help Desk voice recognition system used 
to authenticate people calling into Help Desk

Biometric Basics

https://www.netspi.com/blog/technical/adversary-simulation/using-deep-fakes-to-bypass-voice-biometrics/
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Accuracy –Example: Voice-
Recognition

• Cybersecurity expert fools 
bank’s voice recognition 
system

Biometric Basics

https://www.youtube.com/watch?v=CeYLyeWhi4E
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Accuracy –Example: Voice-Recognition

Biometric Basics

http://www.vc-challenge.org/

1.0000=100% Detection of Deepfake Spoof, 
Higher is better

“The VCC evaluation report indicates 
the merits of voice conversion are 
improving drastically in different 
aspects like naturalness, speaker 
similarity, amount of target voice 
needed to create a deepfake and 
robustness in synthesizing in real 
time.”

Forbes, May 2021
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Bias

• Biometric solutions can have TECHNICAL higher false-positive and 
false-negative rates with particular populations

• “Performance variability due to demographics”
• -Dr. Stephanie Schuckers, Director of CITeR, Clarkson University

• Often due to skin color

• Not talking about someone’s personal bias

Biometric Basics
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Problems

Bias

• A “false non-match rate” or FNMR is the rate at which a 
biometric solution says the same person is not the same 
person

Biometric Basics

https://pages.nist.gov/frvt/reports/de
mographics/annexes/annex_14.pdf
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Bias

Can be an economic problem, for example:

• Poorer people might be less likely to be able to afford a cell phone 
capable of doing fingerprints

• Might have more fingerprint abrasions due to hard work

• May have less experience with using a smartphone

• May not have a smartphone or any cell phone
• 25% of the world does not have a cell phone

• May share a phone with someone else
• May not even trust that person

Biometric Basics
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Bias

Can be a disability problem, for example:

• Sight impaired

• Uncontrolled tremors

• Missing biometric trait being measured

Biometric Basics
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Summary Lesson

Some biometric solutions are more accurate than others

You need to know which you are buying/using

Biometric Basics
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Agenda
• Biometric Basics

• Hacking Biometrics

• Safer Biometrics
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Summary

Hack the:

• Biometric Reader and/or process

• Any other component involved 

• MitM/AitM Attacks

• Fake the biometric attribute (i.e., Presentation Attacks)

• Steal attributes

Hacking Biometrics
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Hacking Biometrics
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Hacking Biometrics

Vulnerabilities
often found
in the transitions

Vulnerabilities
often found
in the transitions
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Hacking Biometrics

From: https://www.nist.gov/system/files/documents/2020/09/15/12_buschthieme-ibpc-pad-160504.pdf

Hacks on
Biometric
Device/Reader/
System
Itself
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Hacking Methodology

Basic attack methods that work against most biometric solutions

• Social Engineering (most popular and successful method)

• Eavesdropping/MitM

• Exploit Programming bug

• Weak verification between components

• Alternate recovery/bypass

• Weak default configuration settings

• Data/Network traffic malformation

• 3rd Party Reliance issue (e.g., DNS, Active Directory, etc.)

• Physical attacks

• Others

Hacking Biometrics
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Bypass Attacks

There are dozens to hundreds of companies with products that 
bypass phone lock screens

Hacking Biometrics
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Bypass Attacks

There are often bugs which allows a knowledgeable attacker to 
bypass the biometric screening

• Run exploit code in debug session: 
https://www.youtube.com/watch?v=QHY_gtCM7y0

Hacking Biometrics
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Bypass Attacks

There are often bugs which allows a 
knowledgeable attacker to bypass the 
biometric screening

• Trick app into bypassing biometric lock 
screen, and use it to access device

• On phone: Use emergency phone number 
screen to cause a phone reset: 
https://www.youtube.com/watch?v=TnKChcn
X0KQ

Hacking Biometrics
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Presentation Attacks

Presentation Attack = submitting fraudulently created biometric attribute

• ISO/IEC 30107-3:2017
 https://www.iso.org/standard/67381.html

• Deals with automated detection of presentation attacks (i.e., Presentation 
Attack Detection (PAD)

Hacking Biometrics



PAD 
Attacks

Biometric Recreations

• Fake fingerprints, fake faces, deepfake voices, etc.

• Biometric vendors try to prevent fakes, but hackers just get 

around

• Stolen and replayed

Biometric Fakes



Physical 
Attacks

Biometric – Fake Faces

• Pictures

• 3D Masks

• Photoshopped blinking eyelids in animated gifs

MFA Hacks



YouTube
Video
Search

MFA Hacks



Liveness Detection

Is the attribute being presented to the biometric reader involve a live 
person?

• Look for changing light, heat, 3D geometry bouncing off face

• Look for blinking eyes

• Look for blood flow

Safer Biometrics



Liveness Detection

• Hackers and researchers always trying to fool liveness detection

• Often successful

• Face - Using 3D masks, silicon masks, video of person

Safer Biometrics

http://livdet.org/



Liveness Detection

• The winning solution of the image category convinced facial scanners to 
accept fake images 16.47% of the time

Safer Biometrics

https://livdet.org/face2021-livdet-org/face_2021.pdf



Liveness Detection

Apple FaceID

• Didn’t fail amateur silicon mask trick

• https://www.youtube.com/watch?v=FhbMLmsCax0

Safer Biometrics



Liveness Detection

Make sure what you’re using is one of the accurate solutions

• Look for ISO/IEC 30107-3

• NIST PAD testing standard coming soon

• NIST NVLAP accrediting independent labs, like

• iBeta independent lab

Safer Biometrics



Continuous Detection

• Instead of measuring once, measure all the time?

• Part of zero-trust initiative

• Layer traditional logon security partnered with keystroke/cursor 
dynamics?

Safer Biometrics



Copied
Biometrics

• There is nothing inherent in biometrics that stops Man-in-the-

Middle (MitM) attacks

• If an attacker can insert themselves between client and the 

server and neither side is able to tell, then the method is 

susceptible to MitM attacks

Man-in-the-Middle Attacks



Network
Session 
Hijacking

Network Session Hijacking Proxy Theft Logical Diagram

MFA Bypass Hack

Phishing email
With

Rogue URL

Step 1

Step 2

Man-in-the-Middle (MitM)
Rogue Transparent Proxy

Web site

Victim’s
Intended
Web site

1. Hacker sends victim phishing email with rogue URL
2. Victim tricked into clicking on rogue URL, taking victim to rogue MitM site
3. MitM site then connects to victim's intended legitimate, real, web site
4. MitM site collects all info/data sent between victim and real web site; and vice-versa
5. Hacker can steal victim’s logon creds, bio attrib, access control token cookie, etc.
6. Hacker uses victim’s access control token cookie to logon

SAML token

SAML token



Network
Session 
Hijacking

Kevin Mitnick Hack Demo

MFA Hacks

https://blog.knowbe4.com/heads-up-new-exploit-hacks-linkedin-2-factor-auth.-see-this-kevin-mitnick-video



Copied
Biometrics

• Although most biometrics are involved in device logons and 

not app logons, making them less likely to be MitM’d

• But this does not mean fully resistant

• Remote biometric logons are becoming far more common

• Is biometric auth?:

• On local device (most common, less susceptible)

• Or remotely (less common, growing, more susceptible)

• Good if biometric solution cannot be MitM’d either way

Man-in-the-Middle Attacks



Reuse
Stolen 
Biometrics

• If your biometric identity is stolen, how do you stop a bad guy 

from re-using it?

• Once stolen, it’s compromised for your life

• You can change a password or smartcard, you can’t easily 

change your retina veins or fingerprint

• Known as non-repudiation attack in the crypto world

Example: June 2015 OPM attack stole biometrics of 5.6 million 

people

https://en.wikipedia.org/wiki/Office_of_Personnel_Management_data_breach

Stolen Biometric Attributes



Reuse
Stolen 
Biometrics

Another example:

• Aug. 2019 breach

• Biostar2 platform

• Fingerprints and facial recog

• Top 50 biometric app vendor

• Over 1 million fingerprints breached

• The breachers claim company was largely unresponsive and 

uncooperative to their reports and ongoing discussions

Stolen Biometric Attributes
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Agenda
• Biometric Basics

• Hacking Biometrics

• Safer Biometrics
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Summary

• Choose an Accurate solution

• Choose a Secure solution

Choose solutions that:

• Protect storage of biometric attributes

• Prevent presentation attacks

• Prevent MitM attacks

• Recognize the role bias might play

Safer Biometrics
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Accuracy

• Make sure the system is accurate

• Not all biometric systems are equally accurate, you must research if 
you plan to rely on

• Review error rates and compare to competitors

• Don’t just rely on the vendor’s accuracy attestation

• Ask the vendor what algorithm they use and then look up its 
accuracy

• Ex. https://www.nist.gov/programs-projects/face-recognition-vendor-test-frvt-ongoing

• Ask for 2-3 large customers to contact that are using the product

Safer Biometrics

https://www.nist.gov/programs-projects/face-recognition-vendor-test-frvt-ongoing
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Accuracy

• Maybe consider a different, better, biometric system, with more 
points of measurement

• Example: Too many false-positive matches with a fingerprint 
scanner

• Move to fingerprint/finger vein geometry

• More points to consider

• Less chance of a false-positive

Safer Biometrics
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Accuracy

• Sometimes OK is good enough

Safer Biometrics
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MFA is Better

• All other things considered equal, MFA is better than 1FA for 
security

• Is 1FA biometrics ever right for remote logons?

Safer Biometrics
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Secure By Design

• Make sure the entire end-to-end solution is secure

• Vendors developers should know and practice secure development lifecycle 
(SDL)

• www.microsoft.com/sdl

• https://wiki.sei.cmu.edu/confluence/

• Vendor should have in-house code review and penetration testing

• Vendor should hire external pen testers

• Vendor should participate in bug bounties

Safer Biometrics
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Secure Storage

• How are biometric attributes stored?
• As exact copies or transformed?

• You want transformed biometric attribute storage

• Hardware protection is best (TPM chip or something like it)

• Encrypted attributes

• Hashed attributes

• Token attributes

Safer Biometrics
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Secure Storage

• Hashed/Token attributes

Safer Biometrics
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Summary

Does biometric solution prevent MitM attacks?

• Is solution susceptible to MitM attacks?

• Would client or server recognize MitM attack?

• FIDO-enabled solutions are resistant to MitM attacks
• https://fidoalliance.org/certification/biometric-component-certification/

Safer Biometric
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Secure

• Submission rate-limiting

• Time-out/lock-out periods for bad submissions

Safer Biometric
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Bias

Be Aware of Design and Implementation Biases

• Some solutions have higher biases

• Some populations may not have same awareness, education, 
capability or availability

Safer Biometric
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Parting Thoughts – Education is Necessary
No matter which type of biometrics you choose, educate everyone:

• Buyers, Evaluators, Implementors, Users, Senior management

Topics:

• Strengths and weaknesses

• How to correctly use the biometrics solution
• Including what might indicate a malicious attempt to abuse it
• And what to do during rogue attacks

• What biometrics does and doesn’t prevent

• The common possible attacks for that type of biometrics and how to prevent and detect

• You wouldn’t give people passwords without warning them about common hacker tricks

Key Takeaways
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More Reading

https://www.biometricsinstitute.org/

https://fidoalliance.org/certification/biometric-component-certification/

https://citer.clarkson.edu/

Safer Biometric
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KnowBe4 Security Awareness Training

Baseline Testing

We provide baseline testing to assess the Phish-Prone™ 

percentage of your users through a free simulated phishing attack.

Train Your Users

The world's largest library of security awareness training content; 

including interactive modules, videos, games, posters and 

newsletters. Automated training campaigns with scheduled 

reminder emails.

Phish Your Users

Best-in-class, fully automated simulated phishing attacks, 

thousands of templates with unlimited usage, and community 

phishing templates.

See the Results

Enterprise-strength reporting, showing stats and graphs for both 

training and phishing, ready for management. Show the great ROI!



Generating Industry-Leading Results and ROI

• Reduced Malware and Ransomware 

Infections

• Reduced Data Loss

• Reduced Potential Cyber-theft

• Increased User Productivity

• Users Have Security Top of Mind

85% Average Improvement

Across all industries and sizes from baseline testing to one 
year or more of ongoing training and testing



Questions?

Tel: 855-KNOWBE4 (566-9234)    |    www.KnowBe4.com    |    Sales@KnowBe4.com

Roger A. Grimes– Data-Driven Defense Evangelist, KnowBe4
rogerg@knowbe4.com

Twitter: @rogeragrimes

https://www.linkedin.com/in/rogeragrimes/
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