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Know your risks. Plan strategically.
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Practical, data-driven research to help internal
auditors and their stakeholders understand today's
risk environment and update their audit plans.
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Global Summary

» Fastest growing risks in next 3 years
o Digital disruption (including Al)
- Expected to rank second in 3 years

o Climate change
- Expected to rank fifth in 3 years

* None of the other risks are expected to
have such large increases

* Thistrend is expected by internal auditors
In each region and worldwide
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Global Summary, Continued

Ongoing high risks worldwide
o Cybersecurity

o Business continuity

o Human capital

Roundtable discussions provide insight
Into risk drivers and leading practices for
climate change and digital disruption




Survey
Demographics
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Research Methodology

Global participation Survey response total: 3,544

1,024 985

124 countries/

territories
participating

418
324
. =

Asia Europe Latin North Africa Middle
Pacific America America East

Research Phases
614

Global survey of CAEs and
Directors:
4 March to 20 May 2024

18 roundtables with 138
participants: May 2024

27 in-depth interviews with
internal audit experts: June 2024




Survey Approach

16 risk areas were explored

Survey Questions

« What are the top 5 risks
your organization faces?

What are the top 5 areas
on which internal audit
spends the most time
and effort?

Risk Name
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Risk Description Used in the Survey

Business continuity, operational resilience, crisis management, and

1 Business continuity disaster response

2 | Climate change Climate change, biodiversity, and environmental sustainability
3 Communications/reputation Communications, reputation, and stakeholder relationships

4 | Cybersecurity Cybersecurity and data security

5 Digital disruption (including Al) Digital disruption, new technology, and Al (artificial intelligence)
6 | Financial liquidity Financial, liquidity, and insolvency risks

7 Fraud Fraud, bribery, and the criminal exploitation of disruption

8 | Geopolitical uncertainty Macroeconomic and geopolitical uncertainty

9 | Governance/corporate reporting Organizational governance and corporate reporting

10 | Health/safety Health, safety, and security

11 | Human capital Human capital, diversity, and talent management and retention
12 | Market changes/competition Market changes/competition and customer behavior

13 | Mergers/acquisitions Mergers and acquisitions

14 | Organizational culture Organizational culture

15 | Regulatory change Change in laws and regulations

16 | Supply chain (including third parties) Supply chain, outsourcing, and ‘nt™ party risk
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Global Risk Trends

What are the top 5 risks your organization faces?
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Last Year's Risk

Cybersecurity

Human capital

Business continuity

Regulatory change

Digital disruption (including Al)
Financial liquidity

Market changes/competition
Geopolitical uncertainty
Governance/corporate reporting
supply chain (including third parties)
Organizational culture

Fraud
Communications/reputation
Climate change/environment
Health/safety

Mergersfacquisitions

735
51%
47%
3099

329
3294
309
27%
26%
2694
245
21%

11%
6%
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Current Year's Risk

Cybersecurity

Business continuity

Human capital

Digital disruption (including Al)
Regulatory change

Market changes/competition
Financial liquidity

Geopolitical uncertainty
Governance/corporate reporting
Organizational culture

Fraud

Supply chain (including third parties)
Climate change/environment
Communications/reputation
Health/safety

Mergers/acquisitions

735
51%
A0

385
329
319
309
25%
245
2454
2:3%
23%
209
11%
6%
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Risk Expectations in 3 Years

Cybersecurity

Digital disruption (including Al)
Business continuity

Human capital

Climate change/environment
Regulatory change

Geopolitical uncertainty

Market changes/competition
Financial liquidity

supply chain (including third parties)
Governance/corporate reporting
Fraud

COrganizational culture
Communications/reputation
Health/safety

Mergersfacquisitions

604

47%
425

37%
31%
0%
20%
241
22%
21%
20%
1506
109

Sb



| tornal Audit
1
N - FOUNDATION

-

Global Risk Trends Analysis

Cybersecurity, business continuity, and human capital remain high

Digital disruption (including Al) and climate change are expected to increase
most

Digital disruption (including Al)
o Currently ranked fourth (39%)
o In3years, expected to be ranked second (59%)

Climate change/environment
o Currently ranked thirteenth (23%)
o In 3years, expected to be ranked fifth (39%)

None of the other 14 risks studied are expected to see such dramatic changes



Current Risk
Levels
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Global Risk Levels — Region Comparisons

What are the top 5 risks your organization faces?

Analysis

There is broad consensus
worldwide about the 4 highest
risk areas. However, each region
also has some unique areas of

concern.

5 highest risk areas per industry

Risk area

Cybersecurity
Business continuity

Human capital

Digital disruption (including Al)
Regulatory change

Market changes/competition
Financial liquidity

Geopolitical uncertainty
Governance/corporate reporting
Organizational culture

Fraud

Supply chain (including third parties)

Climate change/environment
Communications/reputation
Health/safety

Mergers/acquisitions

Global

Average

Asia
Pacific

Europe

Latin
America

26%
33%

18%
28%
32%
17%
28%
17%
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Middle North
East America

27%
28%

27%
21%
27%
26%
12%
21%
12%

If there is a tie for the fifth highest percentage, both percentages are highlighted in a lighter color.
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Global Risk Level Analysis

General consensus about highest risks

« Highest risk areas globally
o Cybersecurity
o Business continuity
o Human capital
o Digital disruption
(including Al)
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» Regional concerns

o Africa — financial liquidity and fraud

o Asia Pacific — market
changes/competition

o Europe — geopolitical uncertainty and
regulatory change

o Latin America — geopolitical uncertainty
and regulatory change

o Middle East — governance/corporate
reporting

o North America - regulatory change and
market changes/competition



Emerging Risk
Drivers
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Risk Drivers for Emerging Risks

Factors that influence risk levels at organizations (private sector and public sector)

Regulations Politics

Political priorities or trends related
to the risk area

Specific regulations and
consequences for noncompliance

Financial impact Public opinion

Pressure from the pubilic, the
market/customers, or stakeholders

Impact on revenues or assets
(including fraud)

Business opportunity Social impact

Advantage for business, or Harm or benefit for people
risk of falling behind or society in general

@ Direct pressure  Indirect pressure @)
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Risk Drivers for Emerging Risks
Understanding direct and indirect influences

* Direct influence - Example: Climate change
o Regulations
o Financial impact o Direct influences: regulations and
o Business opportunity financial impact of extreme weather

 Indirect influence L .. .
o Indirect influences: politics, public

0 PO"t{CS . opinion, social impact of extreme
o Public opinion weather

o Social impact
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Global Audit Priorities - Region Comparisons

What are the top 5 areas where internal audit spends the most time and effort?

Global Africa Asia Latin Europe Middle North

Audit area

America East America

Average Pacific
Cybersecurity
Governance/corporate reporting

Business continuity

. Regulatory change
Ana IySIS Financial liquidity
69% say cybersecurity is one of the Fraud
five areas where internal audit Supply chain (including third parties) 31% 29% 28% 29% 36% 31% 35%
spends the most time and effort. Human capital 31% 36% 33% 29% 28% 35% 27%
Digital disruption (including Al}) 25% 24% 23% 19% 23% 31% 33%
Other top priority areas are Organizational culture 23% 25% 25% 30% 24% 22% 15%
governance/corporate reporting Communications/reputation 20% 24% 23% 22% 14% 18% 17%
(56% of respondents) and business Market changes/competition 16% 12% 25% 17% 13% 18% 10%
continuity (55% of respondents). Health and safety 16% 15% 16% 13% 18% 17% 16%
Climate change/environment 12% 9% 16% 11% 20% 5% 9%
5 highest audit priorities per region Geopolitical uncertainty 8% 10% 6% 12% 6% 9% 3%
Mergers/acquisitions 6% 4% 2% 7% 7% 7% 10%
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Global Audit Priority Analysis

Overall consistency with small differences per region

Areas of high audit priority
globally are:

O

Cybersecurity (69% of
respondents)

Governance/corporate
reporting (56% of respondents)

Business continuity (55% of
respondents)

Comparatively low priority
areas per region:

O
O
O

Africa — requlatory change

Asia Pacific — financial liquidity
Latin America — governance/
corporate reporting

Europe - fraud

Middle East — regulatory change
North America — fraud
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Balancing Audit Priority and Risk

Understanding audit priority survey results

Audit priority data reflects the percentage who ranked a risk as one of the five
where internal audit spends the most time and effort.

Audit priority is contingent on how much action is possible for the organization
and/or internal audit related to the risk.

For example, geopolitical uncertainty may be a top risk but not a top audit
priority if there is little direct action that internal auditors can take related to
that risk.

Audit effort related to geopolitical uncertainty may be incorporated in related
areas, such as business continuity, supply chain, etc.
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Digital Disruption (Including Al) Perspectives

Artificial intelligence (Al) connects to many risk areas Areas with Highest Levels of Risk Related to
Artificial Intelligence

Cybersecurity [ 7 5 %
Human capital [ 50 %
Fraud [N 48%
Communications/reputation |GGG 37%
Organizational culture |GG 36%
Market changes/competition || IIGTNNEGEEEEE 35%
Business continuity [ IIGNNEGEGEGEGEGE 36%

The top risks negatively impacted by Al worldwide are
cybersecurity, human capital, and fraud.

Organizations feel the need to adopt Al to keep pace with

competition. As Al is implemented, internal audit provides

: i Regulatory change 32%
advisory services to set up processes and controls. After J v J °
o o c o i )
these are in place, internal audit provides assurance. Governance/corporate reporting 23%
Supply chain and third parties 21%
Geopolitical uncertainty 13%
Somg internal.aL'Jdit functions are finding ways tg test Al Health and safety 13%
and integrate it into internal audit processes. This helps T
_ : : : Financial liquidity 12%
internal audit build Al knowledge needed to provide
Climate change/environment 8%

assurance for their organizations.
Mergers and acquisitions 3%
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Chasing Technology

Organizations are forced to consider new technology (such as Al) or get left behind

The Tech Dilemma

Extra challenges for developing regions

Embracing Technology
L. . . CAEs recognize Al risks, need to adopt
Digital Disruption

Risk Drivers * Forinternal auditors in developing

» CAEs in all regions recognize Al’s

Business opportunity —
High risk of missed
opportunities

Financial impact -
Comparing cost vs. benefit
Public opinion — Market
and stakeholder demand
Social impact — Ethical
concerns

Regulations — Compliance
now and in the future

potential to increase cybersecurity,
fraud, and human capital risks.

Internal audit leaders recognize the
need for governance and transparency
as key to effective use of Al and other
digitally disruptive technologies.

Organizations need support for data
quality, data privacy, and ethical
guidelines for Al.

Internal audit should be proactive in
helping the organization understand
the control environment, while avoiding
becoming a roadblock.

regions, the introduction of ChatGPT
and other generative Al models
widened an existing technology gap.

The cost of new technology in
developing countries is higher than
other areas, and internet access may be
lacking.

There is growing concern that
technology’s unyielding acceleration
makes catching up extremely difficult
for some.
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Climate Change Perspectives

Climate change risks are expected to rise in all regions in the next 3 years

United States and Middle Climate Change as a Top 5 Risk

East currently rate climate
change risks significantly
lower than other regions.

All regions expect climate
change risks to increase in

the next 3 years, with 23%

Middle East, Africa, and Asia

2

P : 14% P
Pacific increasing the most. °
Facirc incréasing thé most. .

Canada’s views on climate
risk are closely aligned to
Europe’s.

0%

U.S. Middle East Africa Asia Pacific Latin Canada Europe
America

B Current M In 3 years Percentage point increase
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Climate Risk Beyond Compliance

Regulations are a strong driver, followed by impacts from extreme weather

Sustainability regulations Extreme weather

Compliance-focused audit effort Business continuity and social impact

@ Climate Risk Drivers

* Where sustainability regulations are in * In Latin America, hurricanes, floods,

Regulatory — Sustainability
reporting and financing
Financial — Cost of extreme
weather

Social — People/infrastructure
impacted by extreme weather
Public opinion — Pressure
related to sustainability
Political opinion - Large
differences per country
Business — "Green” business
advantage

place, internal audit effort for climate
change is higher.

European regulation on climate is
driving higher audit effort, with 20% of
CAEs rating it as a top five area,
compared to 12% globally.

Greenwashing is a growing fraud risk
where regulatory requirements are in
place and/or customers seek “green”
businesses or investments.

The politicization of climate change in
the U.S. has resulted in fewer
regulations and lower engagement f-r
internal audit.

drought, and extreme heat are
disrupting business operations and
supply chains — even slowing down
transportation through the Panama
Canal.

In Africa, the social impacts of extreme
weather include food and water
scarcity, disease outbreaks, and loss of
infrastructure and housing.

The public sector in all regions is
especially vulnerable to extreme
weather and must find funding to
prepare and respond.
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Global Summary Conclusion

* Digital disruption and climate change risks are
the fastest-growing risks in the next 3 years

« See beyond the present and prepare for the
future
o Understand organizational risk drivers

o Inform boards about trends in technology, climate,
regulations, and politics

o Connectrisk to strategy
o Support Al governance development




Page 31

Internal Audit Foundation Acknowledgements

President: Warren W. Stippich, Jr., CIA, CRMA

Senior Vice President, Strategy: Glenn Ho, CIA, CRMA

Vice President, Finance and Development: Shirley Livhuwani Machaba, CCSA, CRMA
Vice President, Content: Nora Kelani, CIA, CRMA

* Subramanian Bhaskar * Dawn Jones, ClA, CRMA

* lose Gabriel Calderon, CIA, CRMA * Reyes Fuentes Ortea, CIA, CCSA, CRMA
* Hossam El Shaffei, CCSA, CRMA * Anthony J. Pugliese, CIA

* Susan Haseley, CIA * Michael A. Smith

Staff liaison: Laura LeBlanc, Senior Director, Internal Audit Foundation

Chair: Mora Kelani, CIA, CRMA

* Tonya Arnold-Tornquist, CIA, CRMA * Ahmed Shawky Mohammed, CIA
* Christopher Calvin, CIA * Grace Mubako, CIA

* loseph lan Canlas, CIA, CRMA * Ruth Doreen Mutebe, CIA

* Andre Domingos * Thomas O'Reilly

* Christina Duguette, CRMA * Emmanuel Pascal, CIA, CRMA

* Marc Eulerich, CIA * Brian Tremblay, CIA

* Dagmar Flores, CIA, CCSA, CRMA * Koji Watanabe

* Anargul Kairulla, ClA * Stacy Wright, CIA

* Ayaka Mitsunari

Staff liaison: Deborah Poulalion, Senior Manager, Research and Insights, The 1A

Project directors:
* | aura LeBlanc, Senior Director,
Internal Audit Foundation

® Deborah Poulalion, Senior Manager,
Research and Insights, The 1A

Project manager: Candace Sacher

Research writers:

* Robert Perez (Africa, Latin America,
North America, and Global
Summary)

® Arthur Piper (Asia Pacific and Middle
East)

Graphic designer: Cathy Watanabe

Ly

o

Internal Audit
FOUNDATION



Page 32

Internal Audit Foundation Partners

DIAMOND PARTNERS
oz

B
¢ » )
cadslall cpeslall cbieas) el 216N
® Arab Confederation for Institut i int | Audits
\’ rab Confederation for Institutes of Internal Auditors

‘- The Institute of
Internal Auditors

A Chicago

“-' African Federation of
‘.~ Institutes of Internal Auditors

Gold Partners

s Fundacion Latincamericana
de Auditores Internos

+ [IA-Greece

« llA-Houston

« lIA-Japan

s [IA-New York

« lIA-Singapore

« Nanjing Audit University

) AUDITBOARD

- ‘- The Institute of
$ Internal Auditors

Crowe

President's Circle
(Individual Donors)

« Larry Harrington, CIA, QIAL, CRMA
» Stacey Schabel, CIA
« Warren W. Stippich, Jr., CIA, CRMA

Deloitte.

[lA-Argentina
lI1A-Australia
llA-Bolivia
|lIA-Botswana
I1A-Brazil

llA-Canada

[IA-Chile
IIA-Colombia
IIA-Costa Rica
lI1A-Democratic
Republic of the Congo
ll1A-Dominican Republic
llA-Ecuador

II1A-El Salvador
llA-Gabon

IA-Ghana
lIA-Guatemala
llA-Heong Kong, China
llA-Indonesia
llA-Japan

o GrantThornton

3@ Wolters Kluwer

llA-Kenya
lIA-Malawi
llA-Mexico
llA-Morocco
llA-Nicaragua
llA-Nigeria
llA-Panama
ll|A-Paraguay
l1A-Peru
IlA-Philippines
llA-Rwanda
Il1A-Singapore
IlA-South Africa
IlA-Taiwan (Chinese)
llA-Tanzania
llA-Uganda
llA-Uruguay
llA-Venezuela
A-Zambia
llA-Zimbabwe

Ly

o

Internal Audit
FOUNDATION



e RISKIN

FOCUS

AbOUt The "A Hot topics

forinternal
About The lIA

The Institute of Internal Auditors (llA) is a nonprofit international
professional association that serves more than 245,000 global
members and has awarded more than 200,000 Certified Internal
Auditor (CIA) certifications worldwide. Established in 1941, The IIA
is recognized throughout the world as the internal audit profession’s
leader in standards, certifications, education, research, and
technical guidance. For more information, visit theiia.org.

auditors

Read More

About the Internal Audit Foundation

The Internal Audit Foundation provides insight to internal audit
practitioners and their stakeholders, promoting and advancing the
value of the internal audit profession globally. Through the
Academic Fund, the Foundation supports the future of the
profession through grants to support internal audit education at
institutions of higher education. For more information, visit QG Internal Audit
theiia.org/Foundation. > FOUNDATION
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Copyright Information

The llA publishes this document for informational and educational purposes. This material is not
intended to provide definitive answers to specific individual circumstances and as such is only
intended to be used as a guide. The |IA recommends seeking independent expert advice relating

directly to any specific situation. The IIA accepts no responsibility for anyone placing sole reliance on
this material.

Copyright © 2024 by the Internal Audit Foundation. All rights reserved. For permission to republish,
please contact Copyright@theiia.org.

Global Headquarters Phone: +1-407-937-1111
The Institute of Internal Auditors Fax: +1-407-937-1101

1035 Greenwood Blvd., Suite 401 Web: theiia.org/Foundation
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