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About Risk in Focus
Know Your Risks. Plan Strategically.

An annual initiative to identify the
world’s five highest risks

Based on survey results, roundtables,
and interviews with chief audit
executives and directors

Research facilitated by the Internal Audit
Foundation and partners*

*Europe Risk in Focus reports are produced by the European Confederation
of Institutes of Internal Auditing (ECIIA)
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Global Survey Participation
Response rate per region

4,073

respondents

131

countries/locations

North
America

7%

271

Africa

America
0
21% "i%"

863

* 4,073 responses
from chief audit
executives and

directors

* 131 countries/

locations
represented

* Survey conducted

April 28 to
June 6, 2025
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Asia Pacific Survey Participation

Response rate per country/location
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Asia Pacific Survey Participation

Response rate per subregion and country

Central Asia/Other

East Asia Pacific South Asia Southeast Asia

Japan 307 Australia 29 India 60 Philippines

Chinese Taiwan 192 Fiji 18 Bangladesh 9 Singapore

China 51 New Zealand 8 SriLanka 5 Indonesia

South Korea 16 Maldives 2 Pakistan 1 Malaysia

Hong Kong, China 1 Total 57 Total 75 Vietnam

Total 567 Myanmar
Cambodia
Total

64
37
30
21

159

Kazakhstan
Afghanistan
Other

Total

= N

I
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Asia Pacific’s Risk
Environment

Trends and relationships between risks



Survey Questions and Risk Areas

The survey focused on 16 risk areas and 2 key questions

=

Key Questions:

What are the Top 5 risks
your organization faces?

What are the Top 5 areas
on which internal audit
spends the most time
and effort?

Risk Areas in the Survey

1 Business continuity 9 Governance/corporate reporting
2 Climate change 10 Health/safety

3 Communications/reputation 11 Human capital

4  Cybersecurity 12 Market changes/competition

5 Digital disruption (including Al) 13

Mergers/acquisitions

6 Financial liquidity 14 Organizational culture
7 Fraud 15 Regulatory change
8 Geopolitical uncertainty 16  Supply chain (including third parties)
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Asia Pacific — Highest Risks

Survey question: What are the Top 5 risks your organization currently faces?

Cybersecurity

Business resilience

Human capital

Market changes/competition

Digital disruption (including Al)
Regulatory change
Geopolitical/macroeconomic uncertainty
Supply chain (including third parties)
Governance/corporate reporting
Organizational culture

Fraud

Communications/reputation
Financial/liquidity

Climate change/environment
Health/safety

Mergers/acquisitions

I 2%« Cybersecurity is the highest
o8 risk (62% saying it is Top 5).

* Business resilience (58%)
and human capital (56%)
follow closely behind.

» Market change is a unique
risk to Asia Pacific (49%).

* Digital disruption (39%)

B o ranks fifth.

L 17%  Subregions had substantial
S 1% differences (see further
B o analysis).
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Asia Pacific — Highest Risks per Subregion

Survey question: What are the Top 5 risks your organization currently faces?

59% 67% 61% 75%

Cybersecurity 62%
Business resilience 58%
Human capital 56%
Market changes/competition 49%
Digital disruption (including Al) 39%
Regulatory change 38%
Geopolitical/macroeconomic uncertainty ~ 35%
Supply chain (including third parties) 28%
Governance/corporate reporting 23%
Organizational culture 21%
Fraud 20%
Communications/reputation 19%
Financial/liquidity 19%
Climate change/environment 17%
Health/safety 11%
Mergers/acquisitions 6%

. Highest risks per subregion

If there is a tie for the fifth highest percentage, the tied percentages are highlighted in a lighter color

Note: Risk in Focus survey conducted online from April 28 to June 6, 2025, by the Internal Audit Foundation and partners. n =567 for East Asia.

57%
60%
58%
32%
39%
34%
26%
26%
24%
18%
19%
17%
14%
10%
6%

n =159 for Southeast Asia. n = 55 for Pacific. n = 75 for South Asia.

62%
49%
30%
52%
35%
37%
33%
22%
10%
26%
18%
20%
22%
11%
6%

61%
49%
33%
39%
42%
33%
30%
16%
25%
9%
26%
28%
19%
21%
T%

49%
41%
36%
56%
37%
47%
27%
13%
15%
29%
12%
20%
29%
8%
5%

The three highest risks are the same
for all Asia Pacific subregions.

East Asia is the only subregion for
which market changes/
competition is high.

Digital disruption is high for all
regions except East Asia.

Regulatory change risk is highest
for Pacific (42%).

Geopolitical uncertainty is highest
for South Asia (47%).
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Global vs. Regions — Highest Risks

Survey question: What are the Top 5 risks your organization currently faces?

isk area Average of Asia Latin Middle North o . re
e AN - Ao Pacific ranked
T3% 62% 62% 82% T6% T2% 86%

Cybersecurity

Digital disruption (including Al) 48% 445, 39%, A7% 5455 50% 53% bUSIness reSIIIence and
Business resilience AT7% A9%, 580% 39% 35% 580, A6% human Capltal rlsks

Hurman capital 43% 35% LE% 48%, 40% 38% 42% . .

Regulatory change 41% 34% 38% a5% 49% 28% 51% substa ntlaIIy hlgher than
Geopolitical/macroeconomic uncertainty 38% 2T% 35% 45% 45% 29% 45% th | b |

Financial/liquidity 31% 430 16% 2T% 32% 38% 2T% € g ObDal ave rag €.

Market changes/competition 31% 199 9%, 32% 24% 2595 34% . o . .
Governance/corporate reporting 24% 33% 23% 20% 16% 38% 15%  Asia Pacific ranked dlgltal
Organizational culture 240 20% 21% 19% 28% 26% 20% ° ° c

Supply chain {including third parties) 24% 17% 28% 29% 15% 23% 30% d ISru ptlon ris k |Owe r

Fraud 23% 43% 20% 16% 320 19% 11% than the g|oba| average
Communications/reputation 19% 25% 19% 12% 19% 19% 13% o o

Climate change/envirenment 18% 24% 17% 23% 25% 13% T% (3 9 /O VS. 48 /O) .

Health/safety 10% 11% 11% 13% 6% 11% 8%

Mergers/acquisitions 5% 3% 6% 506 5% 6% 7% e Asia Pacific was the on|y
B Highest risks per region reglon N the World Where

If there is a tie for the fifth highest percentage, the tied percentages are highlighted in a lighter color

market change was one
Note 1: The global average is calculated by summing the average from each region and dividing by the number of regions. 5 5
Note 2: Risk in Focus survey conducted online from April 28 to June 6, 2025, by the Internal Audit Foundation and partners. n=4,073 for global. Of the h|ghest r|SkS (49%).
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Asia Pacific — Risk Level Trend

Survey question: What are the Top 5 risks your organization currently faces?

2023

66%
61%
59%
47%
30%
35%
28%
27%
24%
23%
22%
18%
21%
22%
12%

4%

. Increased risk level compared to prior year

2024

64%
62%
57%
49%
36%
32%
30%
24%
22%
23%
22%
21%
19%
26%
11%

4%

2025
62%
58%
56%
49%
39%
38%
35%
28%
23%
21%
20%
19%
19%
17%
11%

6%

Change from 2024 to 2025

Change

o = A N

+3
+6
+5
+4
+1

o © o N NN

+2

Risk area

Cybersecurity

Business resilience

Human capital

Market changes/competition

Digital disruption (including Al)
Regulatory change
Geopolitical/macroeconomic uncertainty
Supply chain (including third parties)
Governance/corporate reporting
Organizational culture

Fraud

Communications/reputation
Financial/liquidity

Climate change/environment
Health/safety

Mergers/acquisitions

. Decreased risk level compared to prior year

Note 1: Risk in Focus survey conducted online from April 28 to June 6, 2025, by the Internal Audit Foundation and partners. n = 865 for Asia Pacific.

Note 2: The orange and blue bars show the difference in risk level ratings from 2024 to 2025. The column labeled "change" shows the percentage point difference

between 2024 and 2025. The areas are listed from the highest to lowest risk level rating for 2025. The years indicate the year the survey was conducted.

 Rankings for Asia Pacific's top risks
dipped slightly (cybersecurity,
business resilience, and human
capital).

» At the same time, four mid-level
risks rose moderately:
- Regulatory change (+6)
- Geopolitical uncertainty (+5)
— Supply chain (+4)
- Digital disruption (+3)

* As risks climbed in a variety of
areas, risk ranking dropped
sharply for climate change (-9).

Page 11
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Asia Pacific — Highest Risks per Industry

Survey question: What are the Top 5 risks your organization currently faces?

» Cybersecurity, business resilience, and human < Geopolitical uncertainty was highest for

capital risks were high across industries. manufacturing and transport/storage.
e e
Cybersecurity 62% 54% 78% 79% 63% 47% 69% 52% 69%
Business resilience 58% 60% 58% 53% 49% 60% 48% 73% 50%
Human capital 56% 57% 52% 51% 60% 42% 67% 48% 66%
Market changes/competition 49% 61% 40% 47% 63% 40% 40% 45% 34%
Digital disruption (including Al) 39% 33% 49% 47% 32% 27% 50% 33% 38%
Regulatory change 38% 36% 43% 42% 35% 53% 33% 36% 47%
Geopolitical/macroeconomic uncertainty  35% 48% 33% 30% 25% 33% 19% 39% 19%
Supply chain (including third parties) 28% 31% 19% 32% 30% 29% 21% 27% 22%
Governance/corporate reporting 23% 22% 21% 18% 30% 20% 33% 24% 22%
Organizational culture 21% 19% 16% 24% 21% 20% 36% 21% 28%
Fraud 20% 16% 25% 14% 27% 22% T% 27% 19%
Communications/reputation 19% 14% 18% 22% 17% 22% 19% 6% 25%
Financial/liquidity 19% 14% 23% 119% 11% 2200 149% 27% 28%
Climate change/environment 17% 22% 16% 9% 11% 27% 19% 18% 3%
Health/safety 11% 10% 4% 11% 6% 31% 10% 15% 19%
Mergers/acquisitions 6% 4% 5% 9% 10% 4% 14% 6% 13%

. Highest risks per industry
If there is a tie for the fifth highest percentage, the tied percentages are highlighted in a lighter color

Nate 1: Risk in Focus survey conducted online from April 28 to June 6, 2025, by the Internal Audit Foundation and partners. n = 865 for Asia Pacific.
Note 2: Industries with the highest response rates are shown. The column labeled “All” shows the average of all respondents.
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Asia Pacific’s Audit
Priorities

Maintaining essential coverage while
addressing rising risks



Asia Pacific - Highest Audit Priorities

Survey question: What are the Top 5 audit areas on which internal audit spends the most time and effort?

Cybersecurity

Regulatory change

Business resilience
Governance/corporate reporting
Fraud

Human capital

Supply chain (including third parties)
Financial/liquidity

Digital disruption (including Al)
Organizational culture

Market changes/competition
Communications/reputation
Health/safety

Climate change/environment
Geopolitical/macroeconomic uncertainty

Mergers/acquisitions

I 3% * Cybersecurity was the
T 58% highest-rated audit priority

for Asia Pacific (63%).

* Regulatory change (58%),
business resilience (57%),
and governance (56%)
followed closely behind.

 Fraud was the fifth highest
audit priority (42%).

* Subregions had substantial
differences (see further
analysis).

Page 14
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Asia Pacific — Highest Priorities per Subregion

Survey qguestion: What are the Top 5 audit areas on which internal audit spends the most time and effort?

Cybersecurity  The four highest audit priorities are
Regulatory change 58% 66% 41% 39% 49% .
Business resilience 57% 53% 66% 67% 59% remark.ably ConSIStent across
Governance/corporate reporting 56% 56% 50% 65% 56% Su b reg 10NS.
Fraud 42% 41% 42% 35% 57%
Human capital 36% 42% 26% 33% 21% « East Asia was higher than the region
Supply chain (including third parties) 32% 28% 42% 35% 45% f h . t I d t
Financial/liquidity 30% 28% 35% 40% 29% average Oor numan Capl al audi
Digital disruption (including Al 25% 23% 32% 16% 29% effort (42%).
Organizational culture 23% 27% 14% 28% 11%
Market changes/competition 19% 22% 13% 12% 15% o Supply chain effort was especia”y
Communications/reputation 18% 18% 23% 14% 9% . . o
Healthsaety % 1% % 2% 1% high for Southeast Asia (42%).
Climate change/environment 10% 8% 16% 12% 8% o . .. .
Geopolitical/macroeconomic uncertainty 7% T% 10% 0% 8% * PaC|f|C had hlg heSt prlorlty In the
MEI’gEI’S}'E:IC{]UiSitiOﬂS 4% 3% 3% T% 7% region for financial/liquidity (40%).
. Highest audit priorities per subregion . . . o

If there is a tie for the fifth highest percentage, the tied percentages are highlighted in a lighter colar ° SOUth ASIa was hlg heSt N the reg|0n
Note: Risk in Focus survey conducted online from April 28 to June 6, 2025, by the Internal Audit Foundation and partners. for fraUd (57%)

n = 159 for Southeast Asia. n = 55 for Pacific. m = 75 for South Asia. n =567 for East Asia.

Page 15
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Global vs. Regions — Highest Audit Priorities

Survey question: What are the Top 5 audit areas on which internal audit spends the most time and effort?

N NN BN - Ao Pacific aligned with

Cybersecurity

Governance/corporate reporting 55% 51% 55% 58% 48% 64%
Business resilience 53% 54% 57% 50% 40% 59%
Regulatory change 46% 37% 58% 49% 53% 30%
Financial/liquidity 44% 47% 30% 43% 51% 47%
Fraud 40% 49% 42% 37% 51% 30%
Supply chain (including third parties) 33% 31% 32% 39% 24% 35%
Digital disruption (including Al) 32% 30% 25% 29% 30% 36%
Human capital 29% 32% 36% 27% 27% 35%
Organizational culture 23% 26% 23%| 21% 29% 19%
Communications/reputation 18% 23% 18% 14% 21% 19%
Market changes/competition 15% 13% 19% 13% 16% 14%
Health/safety 15% 13% 17% 17% 12% 14%
Geopolitical/macroeconomic uncertainty 11% 12% 8% 8% 16% 13%
Climate change/environment 10% 14% 10% 16% 9% 8%
Mergers/acquisitions 5% 3% 4% 5% 6% 4%

. Highest audit priorities per region
If there is a tie for the fifth highest percentage, the tied percentages are highlighted in a lighter color

Note 1: The global average is calculated by summing the average from each region and dividing by the number of regions.

Note 2: Risk in Focus survey conducted online from April 28 to June 6, 2025, by the Internal Audit Foundation and partners. n = 4,073 for global.

53%
60%
50%
44%
30%
37%
43%
15%
19%
14%
13%
15%
10%
4%
7%

the world'’s top audit
priorities, with one
exception:

— Audit priority for
financial/liquidity risk
was well below the
global average
(30% vs. 44%).

* Asia Pacific joined Africa
and Latin America in
ranking fraud as one of
its five highest audit

priorities.

Page 16
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Asia Pacific — Audit Priority Trend

Survey question: What are the Top 5 audit areas on which internal audit spends the most time and effort?

2023 2024 2025 Changefrom 2024 to 2025 Change Risk area
66% 63%  63% | 0 Cybersecurity
56% & 52% | 58% e +6 Regulatory change
59%  60%  57% - -3 Business resilience
54%  55%  56% . +1 Governance/corporate reporting
42% 43%  42% B -1 Fraud
33% | 33% | 36% - +3 Human capital
33% @ 28% @ 32% _ +4 Supply chain (including third parties)
35%  30%  30% | 0 Financial/liquidity
19% 23% 25% e +2 Digital disruption (including Al)
23%  25% @ 23% e 2 Organizational culture
2% 25% 19% |GGG -6 Market changes/competition
21%  23%  18% _ -5 Communications/reputation
18% 16%  17% B +1 Health/safety
10%  16% 10% [ -6 Climate change/environment
6% 6% % . +1 Geopolitical/macroeconomic uncertainty
3% 2% 4% - +2 Mergers/acquisitions

. Increased audit priority compared to prior year . Decreased audit priority compared to prior year

Note 1: Risk in Focus survey conducted online from April 28 to June 6, 2025, by the Internal Audit Foundation and partners. n = 865 for Asia Pacific.
Note 2: The orange and blue bars show the difference in audit priority ratings from 2024 to 2025. The column labeled "change” shows the percentage point difference
between 2024 and 2025. The areas are listed from the highest to lowest audit priority rating for 2025. The years indicate the year the survey was conducted.

* The three areas with the greatest
audit priority increase for Asia
Pacific were:

- Regulatory change (+6)
— Supply chain (+4)
- Human capital (+3)

* The areas that were substantially
less likely to be Top 5 audit
priorities this year vs. the prior year
were:

- Market changes (-6)
- Climate change (-6)
- Communications/reputation (-5)
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Asia Pacific — Risk vs. Audit Priorities

Highest risks compared to highest priorities for internal audit time and effort

Asia Pacific - Highest Risks Asia Pacific - Highest Audit Priorities

( Cybersecurity! _ 62% Cybersecu rity: _ 63%

Business resilience) _ 58% Regulatory change _58%
Human capital R 56% Business resilience) [N 57%
Market changes/competition _ 49% Governance/corporate reporting _ 56%

Digital disruption (including Al) |GGG 30% Fraud [ 42%

Regulatory change [ 38% Human capital) [ 3696
Geopolitical/macroeconomic uncertainty _35% Supply chain (including third parties) _32%
Supply chain (including third parties) [T 28% Financial/liquidity [ 30%

Digital disruption (including Al) [ 259

Organizational culture _23%

Governance/corporate reporting _ 23%

Organizational culture -21%

Fraud [ 20% Market changes/competition| [ 19%
Communications/reputation -19% Communications/reputation -18%
Financial/liquidity -19% Health/safety -17%

Climate change/environment [ 17%

Health/safety -11%
Mergers/acquisitions [I6%

Climate change/environment [ 10%
Geopolitical/macroeconomic uncertainty -T%
Mergers/acquisitions [ 4%

Highest risks and audit priorities | Areas with both high risk and high au itpriority“ (Areas with high risk but lower audit priority
h ks and aud h both high risk and high aud ] L ]

Nate: Risk in Focus survey conducted online from April 28 to June 6, 2025, by the Internal Audit Foundation and partners. n = 865 for Asia Pacific.

* For Asia Pacific, only 2 out
of 5 high risk areas were
also high audit effort
areas.

» Audit effort was
substantially lower than
risk for:

- Human capital (-20)
- Market changes (-30)
- Digital disruption (-14)

Page 18
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Asia Pacific — Highest Audit Priorities per Industry

Survey question: What are the Top 5 audit areas on which internal audit spends the most time and effort?

* The five highest audit priorities were * Human capital priority was high for information,
consistent across almost all industries. professional, and health/social work.
e o
Cybersecurity 63% 62% 72% 72% 57% 49% 71% 61% 53%
Regulatory change 58% 61% 61% 62% 67% 40% 62% 48% 59%
Business resilience 57% 59% 62% 53% 48% 69% 33% 58% 66%
Governance/corporate reporting 56% 53% 49% 53% 65% 60% 1% 58% 66%
Fraud 42% 41% 38% 41% 57% 40% 33% 52% 34%
Human capital 36% 34% 34% 43% 40% 27% 52% 45% 50%
Supply chain (including third parties) 32% 37% 24% 34% 25% 44% 26% 27% 38%
Financial/liquidity 30% 28% 33% 24% 30% 27% 26% 36% 34%
Digital disruption (including Al) 25% 22% 36% 30% 11% 22% 19% 9% 19%
Organizational culture 23% 23% 18% 22% 21% 220 26% 33% 28%
Market changes/competition 19% 23% 19% 16% 21% 22% 17% 21% 16%
Communications/reputation 18% 14% 20% 14% 21% 20% 19% 18% 9%
Health/safety 17% 16% 8% 16% 10% 36% 17% 21% 15%
Climate change/environment 10% 13% 7% T% 6% 18% 12% 9% 3%
Geopolitical/macroeconomic uncertainty 7% 10% 6% 9% 6% 0% 50 0% 3%
Mergers/acquisitions 4% 3% 2% 4% 8% 4% 10% 3% 3%

. Highest audit priorities per industry
If there is a tie for the fifth highest percentage, the tied percentages are highlighted in a lighter color

Note 1: Risk in Focus survey conducted online from April 28 to June 6, 2025, by the Internal Audit Foundation and partners. n = 865 for Asia Pacific. Page 19
Note 2: Industries with the highest response rates are shown. The column labeled “All” shows the average of all respondents. 9
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A Closer Look at Asia
Pacific’s Subregions

East Asia, Pacific, South Asia, Southeast Asia



A Closer Look at East Asia — Key Points

Survey findings and internal audit strategies

« Survey findings
- Human capital risk was slightly higher than cybersecurity risk for
East Asia (60% vs. 59%).

-  East Asia risk levels for market changes/competition were the
highest in the world (58%).

* Internal audit strategies
- Develop a keen understanding of business strategy.
- Test supply chain reliability.
- Monitor technology adoption.
- Support quality control and compliance.
- Provide consulting services for new business strategies.
- Stay up to date on industry changes.
- Speak to governing bodies about adapting to new uncertainties.
- Become forward-looking to respond to a fast-changing world.
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East Asia — Risk vs. Audit Priorities

Highest risks compared to highest priorities for internal audit time and effort

East Asia - Highest Risks

Human capital|

Cybersecurity

Business resilience

Regulatory change

Geopolitical/macroeconomic uncertainty [ 340,
Digital disruption (including Al) [ 3205

Governance/corporate reporting _ 26%
Supply chain (including third parties) _26%
Organizational culture _24%

Communications/reputation -19%

Fraud [ 18%

Finandial/liquidity |00 17%

Climate change/environment [ 14%
Health/safety 100 10%
Mergers/acquisitions .6%

East Asia - Highest Audit Priorities

Regulatory change
Cybersecurity,

.

Governance/corporate reporting

Business resilience

Human capital
Fraud
Financial/liquidity

Organizational culture

Digital disruption (including Al)

Communications/reputation
Health/safety

Climate change/environment

Geopolitical/macroeconomic uncertainty . 7%

Mergers/acquisitions

. Highest risks and audit priorities [Areas with both high risk and high audit priority J [Areas with high risk but lower audit priority J‘I

Note: Risk in Focus survey conducted online from April 28 to June 6, 2025, by the Internal Audit Foundation and partners. n = 56T for East Asia.

I, cc%
I 0%

- ==
=

I <2
T 41%
P28%
Supply chain (including third parties) _28%
2
3%

(Market changes/competition) - 22%

P 18%
P 15%
8%

[3%

* For East Asia, risk and
audit priority alignment
were better than the
region average, with 4
out of 5 high risk areas
also rated as high audit
effort areas.

However, audit effort was
substantially lower than
risk level for:

- Market changes (-36)
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A Closer Look at the Pacific — Key Points

Survey findings and internal audit strategies

« Survey findings
- Business resilience and cybersecurity were tied as the highest
risks for the Pacific (60%).

- Human capital (49%) and digital disruption (39%) were among
the five highest risks in the region.

* Internal audit strategies

- Understand strategic risks and the broader risk landscape for your
organization'’s industry.

- Consider whether audit plans are aligned to strategic plans and key
risks.

- Provide benchmarking and advisory services for recruiting and
retention programs.

- Anticipate disruption in global markets and adjust audit plans.

- Stay current on new regulations and be prepared to provide
assurance and advisory support.
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Pacific — Risk vs. Audit Priorities

Highest risks compared to highest priorities for internal audit time and effort

Pacific - Highest Risks

Cybersecurity | [ 6 19
L Business resilience D s1%
( Human capital| [ NG 9%
Regulatorychange D 2%
Dlgltaldlsruptlon (including A1) NG 39%
Market changes/competition _33%
Geopolitical/macroeconomic uncertainty [N 3305
Supply chain (including third parties) [T 30%
Financial/liquidity [ 28%
Communications/reputation _26%
Organizational culture [ 25%
Health/safety [T 219

Climate change/environment - 19%
Governance/corporate reporting [ 16%

Fraud [0 9%

Mergers/acquisitions || 7%

Pacific - Highest Audit Priorities

( Cybersecurity) | cs%
L Business resilience _67%
Governance/corporate reporting _ 65%
Financial/liquidity |GGG 40%
( Regulatory change) |G 32%
Fraud [ 35%
Supply chain (including third parties) [ 350,
Human capital] [ 3395
Organizational culture [ 2805
Health/safety [ 280
Digital disruption (including Al)) [T 16%
Communications/reputation -14%
Market changes/competition - 12%
Climate change/environment [ 12%
Mergers/acquisitions -7%

Geopolitical/macroeconomic uncertainty | 0%

. Highest risks and audit priorities

[Areas with both high risk and high audit priority J [Areas with high risk but lower audit priority ;I

Note: Risk in Focus survey conducted online from April 28 to June 6, 2025, by the Internal Audit Foundation and partners. n = 57 for Pacific.

* The Pacific area had 3 out
of 5 areas for which risk
and audit effort were
both high (cybersecurity,
business resilience, and
regulatory change).

 However, audit effort was
substantially lower than
risk level for:
- Human capital (-16)
- Digital disruption (-23)
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A Closer Look at South Asia — Key Points

Survey findings and internal audit strategies

« Survey findings

- Internal auditors in South Asia ranked technology risks higher than
any other Asia Pacific subregion — with cybersecurity at 75% and
digital disruption at 56%.

- South Asia also ranked highest in the region for geopolitical
uncertainty risks (47%).

* Internal audit strategies

- Test the supply chain for reliability and test business continuity and
disaster recovery plans.

- Anticipate disruption in global trade and markets and adjust audit
plans accordingly.

- Understand how Al can be used in your organization and provide
relevant assurance over related controls.

- Look for the opportunity in risks and be prepared to advise
governing bodies on how to leverage them.
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South Asia — Risk vs. Audit Priorities

Highest risks compared to highest priorities for internal audit time and effort

South Asia - Highest Risks South Asia - Highest Audit Priorities

 For South Asia, only 2 out
( Cybersecurity) [ 75% Cybersecurity | | 7 1%

L Digital disruption (including Al)j D 550 Business resilience) D 50 Of th e 5 h I g h eSt ris kS
[ Business resilience) [ 49% Fraud | 572 : :
(Geopolitical/macroeconomic uncertainty’ _47% Governance/corporate reporting _ 56% WEre a | SO h | g h fo rau d It
Human capital| [ NG 41% Regulatory change [N 49% effo rt (cybersecu rity a nd
Regulatory change 37% Supply chain (including third parties) 45% . ore
Market changes/competition 36% Financial/liquidity 29% b usiness resi I IenCE) .
Fraud 29% 'Digital disruption (including Al)| 29%
Climate change/environment 29% | Human capital 21% ° Au d |t effo rt was
Supply chain (including third parties) 27% Health/safety 19% .
Financial/liquidity 20% Market changes/competition 15% Su bSta nt|a I Iy |OW€F tha N
Organizational culture 15% Organizational culture 11% . .
; . o — risk level for:
overnance/corporate reporting 13% Communications/reputation 9%
Communications/reputation 12% ) Climate change,-’enwronment\ 8% _ Dlgltal dISI"u pthh (_27)
Health/safety 8% _Geopolitical/macroeconomic uncertainty 8% ..
Mergers/acquisitions | 5% Mergers/acquisitions 7% - GeO pOI |t| ca I

uncertainty (-39)

Note: Risk in Focus survey conducted online from April 28 to June 6, 2025, by the Internal Audit Foundation and partners. n =75 for South Asia. e
- Human capital (-20)

. Highest risks and audit priorities [Areas with both high risk and high audit priority J I:Areas with high risk but lower audit priority J
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A Closer Look at Southeast Asia — Key Points

Survey findings and internal audit strategies

« Survey findings
- Cybersecurity and business resilience were at the top of the risk
rankings for Southeast Asia (above 60%).

- Digital disruption ranked third (52%), followed closely by human
capital (49%).

* Internal audit strategies

- Be transparent with your governing body (board) about internal
audit capability for auditing Al.

- Use internal audit quality assurance and improvement programs to
set goals for improving technology skills, including use of Al.

- Monitor employee recruitment and retention programs for
effectiveness and return on investment.

- Communicate to executives and the governing body how internal
audit allocates time and resources.
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Southeast Asia — Risk vs. Audit Priorities

Highest risks compared to highest priorities for internal audit time and effort

Southeast Asia - Highest Risks

.

Cybersecurity

Business resilience

Digital disruption (including Al) [ NG 52%

Human capital [N 29%
Geopolitical/macroeconomic uncertainty | [ G 37%

Regulatory change 35%
Supply chain (including third parties) 33%
Market changes/competition 30%
Fraud 26%
Climate change/environment 22%
Governance/corporate reporting 22%
Financial/liquidity 20%
Communications/reputation 18%
Health/safety 11%
Organizational culture 10%

Mergers/acquisitions 6%

. Highest risks and audit priorities

67%

) I ©2%

Southeast Asia - Highest Audit Priorities

.

cybersecurity| [INGGEGEGEEEEEE 657%
Business resilience| D 5%
Governance/corporate reporting _5(}%
Fraud [ 222
Supply chain (including third parties) _42%
Regulatory change 41%
Financial/liquidity 35%
Digital disruption (including Al)| 32%
Human capital| 26%
Communications/reputation 23%
Health/safety 17%
Climate change/environment 16%
Organizational culture 14%
Market changes/competition 13%
(Geopolitical/macroeconomic uncertainty) 10%

Mergers/acquisitions | 3%

[Areas with both high risk and high audit priority J I:Areas with high risk but lower audit priority J

Note: Risk in Focus survey conducted online from April 28 to June 6, 2025, by the Internal Audit Foundation and partners. n = 159 for Southeast Asia.

* Only 2 out of 5 areas in
Southeast Asia aligned
between risk level and
audit priority —
cybersecurity and
business resilience.

* Risk was substantially
higher than audit effort
for:

- Digital disruption(-20)
- Human capital (-23)

- Geopolitical
uncertainty (-27)

Page 28


Presenter Notes
Presentation Notes
Asia Pacific Risk in Focus 2026 report, Section 5, Exhibit 1, page 31


Auditing Resources from The IIA

Resources to help internal auditors with emerging risks

Developing a Risk-Based
Internal Audit Plan

* This Global Practice Guide
describes how to create and
maintain a risk-based audit
plan.

Cybersecurity Topical
Requirement

* This new Topical Requirement

provides guidance to follow
when auditing cybersecurity.

Auditing IT Governance and IT
Management

* This Global Technology Audit
Guide (GTAG) from The IIA
helps internal auditors:

- Identify gaps in IT governance.

— Evaluate alignment with
organizational objectives.

- Provide recommendations to
bolster IT oversight and
resilience.
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https://www.theiia.org/en/content/guidance/recommended/supplemental/gtags/gtag-auditing-it-governance-and-it-management/

Download the Asia Pacific Risk in Focus Report
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theiia.org/RiskinFocusAsiaPacific
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About The lIA

The Institute of Internal Auditors (IlA) is a nonprofit international
professional association that serves more than 265,000 global members
and has awarded more than 200,000 Certified Internal Auditor® (CIA®)
certifications worldwide. Established in 1941, The IlA is recognized
throughout the world as the internal audit profession’s leader in standards,
certifications, education, research, and technical guidance. For more
information, visit theiia.org.

About the Internal Audit Foundation

The Internal Audit Foundation is the preeminent global resource, in
strategic partnership with The llIA, dedicated to elevating and empowering
the internal audit profession by developing cutting-edge research and
programs. The Foundation helps current and future internal auditors stay
relevant by building and enhancing their skills and knowledge, ensuring
organizations are equipped to create, protect, and sustain long-term
value. For more information, visit theiia.org/Foundation.
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Copyright

The IIA publishes this document for informational and educational purposes. This material is not
intended to provide definitive answers to specific individual circumstances and as such is only
intended to be used as a guide. The IIA recommends seeking independent expert advice relating

directly to any specific situation. The IIA accepts no responsibility for anyone placing sole reliance
on this material.

Copyright © 2025 by the Internal Audit Foundation. All rights reserved. For permission to
republish, please contact Copyright@theiia.org.
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Lake Mary, Florida, 32746 USA ~



mailto:Copyright@theiia.org
https://www.theiia.org/Foundation

	Slide Number 1
	Slide Number 2
	Slide Number 3
	Slide Number 4
	Slide Number 5
	Slide Number 6
	Slide Number 7
	Slide Number 8
	Slide Number 9
	Slide Number 10
	Slide Number 11
	Slide Number 12
	Slide Number 13
	Slide Number 14
	Slide Number 15
	Slide Number 16
	Slide Number 17
	Slide Number 18
	Slide Number 19
	Slide Number 20
	Slide Number 21
	Slide Number 22
	Slide Number 23
	Slide Number 24
	Slide Number 25
	Slide Number 26
	Slide Number 27
	Slide Number 28
	Slide Number 29
	Slide Number 30
	Slide Number 31
	Slide Number 32
	Slide Number 33
	Slide Number 34
	Slide Number 35
	Slide Number 36

