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Risk in

This Board Briefing is a summary of the Middle East
Risk in Focus 2026 report, available at theiia.org/RiskInFocus

Focus

https://www.theiia.org/en/internal-audit-foundation/
https://www.theiia.org/riskinfocus
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About Risk in Focus
Know Your Risks. Plan Strategically.

01
An annual initiative to identify the 
world’s five highest risks

02

Based on survey results, roundtables, 
and interviews with chief audit 
executives and directors

03
Research facilitated by the Internal Audit 
Foundation and partners*

*Europe Risk in Focus reports are produced by the European 
Confederation of Institutes of Internal Auditing (ECIIA)
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Download Risk in 
Focus reports for:

 Africa
 Asia Pacific
 Europe
 Latin America
 Middle East
 North America
 Global Summary

theiia.org/RiskInFocus

https://www.theiia.org/riskinfocus
https://www.theiia.org/riskinfocus
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Global Survey Participation
Response rate per region

• 4,073 responses 
from chief audit 
executives and 
directors

• 131 countries/ 
locations 
represented

• Survey conducted
April 28 to 
June 6, 2025

Presenter Notes
Presentation Notes
Middle East Risk in Focus 2026 report, Appendix B, Exhibit 1, page 27
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Middle East Survey Participation
Response rate per country/location

41
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7 6
4

2 2 2 1 1 1 1 1

Presenter Notes
Presentation Notes
Midde East Risk in Focus 2026 report, Appendix B, Exhibit 2, page 28
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Middle East’s Risk 
Environment
Trends and relationships between risks
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Survey Questions and Risk Areas
The survey focused on 16 risk areas and 2 key questions

Risk Areas in the Survey

1 Business continuity 9 Governance/corporate reporting

2 Climate change 10 Health/safety

3 Communications/reputation 11 Human capital

4 Cybersecurity 12 Market changes/competition

5 Digital disruption (including AI) 13 Mergers/acquisitions

6 Financial liquidity 14 Organizational culture

7 Fraud 15 Regulatory change

8 Geopolitical uncertainty 16 Supply chain (including third parties)

Key Questions:

• What are the Top 5 risks 
your organization faces?

• What are the Top 5 areas 
on which internal audit 
spends the most time 
and effort? 

Presenter Notes
Presentation Notes
Middle East Risk in Focus 2026 report, Appendix A, page 26
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Middle East – Highest Risks
Survey question: What are the Top 5 risks your organization currently faces?

• Cybersecurity leads by a 
wide margin as a Top 5 
risk in the Middle East 
(72%).

• Business resilience and 
digital disruption were 
high risk for more than 
half of respondents.

• The next tier of highest 
risks tied at 38% – 
financial/liquidity, 
governance, and human 
capital.

72%
58%

50%
38%
38%
38%

29%
29%
28%

26%
23%

19%
19%

13%
11%

6%

Cybersecurity
Business resilience

Digital disruption (including AI)
Financial/liquidity

Governance/corporate reporting
Human capital

Geopolitical/macroeconomic uncertainty
Market changes/competition

Regulatory change
Organizational culture

Supply chain (including third parties)
Fraud

Communications/reputation
Climate change/environment

Health/safety
Mergers/acquisitions

Presenter Notes
Presentation Notes
Middle East Risk in Focus 2026 report, Section 2, Exhibit 1, page 8
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Global vs. Regions – Highest Risks
Survey question: What are the Top 5 risks your organization currently faces?

• The Middle East is higher 
than the global average 
for business resilience 
risk (58% vs. 47%).

• The Middle East is the 
only region with 
governance as one of the 
highest risks.

• The Middle East and 
Africa are the only 
regions with 
financial/liquidity as a 
highest risk.

Presenter Notes
Presentation Notes
Middle East Risk in Focus 2026 report, Appendix D, Exhibit 1, page 32
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Middle East – Risk Level Trend
Survey question: What are the Top 5 risks your organization currently faces?

• Digital disruption risk increased 
substantially for the Middle East 
over the prior year (+12), along 
with cybersecurity risk (+6).

• The Middle East is the only region 
with a substantial increase for 
organizational culture risk (+5).

• Geopolitical uncertainty risk was 
only slightly elevated from the 
prior year for the Middle East, but 
roundtables in the region indicate 
this risk increased after the survey 
closed on 6 June 2025.

Presenter Notes
Presentation Notes
Middle East Risk in Focus 2026 report, Section 2, Exhibit 3, page 10
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Middle East – Highest Risks per Industry
Survey question: What are the Top 5 risks your organization currently faces?

• Human capital risk was 
especially high for 
financial services and 
mining/energy in the 
Middle East.

• Geopolitical uncertainty 
risk was high for 
manufacturing (42%).

• Mining/energy had high 
risk for supply chain and 
health/safety.

Presenter Notes
Presentation Notes
Middle East Risk in Focus 2026 report, Appendix C, Exhibit 1, page 30
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Middle East’s Audit 
Priorities
Maintaining essential coverage while 
addressing rising risks
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Middle East – Highest Audit Priorities
Survey question: What are the Top 5 audit areas on which internal audit spends the most time and effort?

• The three highest areas of 
audit effort in the Middle East 
by a substantial margin were 
cybersecurity, governance, 
and business resilience.

• Priority for financial/liquidity 
risk was high for nearly half of 
Middle East respondents.

• Digital disruption became 
one of the highest audit 
priorities this year, narrowly 
exceeding scores for human 
capital and supply chain.

69%
64%

59%
47%

36%
35%
35%

30%
30%

19%
19%

14%
14%

13%
8%

4%

Cybersecurity
Governance/corporate reporting

Business resilience
Financial/liquidity

Digital disruption (including AI)
Human capital

Supply chain (including third parties)
Fraud

Regulatory change
Organizational culture

Communications/reputation
Market changes/competition

Health/safety
Geopolitical/macroeconomic uncertainty

Climate change/environment
Mergers and acquisitions

Presenter Notes
Presentation Notes
Middle East Risk in Focus 2026 report, Section 3, Exhibit 5, page 12
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Global vs. Regions – Highest Audit Priorities
Survey question: What are the Top 5 audit areas on which internal audit spends the most time and effort?

• The Middle East aligned 
with the majority of other 
regions on 4 of the 5 
highest areas for audit 
time and effort.

• The biggest differences 
for the Middle East were 
a lower-than-average 
rating for regulatory 
change effort (30% vs. 
46%) and a slightly higher 
rating for digital 
disruption (36% vs. 32%).

Presenter Notes
Presentation Notes
Middle East Risk in Focus 2026 report, Appendix D, Exhibit 2, page 33
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Middle East – Audit Priority Trend
Survey question: What are the Top 5 audit areas on which internal audit spends the most time and effort?

• CAEs and directors in the Middle 
East made many adjustments to 
audit effort vs. the prior year.

• Notable increases were made for 
cybersecurity, governance, 
digital disruption, supply 
chain, and geopolitical 
uncertainty.

• Decreases were made primarily 
in the areas of fraud, 
organizational culture, and 
market changes. 

Presenter Notes
Presentation Notes
Middle East Risk in Focus 2026 report, Section 3, Exhibit 7, page 14
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Middle East – Risk vs. Audit Priorities
Highest risks compared to highest priorities for internal audit time and effort

• The Middle East is the 
only region where the 
highest risks and the 
highest audit priorities 
are the same.

• However, there are some 
differences in level of 
emphasis, for example 
the digital disruption 
risk rating (50%) is higher 
than the priority level 
(36%). 

Presenter Notes
Presentation Notes
Middle East Risk in Focus 2026 report, Section 4, Exhibit 9, page 16
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Middle East – Highest Audit Priorities per Industry
Survey question: What are the Top 5 audit areas on which internal audit spends the most time and effort?

• Audit priority ratings in the 
Middle East show specialized 
attention to industry 
differences.

• Mining/energy had higher 
priority for human capital 
and supply chain than the 
region average.

• Public sector had higher 
attention for human capital.

• Manufacturing was high for 
human capital and fraud.

Presenter Notes
Presentation Notes
Middle East Risk in Focus 2026 report, Appendix C, Exhibit 2, page 31
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Strategies for the Middle 
East’s Rising Risks
A closer look at geopolitical uncertainty and 
digital disruption (including AI)
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Geopolitical Uncertainty (Part 1)
Audit strategies and leading practices for the Middle East
1. Keep the board informed 

about the fast-moving impacts 
of geopolitical and 
macroeconomic events on the 
organization’s financial and 
liquidity risk profile.

2. Provide assurance over the 
organization’s approach, 
policies, and procedures for 
establishing and managing 
supplier relationships.

3. Provide assurance that the 
organization’s risk framework 
and processes can monitor 
and assess fast-moving 
geopolitical and 
macroeconomic risks.

4. Provide assurance to the 
board that the business 
resilience plan has captured 
the main risks and, during a 
crisis, provide support to the 
board and management to 
ensure such plans aid rapid 
decision-making.

Presenter Notes
Presentation Notes
Middle East Risk in Focus 2026 report, page 20
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Geopolitical Uncertainty (Part 2)
Audit strategies and leading practices for the Middle East
5. Facilitate coordination for 

business development 
planning processes to ensure 
they bring together key 
stakeholders.

6. Assess how well the internal 
audit function integrates real-
time risk intelligence into its 
planning processes and how 
effectively that feeds into 
cross-functional task forces, 
steering committees, and the 
board to aid decision-making.

Presenter Notes
Presentation Notes
Middle East Risk in Focus 2026 report, page 20
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Digital Disruption (Part 1)
Audit strategies and leading practices for the Middle East
1. Provide assurance over the 

cybersecurity maturity of the 
business to ensure it aligns 
with, for example, local 
regulations or an international 
framework such as NIST or 
ISO27001.

2. Provide advisory services on 
new digital systems, platforms, 
and applications so that 
management embeds 
cybersecurity and data security 
controls from the outset.

3. Advise the board on how 
much the adoption of new 
technologies is likely to disrupt 
the business model of the 
organization, the appropriate 
level and cost of assurance, 
whether they are likely to 
provide the expected return 
on investment, and whether 
completed projects have 
done so.

Presenter Notes
Presentation Notes
Middle East Risk in Focus 2026 report, page 24
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Digital Disruption (Part 2)
Audit strategies and leading practices for the Middle East
4. Provide assurance that the 

organization’s human 
resources strategy is aligned 
with its digitalization and AI 
strategies and that key 
performance indicators are in 
place and met for key skills.

5. Assess the quality of data 
processes and whether they 
have fully taken account of 
fast-moving regional and 
global regulatory 
requirements.

6. Provide assurance that the 
organization’s data 
governance processes are 
specifically adapted to AI, 
including large language 
models (LLMs), to guard 
against intellectual property 
loss or corporate data 
breaches.

Presenter Notes
Presentation Notes
Middle East Risk in Focus 2026 report, page 24
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Auditing Resources from The IIA
Resources to help internal auditors with emerging risks
Developing a Risk-Based 
Internal Audit Plan

• This Global Practice Guide 
describes how to create and 
maintain a risk-based audit 
plan.

Cybersecurity Topical 
Requirement

• This new Topical Requirement 
from The IIA provides guidance 
to follow when auditing 
cybersecurity.

Auditing IT Governance and IT 
Management

• This Global Technology Audit 
Guide (GTAG) from The IIA 
helps internal auditors:

– Identify gaps in IT governance.
– Evaluate alignment with 

organizational objectives.
– Provide recommendations to 

bolster IT oversight and 
resilience.

https://www.theiia.org/en/content/guidance/recommended/supplemental/practice-guides/developing-a-risk-based-internal-audit-plan/
https://www.theiia.org/en/standards/2024-standards/topical-requirements/cybersecurity/
https://www.theiia.org/en/content/guidance/recommended/supplemental/gtags/gtag-auditing-it-governance-and-it-management/
https://www.theiia.org/en/content/guidance/recommended/supplemental/gtags/gtag-auditing-it-governance-and-it-management/
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Download the Middle East Risk in Focus Report

For more analysis and 
leading practices, 

download the complete
Middle East Risk in Focus 

report at: 

theiia.org/RiskInFocusMiddleEast

https://www.theiia.org/riskinfocusnorthamerica
https://www.theiia.org/riskinfocusnorthamerica
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About The IIA
The Institute of Internal Auditors (IIA) is a nonprofit international 
professional association that serves more than 265,000 global members 
and has awarded more than 200,000 Certified Internal Auditor® (CIA®) 
certifications worldwide. Established in 1941, The IIA is recognized 
throughout the world as the internal audit profession’s leader in standards, 
certifications, education, research, and technical guidance. For more 
information, visit theiia.org.

About the Internal Audit Foundation
The Internal Audit Foundation is the preeminent global resource, in 
strategic partnership with The IIA, dedicated to elevating and empowering 
the internal audit profession by developing cutting-edge research and 
programs. The Foundation helps current and future internal auditors stay 
relevant by building and enhancing their skills and knowledge, ensuring 
organizations are equipped to create, protect, and sustain long-term 
value. For more information, visit theiia.org/Foundation.

http://www.theiia.org/
https://www.theiia.org/Foundation
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Copyright
The IIA publishes this document for informational and 
educational purposes. This material is not intended to 
provide definitive answers to specific individual 
circumstances and as such is only intended to be used as 
a guide. The IIA recommends seeking independent expert 
advice relating directly to any specific situation. The IIA 
accepts no responsibility for anyone placing sole reliance 
on this material.

Copyright © 2025 by the Internal Audit Foundation. All 
rights reserved. For permission to republish, please 
contact Copyright@theiia.org.

Global Headquarters
The Institute of Internal Auditors
1035 Greenwood Blvd., Suite 401
Lake Mary, Florida, 32746 USA

Phone: +1-407-937-1111
Fax: +1-407-937-1101
Web: theiia.org/Foundation

Middle East Research Team
• Research lead

• Deborah Poulalion, Senior Manager, 
Research and Insights, The IIA

• Project manager
• Candace Sacher

• Writer
• Robert Perez

• Graphic designers
• Sergio Analco, Cathy Watanabe

mailto:Copyright@theiia.org
https://www.theiia.org/Foundation
https://www.theiia.org/en/internal-audit-foundation/
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