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About Risk in Focus
Know Your Risks. Plan Strategically.

An annual initiative to identify the
world'’s five highest risks

Based on survey results, roundtables,
and interviews with chief audit
executives and directors

Research facilitated by the Internal Audit
Foundation and partners*

*Europe Risk in Focus reports are produced by the European
Confederation of Institutes of Internal Auditing (ECIIA)
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Global Survey Participation
Response rate per region
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* 3,285 responses
from chief audit
executives and
directors

* 132 countries/
locations
represented

* Survey conducted
March 2 to
May 6, 2026



Responses per Region
Risk in Focus 2026/2027 survey
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Africa Survey Participation

Responses per country/location
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Africa Survey Participation

Response rate per subregion and country

Eastern Africa

Southern Africa

Western Africa

Northern Africa

Central Africa

Kenya 157 Malawi 50 Ghana 63  Tunisia 66  Cameroon
Tanzania 112 South Africa 48 Nigeria 45  Egypt 23 | DRofthe Congo
Uganda 23  Zimbabwe 45  Senegal 16  Morocco 16  Gabon
Somalia 15 Botswana 32 | Benin 9 Algeria 1 Total
Ethiopia 10  Namibia 14  Coéte d’lvoire 3 Total 106

Rwanda 8 Zambia 11 Mali 3

Sudan 5 Angola 10 Togo 1

South Sudan 2 Eswatini 6 Rucl 140

Djibouti 1 Lesotho 6

Seychelles 1 X

Burundi 1

Total 335
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Africa’s Risk
Environment

Digital Transformation Pushes
Technology Risks Higher



Survey Questions and Risk Areas

The report focuses on 16 risk areas and 5 topics

Risk Areas in the Survey

=
1 Business resilience 9 Governance/corporate reporting
Key Topics 2 Climate change 10 Health/safety
Top 5 risks 3 Communications/reputation 11 Human capital
Top 5 audit priorities
Risk severity rating (1-7) 4  Cybersecurity 12 Market changes/competition

Risk governance maturity
Internal audit coverage

5 Digital disruption (including Al) 13 Mergers/acquisitions

6 Financial/liquidity 14 Organizational culture
7 Fraud 15 Regulatory change
8 Geopolitical uncertainty 16 Supply chain and outsourcing




Africa — Top 5 Risks

Survey question: What are the Top 5 risks your organization currently faces?

Cybersecurity

Digital disruption (including Al)
Fraud

Financial/liquidity
Geopolitical/macroeconomic uncertainty
Climate change/environment
Human capital

Regulatory change

Business resilience
Governance/corporate reporting
Organizational culture

Supply chain and outsourcing
Market changes/competition
Communications/reputation
Health/safety

Mergers/acquisitions

B 5 highest risks
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The following risks stand out:

1. Cybersecurity is the highest
organizational risk by far.

2. Digital disruption, fraud,
and financial/liquidity are
next highest, with very
similar rankings.

3. Geopolitical uncertainty
became one of the 5 highest
risks this year.

These risks drive and shape
other risk areas.
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Africa — Top 5 Risks vs. Risk Severity N

Survey questions: What are the Top 5 risks your organization currently faces? On a scale of 1 to 7, please

rate the current level of risk at your organization for each of the following risk areas. L
Cybersecurit A% o 1
. : - A: o ™« Two ways to measure risk. “Top 5
igital disruption (including aTe e ]
Frauc I 0% Risk” shows which areas respondents
Financial/liquidity T ———t. selected as one of the 5 highest risks
- - . I . . . . TR E .
Geopolitical/macreeconomic uncertainty 3% Sa% faC|ng the|r Organlzatlons ngh R|Sk
imate changefenvironmen N 317% . " . .
simete chanee! t % Severity” shows which risks were rated
Hurnan capital I—— 30% 46%
Roguistory change I—_v. as high on a scale of 1to 7.
usiness resilience R 25% c Q c c
° | — 49% « Many areas with high risk severity.
inc NN
Governance/corporate reporting . .
Organizations ol M2 e Results show that CAEs in Africa face a
rganizational culture 47% . .
Supply chain and outsourcing I 71 . wide array of risks. For almost every
Market changes/competition NEN20% -~ risk, at least 40% of respondents cited
Communications/reputation I 18 % 41% B 1op 5 isks the rlsk Severlty as h|g h
Health/safety I 127 36% High risk .
igh risk severity
Mergers/acquisitions 2% 13%
H | he G h
D:::?crlz::rsﬁw':;:rﬂfo prizfed the risk as one of the 5 highest at their organization (Top 5 risk). Light colors show who rated

theriskas a 5, 6, or 7 on a scale of 1to 7 (high risk severity). Orange indicates the five highest ratings for both risk measures.



Africa - Top 5 Risks Trend

Survey question: What are the Top 5 risks your organization currently faces?
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B increased risk compared to prior year
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How to Interpret the Graph
Orange text indicates an increase of 4 percentage points or more compared to the prior year. The orange and blue bars show the
difference in ratings from 2025 to 2026. The column labeled “change” shows the percentage point difference from 2025 to 2026,
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B Decreased risk compared to prior year

Cybersecurity

Digital disruption (including Al)
Fraud

Financial/liquidity
Geopolitical/macroeconomic uncertainty
Climate change/environment
Hurman capital

Regulatory change

Business resilience
Governance/corporate reporting
Organizational culture

Supply chain and outsourcing
Market changes/competition
Communications/reputation
Health/safety

Mergers/acquisitions

N

Africa experienced
substantial shifts in risk

S——
——

levels across six risk areas.

Cybersecurity emerged as

the fastest-growing risk
(+11).

Climate change risk has

increased steadily since 2023.

Business resilience was

significantly displaced in the

risk ratings, along with
several other areas to a
lesser degree.
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Africa — Top 5 Risks per Sector

N
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Survey question: What are the Top 5 risks your organization currently faces?

Cybersecurity

Digital disruption (including Al) 50% 50% 60% 36% 39% 49%
Fraud 50% 52% 51% 42% 39% 70%
Financial/liquidity 49% 53% 45% 55% 33% 47%
Geopolitical/macroeconomic uncertainty 35% 28% 39% 43% 37% 40%
Climate change/environment 3% 29% 35% 20% 35% 28%
Human capital 30% 28% 32% 34% 24% 1%

Regulatory change 28% 27% 30% 19% 50% 30%
Business resilience 28% 23% 28% 38% 28% 44%
Governance/corporate reporting 27% 35% 18% 24% 24% 19%
Organizational culture 26% 33% 17% 23% 22% 21%
Supply chain and outsourcing 21% 23% 13% 30% 33% 9%

Market changes/competition 20% % 22% 37% A1% 23%
Communications/reputation 18% 22% 18% 9% 9% 16%
Health/safety 12% 14% 5% 165 1% 12%
Mergers/acquisitions 2% 3% 1% 2% 6% 2%

5 highest risks

\_

every sector, peaking at 83% in
financial services.

- Digital disruption risk is rated
substantially higher in public
sector, financial services, and
nonprofit than in other sectors.

* Fraud risk levels are similar
across sectors, except for a spike
of 70% for nonprofit
organizations.
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Internal Audit Strategies for
Risk Environment

 Strengthen alignment with leadership. Collaborate with senior
management and other assurance providers to ensure risk management
frameworks reflect current and emerging exposures.

» Adopt forward-looking capabilities. Invest in predictive analytics and risk
intelligence tools to enhance early warning and preparedness.

* Increase agility in planning. Shift to shorter, dynamic planning cycles to
respond to rapidly changing risk conditions.

* Modernize capability and resourcing. Prioritize investment in digital audit
tools and build critical skills aligned to the digital economy.

- Shift to proactive auditing. Balance traditional assurance with advisory,
insight, and foresight to support strategic decision-making.

 Strengthen risk management maturity. Partner with management to
address immature risk management practices.
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Africa’s Internal Audit
Priorities

Risk and Audit Priorities Are Not Fully Aligned



Africa - Top 5 Audit Priorities Trend

Survey question: What are the Top 5 audit areas on which internal audit spends the most time and effort?
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B increased audit priority compared to prior year
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How to Interpret the Graph
Orange text indicates an increase of 4 percentage points or more compared to the prior year. The orange and blue bars show the
difference in ratings from 2025 to 20268. The column labeled “change” shows the percentage point difference from 2025 to 2026.
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Cybersecurity

Fraud

Financial/liquidity
Governance/corporate reporting
Business resilience

Digital disruption (including Al)
Supply chain and outsourcing
Regulatory change

Human capital

Organizational culture
Cornmunications/reputation
Climate changefenvironment
Health/safety
Geopolitical/macroeconomic uncertainty
Market changes/competition

Mergers/acquisitions

B Dccreased audit priority compared to prior year

S~

—
* Financial/liquidity had
the largest increase of any
audit area (+9) vs. the
prior year.

 Cybersecurity, fraud,
and digital disruption
each rose 7 points.

* Business resilience and
governance lost priority
(audit effort displacement).
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Africa — Risk vs. Audit Priority

Survey questions: What are the Top 5 risks your organization currently faces? What are the Top 5 S~—
audit areas on which internal audit spends the most time and effort? (Choose 5.)
Africa — Top 5 Risks Africa — Top 5 Audit Priorities \
Cybersecmity\ Cyberse-::urityﬁ_ﬁ?% ~ RlSk |eVE| and aUdlt

Digital disruption (including Al)

- B

50% Financialfliquidity [ T 55 ,
_ generally aligned for
Governance/corporate reporting _43%

L]
Business resilience _33% Cybersecu rlty' fraUd'
) [ ] L
[ Digital disruption (including Al) _3?% an d f| nancia I/
Hurman capital 30% Supply chain and outsourcing _35% quu id ity
[ ]
Regulatory change _25% Regulatory change _33%

Business resilience 28% Human capital _29%
Governance/corporate reporting _2?% Organizational culture -22%

Fraud

Financial/liquidity

Geopolitical/macroeconomic uncertainty

Climate change/environment

* There were larger
gaps for digital

Organizational culture 26% Communications/reputation -20% . .
Supply chain and outsourcing 21% Climate change/environment -15% d Isru ptlon (_ 1 3) an d
o [
Market changes/competition 20% Health/safety -17% geO pOI |t|ca|

Communications/reputation 18% [Geopolitical,’macmeconomic uncertaintya -15% uncertainty (_20)
Health/safety - 12% Market changes/competition -13%
Mergersfacquisitions I2% Mergers/acquisitions Ii%

B Highestrisks I Highest audit priorities r-High risk areas
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Africa — Top 5 Priorities per Sector

Survey question: What are the Top 5 audit areas on which internal audit spends the most time and effort?

Audit All Public Financial | Privately Publicly
S Africa sector services held traded

Cybersecurity

Fraud

Business resilience

Financial/liquidity

Governance/corporate reporting

Digital disruption (including Al)

Supply chain and outsourcing

Regulatory change 33% 32% 39% 26% 31% 33%
Huran capital 29% 2% 7% 26% 28% 23%
Organizational culture 22% 29% n% 16% 19% 21%
Communications/reputation 20% 22% 21% 19% 13% 14%
Climate changs/environment 18% 17% 17% 12% 29% 23%
Health/safety 17% 20% 6% 20% 3% 9%
Geopolitical/macroeconomic uncertainty 15% 12% 17% N% 24% %
Market changes/competition 13% 7% 16% 2% 30% 9%
Mergers/acquisitions 2% 1% 2% 1% 4% 5%

| 5 highest audit priorities

* All sectors rated cybersecurity,
fraud, and financial/liquidity
high for audit priority.

* Digital disruption was
substantially higher for
financial services and
nonprofit.

* Priority for supply chain was
substantially higher for public
sector, privately held, and
publicly traded organizations.
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Internal Audit Strategies
for Audit Priorities

« Embed agile planning. Adopt dynamic, continuously updated audit
planning processes.

 Audit based on risk. Prioritize audit coverage toward areas of highest risk
exposure and strategic importance.

 Strengthen capabilities. Address skills gaps by investing in specialized
expertise.

 Leverage technology. Accelerate adoption of advanced audit technologies.

» Adopt flexible resourcing models. Implement guest auditor or
co-sourcing models.

« Enhance collaboration with risk managers. Review risk registers with
relevant stakeholders to align with key risks.

Page 18
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Risk Maturity and
Coverage

Low Maturity Areas Tend to Have
Low Audit Coverage



Africa — Maturity vs. Coverage

Survey questions: On a scale of 1 to 5, please rate the current level of risk governance maturity at your organization for each of the
following risk areas. Please indicate the adequacy of internal audit’'s current coverage of these risk areas at your organization.

S——
——

Africa - Risk Governance Maturity Africa - Internal Audit Coverage - High risk governance

/ Financiab‘liquidﬂq “ 27% 20% Financial/liquidity 41% 10% m atu rity iS
Regulatory change 46% 20% 2504 Governance/corporate reporting 45% 15% . . .
|Governance/corporate reporting “ 31% 24% Fraud “ 47% 14% assocl ated Wlth h | g h
Fraud 0% 26% Regulatory change) [IEZININ ~ 4e% 16% internal audit
\_ Communlcat.lonslrept-n.atly 32% 28% Supply chain and °U15°“r°"“g 49% 19% covera g e
Business resilience 30% 32% Human capital m 53% 16%
Health/safety 3904 20% Business resilience 49% 22% ° Th e on |y exce ptl on
Human capital 34% 28% Health/safety 50% 23%
Supply chain and outsourcing 30% 33% Cybersecurity m 49% 27% was
Cybersecurity m 29% 37% [ Communications/reputation ] m 51% 24% commun | CatIO N S’
Market changes/competition [N  30% 38% Organizational culture  [JEEX 48% 30% B L 6
Organizational culture m 32% 37% Market changes/competition m 50% 34% which was ! g or
Geopolitical/macroeconomic... 31% 42% Mergers/acquisitions m 48% 37% m atu I’Ity b Ut | ow fO r
Mergers/acquisitions [JEES00  28% 50% Digital disruption (includingAl) [T 43% 47% audit covera ge.
Digital disruption (including Al) 26% 52% Geopolitical;‘macroeconomic...m 51% 40%
Climate change/environment [kl 24% 59% Climate change/environment 42% 50%
® 4-Managed, 5-Optimized = 3-Integrated ' 1-Initial, 2-Infrastructure m Full coverage Partial coverage Inadequate coverage

5 highest risk governance maturity areas Page 20




Internal Audit Strategies
for Risk Maturity and Coverage

* Support governance maturity. Internal audit functions must
proactively assist their organizations to strengthen areas of low risk
governance maturity.

« Enhance skills. Internal audit resourcing plans should include the
development of skills in emerging risks.

« Communicate concerns. Where risk governance maturity is low,
internal auditors should consider providing advisory services,
including creating awareness among senior management and the
board about the impact on the organization.
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Global Risk
Overview

Technology and Geopolitical Risks
Rising Rapidly
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Global - Top 5 Risks =

Survey question: What are the Top 5 risks your organization currently faces?

- -
cypersecuriy Three risks stand out at the top:
Digital disruption (including Al) 1 cybersecurity iS the hlghest
Geopolitical/macroeconomic uncertainty . . | . k b f
Human capital organizational risk by tar.
Business resilience 2. Digital disruption
Financial/liquidity . .
Regulatory change (including Al) reached
Market changes/competition second place'
Fraud " PR
| o — 3. Geopolitical uncertainty is
Supply chain and outsourcing th d ft . f t
Governance/corporate reporting Ird atrter significan
Climate change/environment iIncreases last year and this
Organizational culture year.
Communications/reputation 15% ) )
Healthysafety These risks drive and shape

other risk areas.

I 5 highest risks

n1
X

Mergers/acquisitions



Global - Top 5 Risks Trend

Survey question: What are the Top 5 risks your organization currently faces?

2003 2008 | 2025 2026 | Changorom 2025102020 chnge
] +7

73%
34%
30%
51%
47%
32%
39%
32%
24%
26%
27%
19%
26%
21%
1%
6%

B increased risk compared to prior year

7%
39%
28%
49%
54%
32%
37%
32%
27%
22%
26%
21%
25%
21%
%
6%

73%
48%
38%
43%
47%
3%
A1%
3%
23%
24%
24%
18%
24%
19%
10%
5%

80%
58%
48%
38%
35%
34%
32%
29%
29%
27%
20%
19%
19%
15%
10%
5%

How to Interpret the Graph

Orange text indicates an increase of 4 percentage points or more compared to the prior year. The orange and blue bars show the
difference in ratings from 2025 to 2026. The column labeled “change” shows the percentage point difference from 2025 to 2026,
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* High risks rising. The three

Cybersecurity
Digital disruption (including Al)

Geopolitical/ macroeconomic uncertainty

Hurman capital

Business resilience
Financial/liquidity

Regulatory change

Market changes/competition
Fraud

Supply chain and outsourcing
Governance/corporate reporting
Climate change/environment
Organizational culture
Cormmunications/reputation
Health/safety

Mergers/acquisitions

B Decreased risk compared to prior year

highest risks were also the
ones that increased the most
compared to the prior year —
cybersecurity, digital
disruption, and geopolitical
uncertainty.

Risk displacement. Business
resilience and regulatory
change decreased the most
in risk ratings.
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Global - Top 5 Risks per Region

Survey question: What are the Top 5 risks your organization currently faces?

. Aver

Asia Latin Middle North
Pacific America East America

Cybersecurity 80% T 73% 1+ T72% 1t 86% 1+ 80% T 81% *+

Digital disruption (including Al) 58% T 50% 1+ 59% 1t 52% 1T 61% ™ 58% ™ 69% T
Geopolitical/macroeconomic uncertainty 48% ™ 35% 1™ 48% ™ 51% 1 52% 60% T 43%
Human capital 38% 30% A% 39% 37% 34% 45%
Business resilience 35% 28% 43% 37% 25% 47% 29%
Financial/liquidity 34% 49% 1+ 28% T 28% 36% T 42% 24%
Regulatory change 32% 28% 24% 40% 36% 20% 42%
Market changes/competition 29% 20% 37% 32% 27% 20% A%
Fraud 29% 50% T+ 28% T 16% 38% T 22% 18% +
Supply chain and outsourcing 27% T 21% ™ 33% T 26% 7% 35% ™ 33%
Governance/corporate reporting 20% 27% 1% 13% 15% 27% 14%
Climate change/environment 19% 31% T 20% 21% 23% 15% 7%
Organizational culture 19% 26% 19% 17% 26% 13% 16%
Communications/reputation 15% 18% 13% 17% T 15% 13% 16%
Health/safety 10% 12% 8% 12% 7% 10% 1%
Mergers/acquisitions 5% 2% 6% 5% 4% 3% 7%

\\
S~
—~—

* Risk convergence. Across
regions, the highest
ranked risks are becoming
more similar.

 Cybersecurity and digital
disruption are the two
highest risks for all but
one region.

» Geopolitical uncertainty
was one of the 5 highest
risks for all regions for the
first time since the survey
started four years ago.

5 highest risks Note: The red arrows indicate an increase of 4 percentage points or more compared to the prior year.



Global - Top 5 Audit Priorities Trend

Survey question: What are the Top 5 audit areas on which internal audit spends the most time and effort?

—
mm&m - Digital disruption had the

68% | 69% H 69% 75% Cybersecurity

45% 45% 44% 49% - +5  Financial/liquidity Iargest prlorlty increase.
42% | 41%  40% @ 46% _ +6 Fraud . cybersecu I‘ity, financiall
55% 56% 55% 45% _ -10  Governance/corporate reporting

54%  55% 53% 44% _ -9 Business resilience quUidity, d nd fraUd were
46% 46% 46%  43% ] -3 Regulatory change the three hig hest priorities
22% | 25% 32%  42% B 0 Digital disruption (including Al) ) )

34% 31% 33% 35% - +2 Supply chain and outsourcing and Increased SUbStantIa”y
30% 3% 29% 25% L -4 Human capital vs. the prior year.

24%  23% 23% 19% e -4 Organizational culture

7% 6% 15%  15% | 0  Health/safety * Audit priority displacement.
20% 20% 18% 15% - -3  Communications/reputation GOve rnance a nd bu Si ness
6% 16% 15% 14% . -1 Market changes/competition ope

9% 8% n% 13% - +2  Geopolitical/macroeconomic uncertainty resi l I€Nnce decreased the

% 12% 10% 10% ‘ O  Climate change/environment most fOr aUdit prlOrlty

6% 6% 5% 6% . +1  Mergers/acquisitions

B Increased audit priority compared to prior year B Decreased audit priority compared to prior year

How to Interpret the Graph

Orange text indicates an increase of 4 percentage points or more compared to the prior year. The orange and blue bars show the
difference in ratings from 2025 to 2026. The column labeled “change” shows the percentage point difference from 2025 to 2026, 9




Global - Top 5 Audit Priorities per Region

Survey question: What are the Top 5 audit areas on which internal audit spends the most time and effort?

A f A L Middl North itv i
R R PRI - Cotersecuriy ncrease

Cybersecurity 75% 67% 1~  70% T 79% 1™ 74% T 78% 1™ for a” bUt one reglon'
Financial/liquidity 49% 56% 1~ 43% 1t 44% 52% 1 52% 46% o . o o ge

* Financial/liquidi
Fraud 46% T 57% ~  48% T 42% 1+ 56% 1t 38% 1™ 35% ™ ancia / qu d ty
Governance/corporate reporting 45% 43% 45% 45% 38% 53% 48% prlorlty ranked second
Business resilience 44% 38% 51% 48% 32% 47% 51% Overa” and |ncreased VS.
Regulatory change 43% 33% 38% 50% 53% 32% 54% th - f t
Digital disruption (including Al) 42% 37% 1~  40% M 34% 1t 47% 1 43% 1™ 53% ™ e prlor year Oor mos
Supply chain and outsourcing 35% 35% 1 42% 1 A1% 27% 33% 34% reg|0ns.
Hurman capital 25% 29% 27% 22% 26% 27% 20% ™ . .
Organizational culture 19% 22% 19% 7% 27% 18% 10% * Fraud and digital
Health/safety 15% 7% 15% 21% 1 10% 13% 17% disruption priority
Communications/reputation 15% 20% 13% 1% 16% 15% 14% . .

— increased for every region

Market changes/competition 14% 13% 18% 10% 15% 15% 1% .
Geaopolitical/macroeconomic uncertainty 13% 15% 12% 8% 14% 25% 1t 6% VS. the prlor yea I
Climate change/environment 10% 18% ™ 13% 1% 8% 8% 5%
Mergers/acquisitions 6% 2% 6% 6% 5% 5% 1% ™

5 highest audit priorities Note: The red arrows indicate an increase of 4 percentage points or more compared to the prior year.
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Resources From
The lIA

Global Support for the Internal
Audit Profession



\
Resources From The lIA \

Risk Environment

+ Assessing the Risk Management Process, 2"9 Edition (The IlA, Global Practice Guide, 2024) Sy,
* Role of the Internal Audit Function in ERM (The llIA, Statement of Position, 2026)

Audit Priorities

* Al Framework Support Tools (The A, Audit Tools, 2026)

Artificial Intelligence Auditing Framework (The IIA, 2024)

Auditing Cybersecurity Operations: Prevention and Detection (The IIA, Global Practice Guide, 2025)
Auditing Privacy and Data Protection Risks, 3" Edition (The IIA, Global Practice Guide, 2026)
Internal Auditing and Fraud, 3" Edition (The IIA, Global Practice Guide, 2024)

» Organizational Resilience Topical Requirement (The IlA, Topical Requirement, 2026)

Risk Governance Maturity and Internal Audit Coverage

« Developing a Risk-Based Internal Audit Plan, 2" Edition (The IIA, Global Practice Guide, 2025)
« Developing an Internal Audit Strategy (The llA, Global Practice Guide, 2025)

e Three Lines Model (The IlA, Statement of Position, 2026)

Global Internal Audit Standards
« Complete Global Internal Audit Standards

Page 29



https://www.theiia.org/en/content/guidance/recommended/supplemental/practice-guides/assessing-the-risk-management-process/
https://www.theiia.org/en/content/guidance/recommended/supplemental/practice-guides/assessing-the-risk-management-process/
https://www.theiia.org/en/content/guidance/recommended/supplemental/practice-guides/assessing-the-risk-management-process/
https://www.theiia.org/en/content/guidance/recommended/supplemental/practice-guides/assessing-the-risk-management-process/
https://www.theiia.org/en/resources/statements-of-position/
https://www.theiia.org/en/resources/statements-of-position/
https://www.theiia.org/en/content/artificial-intelligence/tools/framework-supporting/
https://www.theiia.org/en/content/artificial-intelligence/tools/framework-supporting/
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