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About Risk in Focus
Know Your Risks. Plan Strategically.

01
An annual initiative to identify the 
world’s five highest risks

02

Based on survey results, roundtables, 
and interviews with chief audit 
executives and directors

03
Research facilitated by the Internal Audit 
Foundation and partners*

*Europe Risk in Focus reports are produced by the European 
Confederation of Institutes of Internal Auditing (ECIIA)
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Global Survey Participation
Response rate per region

• 3,285 responses 
from chief audit 
executives and 
directors

• 132 countries/ 
locations 
represented

• Survey conducted
March 2 to 
May 6, 2026
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Survey Questions and Risk Areas
The report focuses on 16 risk areas and 5 topics

Risk Areas in the Survey

1 Business continuity 9 Governance/corporate reporting

2 Climate change 10 Health/safety

3 Communications/reputation 11 Human capital

4 Cybersecurity 12 Market changes/competition

5 Digital disruption (including AI) 13 Mergers/acquisitions

6 Financial/liquidity 14 Organizational culture

7 Fraud 15 Regulatory change

8 Geopolitical uncertainty 16 Supply chain and outsourcing

Key Topics

1. Top 5 risks
2. Top 5 audit priorities
3. Risk severity rating (1–7)
4. Risk governance maturity
5. Internal audit coverage 
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Global Risk 
Environment
Three Accelerating Risks, One 
Interconnected System
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Global – Top 5 Risks
Survey questions: What are the Top 5 risks your organization currently faces?
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Health/safety

Mergers/acquisitions

Three risks stand out at the top: 

1. Cybersecurity is the highest 
organizational risk by far.

2. Digital disruption 
(including AI) reached 
second place.

3. Geopolitical uncertainty is 
third after significant 
increases last year and this 
year.

These risks drive and shape 
other risk areas.
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Global – Top 5 Risks Trend
Survey question: What are the Top 5 risks your organization currently faces?

• High risks rising. The three 
highest risks were also the 
ones that increased the most 
compared to the prior year – 
cybersecurity, digital 
disruption, and geopolitical 
uncertainty.

• Risk displacement. Business 
resilience and regulatory 
change decreased the most 
in risk ratings.
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Global – Top 5 Risks per Region
Survey question: What are the Top 5 risks your organization currently faces?

• Risk convergence. Across 
regions, the highest 
ranked risks are becoming 
more similar.

• Cybersecurity and digital 
disruption are the two 
highest risks for all but 
one region.

• Geopolitical uncertainty 
was one of the 5 highest 
risks for all regions for the 
first time since the survey 
started four years ago.

Note: The red arrows indicate an increase of 4 percentage points or more compared to the prior year.5 highest risks
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Global – Top 5 Risks vs. Risk Severity
Survey questions: What are the Top 5 risks your organization currently faces? On a scale of 1 to 7, please 
rate the current level of risk at your organization for each of the following risk areas.

• Deeper insights from two risk 
scores. “Top 5 Risk” shows which 
were selected as one of the 5 
highest risks. “Risk Severity” shows 
highest risks on a scale of 1 to 7.

• Visibility gaps. Areas with large 
gaps between Top 5 Risk and Risk 
Severity should not be overlooked. 
Examples are business resilience 
(-21), market changes (-24), 
organizational culture (-20), and 
communications/reputation (-23).
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Risk Environment – Internal Audit 
Strategies
• Review risk connections. Assess interconnected risk scenarios rather than 

reviewing every risk exclusively within a separate silo.

• Translate external risks into audit action. Translate external risks into 
organizational objectives, dependencies, decisions, processes, and response 
capabilities.

• Recognize wide-ranging cyber risk. Expand cybersecurity work to include 
AI, cloud, operational technology, third parties, resilience, recovery, 
communication, and fraud.

• Customize risk assessments. Use global and regional comparisons to 
challenge management’s risk assessment while maintaining organization-
specific professional judgment.
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Global Internal 
Audit Priorities
Audit Effort Is Moving, But Legacy 
Priorities Remain
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Global – Top 5 Risks vs. Top 5 Audit Priorities
Survey questions: What are the Top 5 risks your organization currently faces? What are the Top 5 audit areas on 
which internal audit spends the most time and effort? (Choose 5.)

• Some high-risk areas 
have noticeably lower 
audit priority: digital 
disruption, geopolitical 
uncertainty, and human 
capital.

• For some traditional audit 
areas, priority exceeds 
the risk ranking: 
financial/liquidity, 
fraud, governance, 
business resilience, and 
regulatory change.
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Global – Top 5 Audit Priorities Trend
Survey question: What are the Top 5 audit areas on which internal audit spends the most time and effort?

• Digital disruption had the 
largest priority increase.

• Cybersecurity, financial/ 
liquidity, and fraud were 
the three highest priorities 
and increased substantially 
vs. the prior year.

• Audit priority displacement. 
Governance and business 
resilience decreased the 
most for audit priority.
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Global – Top 5 Audit Priorities per Region
Survey question: What are the Top 5 audit areas on which internal audit spends the most time and effort?

• Cybersecurity increased 
for all but one region.

• Financial/liquidity 
priority ranked second 
overall and increased vs. 
the prior year for most 
regions.

• Fraud and digital 
disruption priority 
increased for every region 
vs. the prior year.

Note: The red arrows indicate an increase of 4 percentage points or more compared to the prior year.5 highest audit priorities
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Audit Priorities – Internal Audit 
Strategies 
• Prepare to adapt. Establish formal refresh points for the audit plan, and 

reserve capacity for emerging or rapidly changing risks.

• Translate external risk into audit action. Translate geopolitical and market 
risks into auditable organizational impacts.

• Streamline activities. Evaluate whether recurring audits can be automated, 
reduced, rotated, or supported through reliance on other providers.

• Upskill for the future. Maintain a capability plan that includes training, 
recruitment, co-sourcing, technology, and access to subject-matter 
expertise.

• Communicate coverage gaps. Explain significant coverage gaps and 
resource constraints explicitly to the board.
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Risk Maturity and 
Coverage
The Governance Blind Spot: High Risk, Low 
Maturity, Thin Coverage
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Global – Maturity vs. Audit Coverage
Survey questions: On a scale of 1 to 5, please rate the current level of risk governance maturity at your 
organization for each of the following risk areas. Please indicate the adequacy of internal audit’s current 
coverage of these risk areas at your organization.

Dangerous 
combination (high risk, 
low maturity, low audit 
coverage):

• Geopolitical uncertainty

• Digital disruption

Risk maturity and audit 
coverage link: 

• Risks with lower 
maturity tend to have 
lower audit coverage.
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Risk Maturity and Coverage – 
Internal Audit Strategies
• Provide advisory services as needed. Use advisory and readiness work 

where governance is too immature for conventional control testing.

• Coordinate assurance. Coordinate with the second line and external 
assurance providers while validating the basis for reliance.

• Preserve objectivity. Establish safeguards that preserve objectivity when 
internal audit advises on emerging governance arrangements.

• Rebalance activity where maturity is high. Reassess engagement 
frequency and reliance where governance and assurance are mature.

• Communicate assurance gaps. Report material assurance gaps, 
capability constraints, and accepted risks to the board transparently.
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Summary

Results and Implications of 
the Research
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Five Key Findings From the Survey

Risk convergence
Top risks are aligning across global regions: 
cybersecurity, digital disruption, and geopolitical 
uncertainty.

Risk displacement Risk ratings dropped the most for business 
resilience and regulatory change.

Visibility gaps
Be aware of high risks that don’t reach the Top 5:  
market changes, organizational culture, and 
communications/reputation.

Audit priority 
shifts

External risks increased audit priority for: digital 
disruption, cybersecurity, fraud, financial/liquidity.

Dangerous 
combination

High risk level, low risk governance maturity, and low 
audit coverage is a dangerous combination, indicating 
areas that are not well understood or managed.

1.

2.

3.

4.

5.
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Four Action Steps for Internal 
Auditors

Transform external risk 
into audit action.

External volatility becomes auditable through its 
effects on strategy, decisions, liquidity, supply 
chains, people, technology, continuity, and 
stakeholder trust.

Build adaptive plans and 
capabilities.

The internal audit strategy should anticipate future 
skills and technology needs, while the audit plan 
should remain dynamic enough to respond to 
material changes.

Integrate assurance 
without blurring 
accountability.

Internal audit should coordinate across the Three 
Lines, use reliance appropriately, and preserve 
independence and objectivity while providing 
timely advice.

Make assurance gaps 
visible.

Boards should understand not only which risks are 
highest, but also where governance is immature, 
assurance is thin, resources are constrained, or 
management has accepted exposure.

1.

2.

3.

4.
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Resources From 
The IIA
Global Support for the Internal Audit 
Profession
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Resources From The IIA
Risk Environment
• Assessing the Risk Management Process, 2nd Edition (The IIA, Global Practice Guide, 2024)
• Role of the Internal Audit Function in ERM (The IIA, Statement of Position, 2026)

Audit Priorities
• AI Framework Support Tools (The IIA, Audit Tools, 2026)
• Artificial Intelligence Auditing Framework (The IIA, 2024)
• Auditing Cybersecurity Operations: Prevention and Detection (The IIA, Global Practice Guide, 2025)
• Auditing Privacy and Data Protection Risks, 3rd Edition (The IIA, Global Practice Guide, 2026)
• Internal Auditing and Fraud, 3rd Edition (The IIA, Global Practice Guide, 2024)
• Organizational Resilience Topical Requirement (The IIA, Topical Requirement, 2026)

Risk Governance Maturity and Internal Audit Coverage
• Developing a Risk-Based Internal Audit Plan, 2nd Edition (The IIA, Global Practice Guide, 2025)
• Developing an Internal Audit Strategy (The IIA, Global Practice Guide, 2025)
• Three Lines Model (The IIA, Statement of Position, 2026)

Global Internal Audit Standards
• Complete Global Internal Audit Standards

https://www.theiia.org/en/content/guidance/recommended/supplemental/practice-guides/assessing-the-risk-management-process/
https://www.theiia.org/en/content/guidance/recommended/supplemental/practice-guides/assessing-the-risk-management-process/
https://www.theiia.org/en/content/guidance/recommended/supplemental/practice-guides/assessing-the-risk-management-process/
https://www.theiia.org/en/content/guidance/recommended/supplemental/practice-guides/assessing-the-risk-management-process/
https://www.theiia.org/en/resources/statements-of-position/
https://www.theiia.org/en/resources/statements-of-position/
https://www.theiia.org/en/content/artificial-intelligence/tools/framework-supporting/
https://www.theiia.org/en/content/artificial-intelligence/tools/framework-supporting/
https://www.theiia.org/en/content/tools/professional/2023/the-iias-updated-ai-auditing-framework
https://www.theiia.org/en/content/tools/professional/2023/the-iias-updated-ai-auditing-framework
https://www.theiia.org/en/content/guidance/recommended/supplemental/gtags/gtag-auditing-cybersecurity-operations-prevention-and-detection/
https://www.theiia.org/en/content/guidance/recommended/supplemental/gtags/gtag-auditing-cybersecurity-operations-prevention-and-detection/
https://www.theiia.org/en/content/data-privacy-security-protection/global-guidance/auditing-risks/
https://www.theiia.org/en/content/data-privacy-security-protection/global-guidance/auditing-risks/
https://www.theiia.org/en/content/data-privacy-security-protection/global-guidance/auditing-risks/
https://www.theiia.org/en/content/data-privacy-security-protection/global-guidance/auditing-risks/
https://www.theiia.org/en/content/guidance/recommended/supplemental/practice-guides/global-practice-guide-internal-auditing-and-fraud/
https://www.theiia.org/en/content/guidance/recommended/supplemental/practice-guides/global-practice-guide-internal-auditing-and-fraud/
https://www.theiia.org/en/content/guidance/recommended/supplemental/practice-guides/global-practice-guide-internal-auditing-and-fraud/
https://www.theiia.org/en/content/guidance/recommended/supplemental/practice-guides/global-practice-guide-internal-auditing-and-fraud/
https://www.theiia.org/en/standards/2024-standards/topical-requirements/organizational-resilience/
https://www.theiia.org/en/standards/2024-standards/topical-requirements/organizational-resilience/
https://www.theiia.org/en/content/guidance/recommended/supplemental/practice-guides/developing-a-risk-based-internal-audit-plan/
https://www.theiia.org/en/content/guidance/recommended/supplemental/practice-guides/developing-a-risk-based-internal-audit-plan/
https://www.theiia.org/en/content/guidance/recommended/supplemental/practice-guides/developing-a-risk-based-internal-audit-plan/
https://www.theiia.org/en/content/guidance/recommended/supplemental/practice-guides/developing-a-risk-based-internal-audit-plan/
https://www.theiia.org/en/content/guidance/recommended/supplemental/practice-guides/developing-a-risk-based-internal-audit-plan/
https://www.theiia.org/en/content/guidance/recommended/supplemental/practice-guides/developing-a-risk-based-internal-audit-plan/
https://www.theiia.org/en/content/guidance/recommended/supplemental/practice-guides/developing-the-internal-audit-strategy/
https://www.theiia.org/en/content/guidance/recommended/supplemental/practice-guides/developing-the-internal-audit-strategy/
https://www.theiia.org/en/resources/statements-of-position/
https://www.theiia.org/en/resources/statements-of-position/
https://www.theiia.org/en/content/standards/complete-global-internal-audit-standards/
https://www.theiia.org/en/content/standards/complete-global-internal-audit-standards/


23Page

Download Risk in 
Focus reports for:

 Africa
 Asia Pacific
 Europe
 Latin America
 Middle East
 North America
 Global Summary

theiia.org/RiskInFocus

https://www.theiia.org/riskinfocus
https://www.theiia.org/riskinfocus
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About The IIA
The Institute of Internal Auditors (IIA) is a nonprofit international 
professional association that serves more than 265,000 global 
members and has awarded more than 200,000 Certified Internal 
Auditor® (CIA®) certifications worldwide. Established in 1941, The IIA is 
recognized throughout the world as the internal audit profession’s 
leader in standards, certifications, education, research, and technical 
guidance. For more information, visit theiia.org.

About the Internal Audit Foundation
The Internal Audit Foundation is the preeminent global resource, in 
strategic partnership with The IIA, dedicated to elevating and 
empowering the internal audit profession by developing cutting-edge 
research and programs. The Foundation helps current and future 
internal auditors stay relevant by building and enhancing their skills 
and knowledge, ensuring organizations are equipped to create, 
protect, and sustain long-term value. For more information, visit 
theiia.org/Foundation.

http://www.theiia.org/
https://www.theiia.org/Foundation
https://www.theiia.org/en/internal-audit-foundation/
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Copyright
The IIA publishes this document for informational and 
educational purposes. This material is not intended to 
provide definitive answers to specific individual 
circumstances and as such is only intended to be used as 
a guide. The IIA recommends seeking independent expert 
advice relating directly to any specific situation. The IIA 
accepts no responsibility for anyone placing sole reliance 
on this material.

Copyright © 2026 by the Internal Audit Foundation. All 
rights reserved. For permission to republish, please 
contact Copyright@theiia.org.
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